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Preface

Preface

Microcontrollers are everywhere in the world today providing intelligence to billions of
electrical systems that people interact with - or don’t interact with — every day.

Microcontrollers are programmed with firmware and combined into circuits to get their job
done. These devices are what we call “Embedded Systems.” Chances are any electronic
device in use today contains at least one microcontroller, and complicated systems may
have dozens of micros embedded in them to handle different tasks.

There are thousands of different microcontrollers to choose from. These choices can be
sorted out rather quickly based on what you are looking to design. As you design more
products, you will no doubt end up with some favorite microcontrollers that you become
an expert at using. You will also likely design products for similar applications or with
similar capabilities and therefore develop expertise in a particular field or application of
microcontrollers.

What you should gather from that is that your own experience is unique, and what you
know and how you have learned will always be different than the people you work with.
The first four years of my own embedded experience started with programming PIC
microcontrollers in assembly language where literally every byte of flash and RAM had
to be used as effectively as possible. This shaped me into being very pragmatic and “low
level” in my designs and thinking.

Even as I evolved to writing in C for 32-bit processors, my established fundamentals
remained. I still think a lot about assembly language even when coding in C and strongly
believe that a programmer should have a solid understanding of the instruction set of

the processor being used. Though I can code in both C++ and Java, I have not done any
commercial designs using those languages. However as you will see, I incorporate many
of the concepts of high-level object-oriented programming in my C code albeit sometimes
only by a written rule or process that I follow. I see more and more developers doing this.

The diversity in people’s experiences is extremely important to recognize because it
means that there are always opportunities to learn from and share what you know with
other people. Collaboration is one of the greatest benefits of being alive, so open your
mind and bring ideas together. Also, remember that in hindsight it is very easy to pick
out elements of a design that can be improved - you should always do this with your
own designs. If you do not find anything that you would do differently if you did it all over
again, you probably are not looking hard enough.

Embedded in Embedded tries to teach the fundamental, foundational concepts of
embedded systems development as generically as possible. Indeed many of the concepts
and processes that you will learn here can be applied to a variety of processors for

a variety of applications. To provide a resource that is useful and with discussion of
intricate details of design decisions, a specific processor on a specific development board
with a specific development environment is used. I cannot stress enough that I totally
understand that EiE is just ONE way, not THE way, of writing the drivers and programs
that I will show you.

As with all engineering decisions, there are a vast number of tradeoffs when it comes to
making decisions about how to complete a design, many of which will be discussed in this
book as we come across them. In the firmware world, a general rule of thumb is that the
easier and more robust or feature-rich a piece of code or application interface is to use,
the more complicated the source code behind it will be.

A great example I like to use is comparing RS-232 to USB as standard serial interfaces.
Simple RS-232 functionality can be written in just a few lines of code, but if you have
ever had the pleasure of trying to get RS-232 serial devices to work properly on a
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computer you will know how frustrating that can be. On the other end of the spectrum,
there is USB, where a typical bare-bones driver on the embedded system will be at least
2kB of code. But USB is perhaps the epitome of plug-and-play, and computer users today
expect nothing less than to plug in any USB device to any USB socket and immediately
have a perfect operation.

With that in mind, we dive in to explore one way of writing a reasonably robust,
reasonably small footprint, reasonably expandable, and reasonably multi-tasking
embedded system. All based on the needs, resources, and knowledge at the time of
writing. The ARM Cortex family of processors happens to be my current favorite, and

for a variety of reasons, I designed the EiE development boards using Atmel’s SAM3U2
Cortex-M3 microcontroller. | use IAR Systems IDE as I have used this for a long time
across many different processors. For the record, I have never worked for ARM, Atmel/
Microchip, IAR or any of the other vendors whose names you will see on the EiE hardware
- every design decision I have made is based on my own experience with our research
into the part or package that best meets the need of the design. Over time I have invited
these companies into the EiE network for mutual benefit. For those that know me, you
know that I am genuinely all about win-win.

You can use this book in one of four ways:

1. Read it from start to finish developing all the code by yourself and comparing
it to the solutions provided. This is by far the most comprehensive approach.
Since the goal of the EiE program is to jump-start young engineers through the
first two years of working as an embedded developer, that is truly the way to
gain this experience.

2. Skim through and highlight what is important for you to know, or what might
be important for upcoming projects. Reference the solutions provided and use
the book’s explanations to complement the code documentation.

3. Work backward from the application level and reference this book when you
need or want to know the theory or decisions behind the code.

4. Choose specific chapters or topics of interest a la carte and use the book as a
reference.

In every chapter you will see three icons that flag certain text:

Information. Use this icon to indicate some extra information relevant to the topic being
discussed.

Do some work. Use this icon to indicate the reader should perform a task at this point.

This is massively important. Do not move past this point in the notes if you do not
understand this yet.

It is my sincere hope that you get a lot out of this book and that it helps you gain skill
as an embedded designer. If you love this system and adopt it (or parts of it) in your
designs, that is great. If you hate this system and decide it is the best example of what
never to do, that is great, too. There is as much value - or possibly more - in seeing
what NOT to do as there is to seeing what to do.

In a world full of pre-developed solutions that people stitch together and call it “designed”
I hope the story of this code shows how much thought and effort goes into making a
system. Yes, we can patch together code and make use of work others have done, but
when we design products for industry, how will these systems behave?
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Will you understand your code next week, next month, or next year? Will your colleagues
ever understand your code? How many bugs will your customers find? Do you understand
the system you built and the tools you have to find and fix those bugs?

One thing I can say for sure is that after 18 years working with and teaching embedded
systems, I know it is our processes that are most critical in being great developers, and
if nothing else, this book will demonstrate the processes I rely on. To my knowledge,
there are no other authors and/or engineers that have taken the time to go through and
describe an entire development of a system as I will do here. Sharing this is a little like
getting undressed in the middle of a crowded room... I hope you like what you see and
find great value here!

Jason Long
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Chapter 1 e Getting started

In 1999, the world was poised for what was thought was going to be the most significant
disaster to hit the modern world: the “Y2K” computer bug. People everywhere were
desperately trying to upgrade systems and test their computers to see if they would
suffer from the bug. Yet even if every personal computer was safely protected, there was
a great concern for all the embedded processors that were virtually everywhere and could
not be reached in time.

Figure 1-1 "Y2K" magazine cover

Fortunately, the new millennium started with barely a flicker of the lights. Though

some may argue that the problem was completely blown out of proportion, no one

can contest that many of us were clued into the incredible impact that computers and
embedded systems have on our lives. There are literally billions of microprocessors at
work in our electronic devices. Everything from coffee makers, garage door openers,
sprinkler systems and pop machines etc. have microprocessors these days - a high-end
automobile has dozens of them and with the advent of self-driving cars, the computing
power in a vehicle will increase massively. Estimates on the global value of embedded
systems and the supporting industry are in excess of a trillion dollars.

Engineers working in this space know that technologies have grown linearly, but there
has been exponential growth in awareness and application of embedded systems. The
mainstream adoption of the term “Internet of Things” has brought embedded computing
to a whole new level, just as the term “Cyberspace” ushered in the internet to the
average person. The world is truly embedded in embedded systems!

This chapter takes you through some of the fundamental knowledge in embedded
systems.

1.1 e A Micro what?

So, what are microprocessors and microcontrollers? Both are digital devices packed full
of transistors that make up logic gates and data paths. By turning on or off combinations
of those transistors, data can be accessed, processed and distributed throughout a device
and to other devices that are connected in a circuit. This data can come from places such
as memory, input/output lines, and from the processor core itself. All this is managed by
the program (firmware) that is written and executed by the processor.
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Figure 1-2 Example of a microprocessor

A microprocessor is the “core” where the instruction set of the processor lives and
performs calculations. A core needs to be attached to external memory and other
peripherals if it is going to be useful. It talks to RAM where programs and data are stored,
communicates to the display to show you what is going on, processes the bytes that play
music and sounds, and exchanges information with data storage devices. It is the main
brain of an electronic device, just like the processor in a desktop PC or smartphone.

—_— RAM

MICROPROCESSOR

FLASH

Figure 1-3 Microprocessor communicates with external memory

A microcontroller is an integrated circuit that contains a microprocessor, but also may
have onboard memory, timers, communications peripherals, analog to digital converters,
and many others. The microcontroller can usually run on its own with barely any external
devices connected to it, though it still needs to be in a circuit to control. Literally billions
of electronics in the world are microcontroller-based embedded systems.

Peripheral 1
MICROCONTROLLER Peripheral 2
-RAM
- FLASH

Peripheral n

Figure 1-4 Microcontroller-based embedded system
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Figure 1-5 Comparison of features and options of Microchip processors
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Since everything is integrated on a single chip, a microcontroller-based system is

more resource-limited than a microprocessor-based system that could have practically
unlimited volatile and non-volatile memory attached. Even high-end microcontrollers
max out around 2MB of non-volatile flash and 1MB of RAM and have clock speeds topping
out at 200MHz. That might not sound like a lot compared to microprocessor systems

with capabilities and resources order of magnitudes higher, and it’s also a great way to
date this book since advances are always being made. However, what you can do with
even an 8-bit microcontroller with 1kB of flash and 100 bytes of RAM is still amazing.
Microcontrollers tend to be simpler to work with, easier for hardware design, and are
inherently less expensive.

Embedded in Embedded uses the SAM3U2 Cortex-M3 microcontroller from Atmel

(which is now Microchip after being acquired in 2016). Like any vendor who provides an
ARM-based microcontroller, Microchip licensed the ARM core and added peripherals to
build its device. The SAM3U2 is just one of several devices in the SAM3U family, which in
turn is one of the many Cortex-M3 processors available from Microchip. A Cortex-M3 core
provides plenty of power to run our development board and for most of the time, it will be
busy sleeping doing nothing at all. The specific device does not really matter for EiE since
our goal is to teach the process of design.

So how do you navigate all the processor options to decide on the right one to use in a
design? There are many factors and there is no simple formula to put in some parameters
and crank out the answer. Likely the biggest deciding factor will be your own experience.
The investment you make in learning how to use a particular family of microcontroller
might be the most valuable part of the equation, though being open to change is good

if it makes sense. If you are new to embedded design or faced with a design where your
“toolbox” of available knowledge does not provide any solutions, then you are limited to
searching on your own or consulting a colleague or reputable distributor to get advice.

As you gain experience, you can more quickly identify what you may or may not need for
features and capabilities.

Learning a new microcontroller is exciting, but even industry experts will experience a
learning curve if they change platforms to something entirely new. “Time to market” is
one of the timeless mantras in engineering, so it is inherently a good idea to minimize
new learning in a product and maximize reusability. Easier said than done and you will
find an almost infinite number of variables to consider. Cost, power consumption, and
available peripherals are very important. A strategy that we have found successful for
specifying a micro for a new product is to aim for around 50% total resource usage for
the part you choose and ensure there is at least one part in the family that you could
scale to further double the resources. For example, if you think you need 32kB of flash
and 8kB of RAM for your product, we would suggest starting with a processor that has
64kB of flash and 16kB of RAM available. Within the family, there should be drop-in parts
with 128kB of flash and 32kB of RAM.

The physical size of the chip is another factor. If you prepare a block diagram and decide
you need 30 input/output pins, you probably want to have at least 10 spares. If you are
upgrading an existing design, the margins can be much tighter. No doubt it is difficult to
predict what you might need 2-3 years down the road, but a good brainstorming session
of “what features will Marketing think of” is a good way to think outside of the box to
anticipate reasonable growth of the product.
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Figure 1-6 Examples of various component packages

One of the nice things about using an ARM-based microcontroller is that if you run out

of power, you can migrate to a more powerful core like the Cortex-M4 or all the way up

to an applications processor. If you need less power, then you can downgrade within the
portfolio to the Cortex-MO. Since all the processors are built with very similar architecture,
you can change quite freely and the underlying concepts plus all your development tools
and knowledge remain applicable. While we do love ARM processors, that does not mean
we use them exclusively. There are plenty of applications where we will look at an 8-bit or
16-bit solution if the requirements make sense to do so.

The Cortex family also attempts to make porting between different vendors as easy

as possible. ARM developed a standard for Cortex devices called CMSIS - Cortex
Microcontroller Software Interface Standard. It is growing in complexity but the portion
relevant to us is the CMSIS-CORE. This part of the standard provides an interface to the
ARM core and the core peripherals. Vendors also use the CMSIS pointer-to-struct style
for accessing the microcontroller peripherals that they add. The exact register names and
organization is different between vendors, but at least the main organization is the same.

Figure 1-7 Cortex microcontroller software interface standard

For example, ST has a nice family of Cortex-M3 and Cortex-M4 processors not to mention
some very low-cost development boards, so you might be interested in taking some
of the code from EiE to an ST micro. Porting high-level code is very simple since it has
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been designed with a high degree of hardware abstraction, but porting peripheral drivers
will require a lot of peripheral-specific re-write. In fact, the EiE firmware system started
as a product-specific version of that code on an ST Cortex-M3 way back in 2008. This
was ported to an LPC2148 ARM7 and then an LPC1752 Cortex-M3 where the code was
further developed. The SAM3U2 was chosen in 2013 for final development because it
had the perfect hardware peripherals and pin count that we needed for EiE and was also
compatible with Segger programmer firmware.

The ST to NXP move inspired us to better layer the code and abstract each task, and
when we later ported to the SAM3U2 it was a lot easier, though still took many weeks. We
re-used a lot of the code structure and in some cases just had to determine the names of
registers that were different. That being said, writing a firmware system with portability
to other vendors is probably not an appropriate level of effort to expend, though it all
depends on what you want to accomplish.

Figure 1-8 Cortex-M3 processors

1.2 e The 32-bit Processor

We have already mentioned that a microcontroller has many onboard peripherals that

it uses to operate. The microcontroller attaches to the physical world through its IO
pins, many of which are connected to the internal peripheral blocks that provide other
capabilities to the processor. The figure below is the block diagram of the SAM3U2. Note
all the different peripherals, memory, buses, and connections.

Figure 1-9 100-pin SAM3U4/2/1C block diagram

e 24



Chapter 1 ¢ Getting started

Even though these peripherals are built-in, they still require a physical connection over
which they exchange data. This communication is done over a set of connections called
a “bus.” In the diagram above, you can see two buses: AHB (Advanced High-speed

Bus) and APB (Advanced Peripheral Bus). Depending on the processor architecture,
there may be multiple buses for different purposes such as for instructions, data, and
peripheral access. There are historically two different architectures: Harvard (single

bus for instructions and data) and Von Neumann (separate data and instruction buses).
The Cortex-M3 family happens to be Harvard architecture. A designer practically never
worries about the type of architecture of a processor - the implementation ends up being
transparent unless the requirements of the device are very specific for some reason. The
Wikipedia page on ARM Cortex-M provides a wealth of information if you are interested
(https://en.wikipedia.org/wiki/ARM _Cortex-M).

The main bus on a SAM3U2 is 32 bits wide. In other words, there are 32 wires that
connect the area where the program runs with the other parts of the system. This also
means that the main registers and memory locations can be 32-bits wide. The native data
size is typically called “word” size. Microcontrollers also come in 8 and 16-bit versions.
Desktop PCs use 64-bit processors these days. The transition from 32-bit PCs started
around the Pentium-4 processor. At the time of writing, there are not any well-known 64-
bit microcontrollers, though there are a growing number of dual-core embedded micros
entering the market that feature a higher end core like a Cortex-M4 paired with a lower
power Cortex-MO.

32-bit bus

Memory
Peripheral 1
MCU Peripheral 2

Peripheral n

Figure 1-10 32-bit bus and addressing

An 8-bit processor can do many of the same things as a 32-bit processor, but any time an
operation requires numbers larger than 255, an 8-bit processor must complete tasks in
pieces. Data transfer is also limited by the smaller bus size. If you want to add two 16-bit
numbers on an 8-bit processor, you must take several steps to add the low bytes, watch
for a carry bit, then add the high bytes and the carry bit (and watch for a carry bit there,
as well). Another important consideration is that there is a limitation on the amount of
memory that can be accessed directly. If the data bus is only 8-bits, then only 255 bytes
of memory can be addressed directly, although there are lots of ways to add additional
addressing bits. A 32-bit processor can inherently access over 4GB of memory.

1.3 e Microcontroller Programs

No matter what programming language is used to write a program (for example C or
C++), the source code is compiled into the assembly language for the specific processor
that will run the code. Programs may also be written directly in Assembler. Assembly
language works with the collection of instructions that a processor knows how to process
which is called the “instruction set.” All Cortex-M3 processors use the same instruction set
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regardless of the vendor’s microcontroller they are in.

The instructions and arguments in an assembly language program are converted into
“opcodes” and saved to a hex (hexadecimal) file by the Assembler. Assembling is a much
simpler process than Compiling and every developer’s software Assembler should come
up with the same hex file for a given program. The hex file is a bunch of addresses, data,
and some error checking/checksum information. The 1’s and 0’s of the opcodes will be
loaded into a processor’s memory at the specified addresses and eventually be executed
one-by-one when the core starts running.

There are various formats that this file can have, with one of the most common being
“Intel Hex.”

Figure 1-11 Intel Hex file

The example below is a hex file for a program that turns on a light if a button is pressed
on a certain microcontroller.

Listing 1-1
:020000040000FA
:10000000831601308600831206188610061C86149B
:020010000428C2
:00000001FF

The hex file needs to be programmed in a microcontroller’s non-volatile memory. Most
micros these days use “flash” memory that is both electrically writeable and readable
hundreds of thousands of times. This makes learning and testing easy because the chip
can be continually reprogrammed until the code works properly. Flash memory replaced
EEPROM (Electrically Erasable Programmable Read Only Memory) in most microcontrollers
in the late 1990s due to cost. EEPROM is nice because individual bytes can be erased,
whereas flash memory is typically organized in large pages that must be erased. Both can
write individual bytes so in most cases it’s not a big deal. Some microcontrollers have a
small EEPROM peripheral that is very handy for saving user information.

At the other end of the spectrum are processors that are one-time programmable (OTP)
so you better do some serious debugging before you download your program as you get
one chance only. Somewhere in the middle are EPROM’s (Electrically Programmable Read
Only Memory) that can be easily programmed but can only be erased by shining UV light
through a small window on the chips for 15 - 20 minutes which tends not to be very
convenient.

To write a program you code to a processor’s non-volatile memory, you need some sort
of programming tool. Many microcontrollers use a standardized interface commonly
referred to as “JTAG” to move a program from the computer on which it is developed
to the embedded system. MCUs can be both programmed and debugged through JTAG.
JTAG devices are separate pieces of hardware that are usually called “programmers” or
“debuggers.” A common tool is called a “J-Link” from Segger.
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Figure 1-12 Programming tool chain

JTAG programmers/debuggers can be expensive. Serial programming devices are
low-cost and can also be used to program but not debug a microcontroller. Serial
programming requires the processor to support on-chip programming and have some
type of “bootloader” program that runs outside of the programmed memory space. A
processor vendor might provide this, or it can be designed into the system.

Regardless of how the connection is made, the act of programming is what physically
drives the high and low voltage levels into the target microcontroller. Once the code is
programmed in non-volatile memory, it can stay there for over 100 years!

Development boards typically have a JTAG device built-in since programming and
debugging is the whole purpose of the board. The second SAM3U2 processor on the EiE
main development board is the programmer called a J-Link Onboard (OB). The J-Link OB
firmware license is purchased and loaded in the factory. The programmer is connected to
a PC and the signal chain is complete.

It would be much too costly to add a programmer to every production device, so most
products are designed with a connector to attach the programmer. This allows the
developer to write and test code and gives the factory access to program the device
during manufacturing. A programming header can consume a lot of space and add cost
to each board. The standard JTAG header is a huge 2x10 box-connector. A much smaller
standard connector was defined for Cortex parts, but it is quite expensive and from our
own experience has not been widely adopted.

Figure 1-13 J-Link programmer and board connectors
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Companies will often develop a proprietary connection that works well for their product
line. One of our favorites is the “Tag-Connect” system that requires only a footprint on
the PCB that a special cable securely attaches to.

Figure 1-14 Tag-Connect system

Cortex microcontrollers support a two-wire programming and debugging interface. With
a bit of hacking, you can use a standard USB physical connection. This has nothing to do
with USB data - it is just the physical connector. Be aware if you are designing consumer
products, re-purposing a USB connector can lead to some confused customers. If the
connector is used only for power by the consumer, then it might be ok.

Figure 1-15 USB pinouts

All custom solutions will still require an adapter to plug into a JTAG device. We designed
a special J-Link adapter that can be used to connect to any of these options and our own
open source solution that is a nice balance of size, cost, and can provide additional UART
debugging access.

Figure 1-16 Engenuics programming interface adapter
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Once the microcontroller is programmed, the code is ready to execute as soon as the
power is turned on or the processor is reset to kick it out of programming mode and into
execution mode. A program runs by executing each instruction sequentially via a special
pointer called the Program Counter (PC) that indexes and reads out each instruction from
memory to the bus. The PC always starts at 0 when the device powers on and increments
after each instruction with every full clock cycle. Unless an instruction tells the PC to
branch or jump, it will keep incrementing to the next address in memory.

MOVS
PROGRAM_COUNTER P BRX
ADD
MoV

Figure 1-17 Special pointer "Progam_Counter"

On a 32-bit processor, the program counter increments by 32 bits (0x04). Many
instructions on 32-bit Cortex parts are only 16-bits (called the “Thumb-2" instruction
set), so program memory storage can be up to 2x more efficient in some cases. In
practice, many instructions end up taking two 16-bit locations, so the net result is less
than 2x efficient.

Sometimes an instruction will cause the program counter to change by some number
other than the next sequential amount, so it will jump to run instructions from a different
part of the program memory. This is how function calls and branches are performed.
When the program reaches the end of the programmed memory, you want to ensure that
it returns to the beginning with a branch instruction. Otherwise, because of the way the
address space in the ARM is set up, it will keep addressing memory and could start doing
crazy things like putting the contents of your RAM memory onto the local bus to execute
as opcodes. There is nothing stopping you from doing that on purpose and running code
from RAM.

The basic operation of a processor and the corresponding flow of data can be understood
if you remember a few key points:

1. There are 4 steps required to carry out an instruction: Fetch, Decode, Execute,
and Writeback. Simple processors can often run one instruction step per clock
cycle, and each instruction is pipelined so the fetch of instruction 2 happens
on the same clock tick as the decode of instruction 1. In a processor like the
Cortex-M3, most instructions require multiple clock cycles, but they still follow
the general fetch, decode, execute, writeback flow.

2. Microcontrollers are digital systems: signals on the bus are merely logic level
highs and lows that are momentarily present at discrete locations and are
advanced through the system’s logic gates with every cycle of the system clock.
Signals propagate through basic logic gates as fast as the electrons can move.
Eventually, they get stopped and held at circuits called flip-flops until the next
clock signal. The maximum clock speed is determined by the worst-case delay
through the logic, so the systems assure that the correct signals are waiting at
the flip-flops before being advanced to the next set of logic.

e 29



Embedded in Embedded: ARM Cortex-M embedded design from 0 to 1

1.4 ¢ The Clock

The clock signal is fundamental to a digital system. It can be generated in a variety of
different ways and most processors will support several different clock sources including
some that are built-in and require no external components. In low-cost embedded
systems, external clocks are typically a resistor-capacitor circuit which would cost less
than a penny. Systems requiring greater precision can use other types of oscillators.
Crystals are the most popular choice as they are very precise (typically 30-40ppm)

and generally do not drift over power supply ranges, temperature or other operating
conditions. At around 50 cents, they are very expensive compared to a simple RC circuit.
Crystals also take up more board space and usually require two capacitors that must be
carefully selected to make the crystal oscillate at the correct frequency.

Figure 1-18 Crystal oscillators

During the final review time of this book, we came across some amazing little oscillators
from a company called SiTime. These are tiny devices (1.54mm x 0.84mm) and don't
require any external components. They advertise better stability and lower power than
crystals, and magically cost roughly the same. Many different frequencies are available.
We won't have a chance to test them before this goes to print, but if they're as good as
advertised this will quickly become a big favorite in our designs.

Figure 1-19 SiTime oscillator package

The clock frequency of a resistor and capacitor circuit is at the mercy of the component
tolerances, temperature, and supply voltage. The speed of an RC oscillator is simply 1
over the RC time constant. For example, a 20 kQ resistor with a 100 pF capacitor would
yield a 500 kHz clock:

7=RC

7=20-10°x100-107"

T=2uS

f. SE S — =500kHz
r 2-10
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Processors that have built-in RC oscillators are specially “trimmed” in the factory so

they are nominally quite good, but will still never compare to a crystal. If the processor
supports the use of an external RC oscillator, then the range of frequencies and, to a
degree, the precision and stability of the clock can be controlled by the designer. There is
some internal hardware required for an RC oscillator which will only work to a maximum
frequency on the order of 1MHz. Crystals usually start at 1MHz, except for watch crystals
that have a very specific frequency of 32.768kHz and happen to be very common in
embedded applications where low power and precise timing is required.

Processors often support clock selection and may have both a slow RC or crystal clock
source and a high-speed crystal input. The slow clock is used for sleeping or other low-
power, non-urgent functions, but the fast clock can be activated for high-speed processing
or functions that require precise timing if the slow clock is an RC source or just too slow.

The SAM3U has a maximum clock speed of 96 MHz. The base clock is sourced from one
of two crystal oscillator sources or an onboard RC. The internal RC is what the processor
always starts up on. The micro offers a phase-locked loop (PLL) that can take whatever
base clock signal is provided and up-convert it to a faster frequency with the same
precision as the source crystal. On the EIiE development board, the base clock signal is a
12.000 MHz crystal which feeds the PLL to provide a 48MHz main clock. 48MHz is chosen
as it is the required speed for USB function.

Compared to today’s PC and smartphone processors that are running at GHz clock
speeds, an embedded processor at less than 100MHz might not seem very fast at all.
However, embedded systems where microcontrollers are used rarely require high-
speeds especially if they do not have to support a graphics display or high-speed external
communications like Ethernet or USB. In fact, many microcontrollers are deliberately set
to run at much slower speeds because they simply do not need to go faster. The slower
a micro runs, the less power it consumes, and designers are often very happy to trade
speed for power consumption especially in battery-powered devices. The design of the
processor plays an important role, as well. An intelligently designed instruction set like
the ARM core can accomplish tasks faster by adding logic to the instruction that carries
out operations as the instruction is executed such as incrementing or decrementing
values or pointers, conditionally branching or executing, and toggling flags.

Even if you examined clock speed on its own, is a 48 MHz system really that slow?
Consider a processor’s clock running 48 times slower at 1 MHz and assume that

an instruction can be executed at the end of each cycle. That means that 1 million
instructions are being executed every second! Alternatively, you can look at it from the
view of a single instruction period. Period T is the inverse of frequency f:

T=2
f

where T is in seconds and f is in Hz. So,

T =1us

T 1.10°

This means that the period of a 1 MHz clock tick is only 1 microsecond (1 millionth of a
second). Considering a program can evaluate an input and make a decision in 8 to 10
clock cycles, only 10 microseconds are needed to do something useful. Granted, there are
some things that can take hundreds or even thousands of instructions, but MHz speeds
are fast enough to handle most embedded applications and the system will still spend
most of its time in a low power sleep state.
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1.5 ¢ The Fundamentals

There are some important basics that you need to have on which you will build your
embedded design skills. Some of this material you already know but make sure you
review it. Other parts you think you know from the theory taught in school, but it can
catch you once you apply it to a real circuit. Some of this material will be brand new.
Whatever the case, a solid understanding of these fundamentals is essential to the
embedded engineer.

1.5.1 ¢ Number Systems

We are all used to the base-10 number system that we use in our everyday lives. A base-
10 system makes calculations very simple. When working with embedded systems, it
becomes convenient to make use of alternative number systems like binary, octal and
hexadecimal - base-2 (binary), base-8 (octal) and base-16 (hexadecimal) systems,
respectively. If you are fluent in converting between the different systems, you can
improve your success or at least your speed in programming.

A simple way to describe a system base is the quantity you count before rolling over to
the next digit. In decimal, we count to 9 in the “ones” position and roll over to 10 - the
“tens” position becomes 1, and the “ones” position goes back to zero. Each digit position
is a power of 10 (starting with 10° = 1). So the one’s position is 10°, tens position is 10¢,
hundreds position is 102, and so on. A base-10 system has 10 possible digits in each
position, from 0 to 9. The digit in the position multiplies the power of 10, and the sum

of all the digits and their positions is the number itself. That is way more complicated to
explain than it is, so check out this quick example to ensure you understand.

Consider the number 709. Break it down into the sum of the all digits and their powers of
10:

(7 x 102) + (0 x 10%) + (9 x 10°)
= (7x 100) + (0 x 10) + (9 x 1)
=700+ 0+9

=709

Working with a base other than 10 uses the same concepts but it’s a bit difficult because
you are not used to it. For the base-2 binary system, you have only digits 0 and 1. The
digits in a binary number are typically referred to as “bits”. The lowest value bit is bit 0
and is called the Least Significant Bit or LSB. The highest bit in a binary number is the
Most Significant Bit or MSB. Of course, 8-bits make a byte and you might have heard that
4 bits are a nibble.

The EiE notation for binary numbers is b'nnnnnnn’ where nis 0 or 1. On an 8-bit
processor, we only have bit positions 0, 1, ..., 7. When you look at a binary number, the
LSB is on the far right.

Name: MSB LSB
Bit number: 7 6 5 4 3 2 1 0
Example: 1 1 0 1 0 0 0 1

A number in binary is built using the same rules as building a base-10 number, except
the multipliers are only ever 0 or 1, and the powers are those of 2. As a result, binary
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numbers have more digits than decimal numbers when representing the same value.
When converting binary numbers to decimal, the mechanics of the operation are the
same.

Consider the number 145, which in binary is b’10010001’. Break it down into the sum of
the digits and powers of 2:

(1x27) + (1x2% + (1 x2°
(1x128) + (1x16) + (1 x 1)
128 + 16 + 1

=145

Binary representation is commonly used when programming microcontrollers because so
much functionality is based on individual bits. Even though there may be a group of bits
stored in a memory location, the processor or program may only look at certain bits to
make a decision or manage a process.

An example is with something we call a flag register which is a memory location that a
programmer might allocate to use the individual bits to track events in a program. Set
bit 1 if a user pressed a button. Set bit 2 if data is ready from a peripheral. Set bit 3 if
a certain event occurred. Keeping track of these three items is done simply by toggling
the corresponding bit. If the program is being debugged and the programmer wants to
know what flags are set, the memory location is displayed in binary so it will be easy to
see what flags are set. The meaning of each flag bit is entirely independent of the other
bits in the byte, and totally arbitrary based on the programmer’s defined (and hopefully
documented) choice.

Figure 1-20 Example flag register

A problem with working in binary is that large numbers are difficult to look at. Some
compilers do not recognize binary numbers. Therefore, it makes a lot of sense to use
hexadecimal numbers. The EiE notation for a hex number is “Ox” followed by the
value, like 0x42. Some people prefer a trailing ‘h’ like 42h. We almost always shorten
“hexadecimal” to just “hex.”

The base-16 hexadecimal system counts from 0 to 9 and then uses letters A through
F to count another 6 values before rolling to the next digit. Since a larger quantity can
be stored in each digit position, hexadecimal numbers have fewer digits than decimal
numbers. Conversion to decimal is done in the same way, this time multiplying powers
of 16 by coefficients 0 thru F, where A, B, C, D, E, Fare 10, 11, 12, 13, 14, and 15,
respectively.

Consider the number 499 which in hex is 0x1F3. Break it down into the sum of the digits
and powers of 16:
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(1 x16%) + (15x 16%) + (3 x 16°)
= (1x256)+ (15x16) + (3 x 1)
=256 + 240 + 3
= 499

Converting hex to decimal and vice-versa is not done very often, but converting between
binary and hex is. Hex to binary conversion is performed one hex digit at a time by
inspection into groups of 4 bits:

O0x1F3 = b’0001 1111 0011’

Binary to hex is done by grouping 4 bits starting with the LSB and simply reading the
result. Work right to left, and pad zeroes to the MSB to 4 binary digits. It is helpful to
make the 4-bit groups easier to see by adding spaces:

b’1100100111110" = 0001 1001 0011 1110 = 0x193E

On an 8-bit system, the maximum hex value is 0xFF, which corresponds to 255 or
b’11111111’. Base-16 numbers are the most-used number system in embedded
programming - even more than decimal. The nature of working with an embedded
system makes this a necessity. The whole art of making a system work really boils
down to moving bits around, and the best way to show a bunch of bits is in hex. Doing
so allows the programmer to see memory locations exactly the way they are stored on
the actual hardware. Hex is obviously more compact than binary, and most often hex
representation will show you what you need. Going back to the flag register example, that
same byte displayed in hex is easy enough to translate in your head to determine what
flags are set. For example, how quickly can you tell which of the flags are set if you read
“0x5” in @ memory location? You should see that bits 0 and 2 are set in this case.

You will find that you use decimal, binary and hex throughout an embedded programming
design and you will see how they each play important roles. Octal (base-8) numbers
rarely come up in our experience, so we will purposely neglect to discuss them. You will
develop some preferences in your debugging for what representation you like most for
certain situations. Make sure you configure the debugger to display the values in the form
that makes the most sense when you look at different variables.

Yariable Yalue Location Type
binputOetected FALSE RO boal
u32Counter 1593900 R1 u32
usFlags 0b10100100 R2 us
u32Regvalue 0x7A3Z0F1B4 R3 U3z

Figure 1-21 Debugger display numerical values

The faster you can translate between number systems the better, as you often need to
determine “what a number means” quickly. For example, you might have a counter that
you can see in memory that is shown in hex. Rather than changing the display settings,
it would be quicker to know by inspection that “Ox7f” is 127 and thus the counter’s 6th
bit is about to overflow. Doing quick translations like that in your head is handy. Practice
being really fast with values from 0 to 15.
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Table 1-1 Decimal, binary and hexidecimal conversion

Decimal Binary Hex
0 b’0000" 0x0
1 b’0001" 0x1
2 b’0010" 0x2
3 b’0011’ 0x3
4 b’0100" 0x4
5 b’0101’ 0x5
6 b’0110" 0x6
7 b’0111’ 0x7
8 b’1000" 0x8
9 b'1001’ 0x9
10 b’1010" OxA
11 b'1011" 0xB
12 b’1100" 0xC
13 b'1101" 0xD
14 b'1110" 0xE
15 b'1111’ OxF
16 b’10000" 0x10

Windows Calculator is a very useful tool for embedded systems programmers. It has a
“Programmer” mode that lets you quickly make conversions. We’d argue the Windows 7
version (left) is nicer than the Windows 10 version (right).

Figure 1-22 Windows 7 and Windows 10 calculator
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1.5.2 ¢ Ohm'’s Law

One of the first electronic equations you should learn or probably learned already is
Ohm'’s law. Even if you never design hardware, keep Ohm’s law in mind if you are
working with a piece of hardware to prevent yourself from doing anything that might
break the board. If you do not know it, then be sure to add it into your repertoire of
electronics skills. Ohm showed that:

V=IR

where,
V = voltage in volts
I = current in amperes

R = resistance in Ohms

A simple example of Ohm’s law is shown:

Find current | in the circuit

Figure 1-23 Finding the current in a circuit

In most embedded applications that a firmware designer is working with, voltage and
current are DC, so no time-varying signals have to be considered. Ohm’s Law is linear
and presents no challenges when using it to analyze a circuit. However, experience tends
to show that everyone knows Ohm'’s law until they get into the lab and build a real circuit.
Remember that even a piece of wire has a finite resistance, so Ohm'’s law still holds true
when you accidentally short your power supply.

To avoid any human-based experiments, consider what happens if you take a wire and
put it across a 9V battery. What would the voltage at the terminals measure? Or perhaps
the better question, could you measure the voltage before the wire melts? The answer is
that the battery itself has an internal resistance that is in series with the tiny resistance of
the wire. The voltage of the battery will drop low enough to ensure Ohm'’s Law is holding
true for the amount of current that the battery can deliver through the battery resistance
and the load. This is amps of current, so it is not a good idea to try. Likewise, it is not a
good idea to carry a 9V battery in your pocket with your keys.

This concept is one of the things that gets people new to electronics most often when
adding a load to a power supply. As with the battery example, the load that you are
attempting to power is fixed and has some resistance. Therefore, the current in the
circuit is going to be set based on the power supply and load. There will always be some
variation in the measured power supply output depending on the load current and how
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the supply adjusts - therefore we have transient responses to changing loads.

Power supplies that limit current can do so in one of two ways: increase their impedance
or lower their voltage. A shorted battery drops its terminal voltage if the load is trying to
draw more current than the supply can source (internally, the voltage is dropping across
the resistance of the battery cell). A good lab power supply will increase its resistance
to limit the current to a safe level you set. In either case, the voltage you measure at
the terminals of the supply will not be what you might expect because of Ohm’s Law. In
any case, even outside of the extremes, Ohm’s Law is at work and the power supply is
changing in internal resistance to maintain current. Even a “current source” supply (it is
hard to come across a current source — most power supplies look like voltage sources)
will operate following Ohm’s Law and will crank up the voltage to maintain a constant
current. LED drivers are a great example of this.

Keep these points in mind when you are building circuits:

1. Make sure you know all the V’s and R'’s in your circuit before you turn the
power on. Do you have any low-impedance paths to ground? LEDs without
current-limiting resistors are good examples.

2. ALWAYS limit the power supply current to your device. Rarely does a
microcontroller circuit require more than 100 mA. If you limit your supply to
this amount, the chance of accidentally damaging something in your circuit or
in the supply itself is minimal even if you have dead shorts to ground. If you do
not know how to current limit a power supply, ask!

3. Remember your load “draws” current from the supply. If you try to draw too
much current, the power supply voltage will likely drop as Ohm’s law prevails!

1.6 e Switches

Ohm’s law is a nice segue into some fundamental hardware parts. Again, even if you
never design embedded hardware, you will benefit from this rudimentary understanding
if you program drivers and interfaces. Being able to see the code you write affect change
in the real world could arguably be one of the most gratifying parts of embedded systems
development. If you are not careful, you can damage the hardware.

The first way to blow things up is with switches that you hook up to a circuit. Why?
Because Ohm and his law are forgotten by people who want to quickly get their circuits
going! Well, it is time to be engineers and think through everything in a design before
turning the power on.

Switches are essential in circuits to supply digital inputs to the processor. One very
common switch is the toggle switch, another is the momentary switch (which is more like
a button) and a third is the slider switch. Typical schematic symbols are shown for each.

Figure 1-24 Typical schematic symbols for switches

Toggle and momentary switches change a circuit from an open to a short. Toggle switches
will stay put when you switch them, whereas momentary switches will close the circuit
only while you are pressing it (there are momentary switches that are normally closed,
and open when pressed). The slider switch selects one of two or more inputs and routes it
to a common terminal or vice-versa — kind of like a mechanical multiplexer.

So how can you possibly blow up your circuit with just a switch? As mentioned, switches
are commonly used to provide a digital 1 or 0 to a processor input. Many people have
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proceeded to hook up one of these two circuits:

Figure 1-25 Incorrect circuits for button input

The principle of operation of the circuit on the left is simple - when the switch is open,
no power is applied to the pin, so it is logic 0. Press the button, and the PIN is brought
to logic 1. Though this might make sense, what you have is an undefined state when the
switch is open. This is because the input to the processor pin is floating, so because of
stray capacitance in the circuit and a variety of noise sources, the pin may be high, low,
or somewhere in-between. You would model this by showing a capacitor to ground from
the pin. The input to the pin is very high impedance (on the order of gigaohms), so the
capacitor cannot drain its charge. When the switch is pressed, it is okay, since the PIN is
tied high. When released, the parasitic capacitor would maintain the high signal. It also
happens that the nature of CMOS circuits (complementary metal oxide semiconductors -
the type of transistors the processor is made of), tend to float to logic high. The bottom
line is that if you tried to use this circuit, you would get many erroneous high signals. The
solution: always ensure your digital inputs are tied high or low.

So how do you hook up a switch to solve this problem? Could you satisfy the “tie high
or low” requirement by hooking up the circuit shown on the right in Figure 1-25? Now
the PIN is tied low when the switch is open and is pulled high when the switch is closed,
right? If you hooked this up in the lab, you would probably be quite satisfied with your
work, but is there a problem? Ohm'’s law! Assume your switch has an ON resistance of
0.1 Ohms and your supply voltage is 5V. You now have 50 amps flowing through your
switch. If your power supply could source that, your finger will be rather hot, and things
will melt. Hopefully, you are using a power supply with current limiting, but what if you
were trying to build a car alarm and were using your car battery as a power source?
Ouch!

Of course, there is a simple solution: use a “pull-down” resistor. This keeps the pin tied
low when the switch is open, so it does not float and supplies a high-impedance current
path to the circuit when the switch is closed. Similarly, if you wanted the switch circuit
to be normally high (i.e. high when the switch is open, low when closed), you can move
things around and run the switch with a “pull-up” resistor.

The schematic shows the ideal normally high and normally low type switch circuits with
100k pull-up and pull-down resistors. Ignore the 200k resistors for just a moment and
remember that the input impedance of PIN is very high.

Figure 1-26 Normal high and low type switch circuits

For the normally high circuit on the left, no current is flowing anywhere when the switch is
open, so PIN sees logic high. We say it is “pulled up” or “tied high” by the 100k resistor,
hence the term, pull-up resistor. When the switch is closed, PIN is pulled low. Now,

e 38



Chapter 1 ¢ Getting started

however, instead of having a short to ground, the power supply current runs through the
100k resistor. A high valued R is used to minimize the current flow and save power. 10k
to 1M is a good range for a pull-up/down resistor. Anything smaller than 10k is usually

a waste of power. If you go too small you are back to the same problem as the shorted
path! Anything above 1M is too resistive to effectively drain the parasitic capacitance that
is holding a charge and your signal will switch slowly or not at all if the input is fast.

Similarly, the normally low circuit on the right uses 100k to pull PIN low when the switch
is open. Close the switch, and PIN sees 5V and a low-current path exists through 100k to
ground.

The 200k resistors are there as it is also a good idea to put a resistor in series with the
PIN. 200k is chosen arbitrarily and could be anywhere in the range 1k — 1M to accomplish
its mission in this case. Even though the PIN has high input impedance, you could change
the pin with your firmware to an output that might be high or low and therefore run the
chance of shorting to ground. The worst part is that this current would be through PIN
and thus through your processor which could be damaged. In the application above

with the high-impedance input pin, no current flows in the 200k resistor, thus no voltage
is dropped on the 200k resistor, the digital signals to PIN are preserved and you are
protected in the event of an accidental input/output change. Designing in a resistor like
this would only be done in critical systems. It doesn’t cost much, but the board space and
routing the PCB would be significant.

As for the slider switch, you might think that you could use it safely with power and
ground attached directly to each of the selection points. This depends on the switch

- some switches may short both inputs together for a moment when the switch is
changed. Or, both inputs may be disconnected temporarily during the switch, thus your
pin will be floating for a short period of time. This short period of time may only be a
few milliseconds, but if your processor is running at MHz speeds, you could have literally
hundreds of false switches when you change the input. The recommended circuit when
using a selection switch to choose between power and ground is shown.

Figure 1-27 Recommend circuit when using a selection switch

In the recommended circuit, 100k prevents power from shorting to ground during a
switch; 300k prevents the switch from ever floating; 200k prevents an output problem if
the PIN ever was an output high or low. Again, these values are arbitrary and chosen so
we can reference them easily. In a real design, all three would be the same value. If using
the switch to select signals from other circuits, be sure to consider the hardware being
attached.

1.7 o Light Emitting Diodes (LEDs)

Practically every consumer electronic device these days has at least one LED in it to show
power or some other status. LEDs are becoming more and more popular in all areas

of our lives, and new technologies continue to make them brighter, more efficient and
available in more colors. LEDs are making their way into vehicles, and are increasingly
used for commercial and residential lighting applications.

e 39



Embedded in Embedded: ARM Cortex-M embedded design from 0 to 1

LEDs also happen to be a very important element in the life of the experimenting
microcontroller fanatic. They are the perfect way to quickly check the state of an output
pin, and you can put them to use in hundreds of different applications. You can also do
small projects that look really cool.

What is an LED and how does it work? A light emitting diode is just like a regular diode
except that it happens to emit photons in the visible light spectrum when current flows
through it. To understand how a diode works, you must get into a lot of semiconductor
theory, which is way beyond the scope of this course and the bounds of practical
engineering. What you need to know about LEDs and normal diodes is that they behave
like a current valve — current can flow one way but is blocked in the other direction. Of
course, Ohm'’s Law still applies.

The schematic symbol is shown with some terminology related to the diode. A diode is a
two-terminal device. The positive terminal is called the “anode” and the negative terminal
is the “cathode.” Current can only flow from the anode to the cathode. For some reason,
diode datasheets and schematics typically use “A” and “K” to denote anode and cathode.
You would be correct to point out that the relationship of anode and cathode to positive
and negative is opposite to a battery where the positive terminal is the cathode.

Figure 1-28 Function of the Light Emitting Diode (LED)

A diode begins conducting current when it is “forward biased” - that is, when a positive
voltage, V,, is applied across it. Every diode requires a certain amount of bias before it
begins conducting and in steady state. When it is fully on, the diode will have a fixed
voltage drop across it, called the “forward voltage” or “diode voltage” typically denoted
V,orV, . For example, a common rectifying diode like a 1N4001 has a forward voltage of
0.7V. A red silicon LED voltage is usually around 1.7V, and many blue or white LEDs are
around 3.6V. These varying forward voltages are all functions of the different materials
that the diodes are made from. Note that most LEDs have a maximum rated constant
current of 20 mA - if you run more than this through it, it will fry. The forward voltage
and maximum current rating are always specified on the diode’s datasheet, so check that
out during the design phase.

Once enough bias has been applied to the diode to turn it on, the diode will generally
hold its forward drop regardless of current, I,. This might sound contrary to Ohm’s law,
but the diode’s internal resistance continues to change with current. A typical voltage-
current curve for a diode is shown. You can calculate the diode resistance at any given
point directly from this graph by taking the inverse of the slope (Ohm’s Law at a given
voltage!).
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Figure 1-29 Typical voltage-current curve for a diode

Obviously, diodes are non-linear devices. The range of operation of a diode goes between
“breakdown” on the far left where too much reverse bias is applied, through an “off”
state when not enough forward or reverse bias is provided to get any appreciable current
flowing, and then into an “on” state where the diode is forward biased and conducting
current. The voltage asymptote is the maximum forward voltage that the diode will drop
no matter how much current is flowing through (until it melts) and is what embedded
designers usually care about.

Understanding a diode’s properties in the region of operation that we are concerned about
allows us to model a diode that is fully on like a voltage source in a circuit for analysis.
Not that the diode is able to source electrons like a battery, but its voltage drop behaves
like a DC supply in analysis. You can improve the model by including the diode resistance,
but it is easiest and usually sufficient to use only the diode’s forward voltage for a digital
circuit.

Mostly we will use single LEDs set up to be on when you want them to be lit up. All you
must do is pick the correct resistor to limit current. To analyze a diode circuit to pick that
current limiting resistor, use the basic diode model and Ohm'’s law.

Figure 1-30 Single LEDs set up

We want to find R to set I, = 10mA, which is a good amount of current for an LED unless
the datasheet says otherwise. The diode in the circuit is a red LED with V, = 1.7V, and the
voltage source is V_ = 5V. The right side of the Figure shows the diode replaced with its
model for analysis. By Ohm’s law:

RV _Vs-vd _(5-17)

=3300
| Id 10e’®
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Note that if R = 0, our model would have I, = infinity (theoretically). The diode has some
resistance so the current would be finite but high enough on a strong enough 5V supply
to cook your LED. Exciting as it sounds, what really happens is that the light goes out and
sometimes it makes one small clicking sound. Either way, you have one less LED to use.

Many microcontrollers are limited in how much current each pin can source. The limit is
often below 1mA, so you need to be careful about what circuit you design. A milliamp of
current is ok for an indicator LED, but for a brighter light, you need more current and thus
require an additional driver circuit.

1.8 e Transistors

Like diodes, transistors are semiconductors and have non-linear voltage-current
characteristics. Also, like diodes, there are some complex equations to describe transistor
behavior if you want to quantify everything that they do. Fortunately, transistors used in
embedded systems often fill a few simple roles: digital switches and high-current drivers.

There are two types of transistors we need to worry about: Bipolar Junction Transistors
(BJT) and Metal Oxide Semiconductor Field Effect Transistors (MOSFETs or simply “FETs"”
for short). BJTs come in “NPN” and “PNP” which refer to how the semiconductor material
is put together and results in different behavior. MOSFETs come in NMOS or PMOS, which
also refers to the way they are built with the semiconductor. The “N” and “P” in the two
types of BJT and MOS are referring to the same construction characteristic of the material
from which they are formed. If you would like more information, Wikipedia has a good
discussion on both transistor types.

Transistors are three-terminal, non-linear circuit elements. Bipolar transistor terminals
are the base, collector, and emitter (B, C, E). MOSFETs have a gate, source, and drain (G,
S, D). It is reasonably safe to say that the base of a BJT and the gate of a MOSFET are
analogous, likewise for emitter/source and collector/drain. The schematic symbols for the
four types are shown.

Figure 1-31 Schematic symbols for MOSFETSs (left) and BJTs (right)

Transistors are good when it comes to switching high current loads or dealing with
voltages in circuits that your microcontroller cannot switch directly. The micro can be
used to control the transistor to tell it to be on or off but is isolated from the current that
the transistor is switching.

An NPN BJT is used as an active-high, “low side” switch. In other words, if you want to
drive a point in your circuit to ground or otherwise have it floating, you can use an NPN
BJT. The voltage at the point you are switching can be higher than your processor voltage
because the higher voltage will not feed through to your driving voltage. So, this circuit

is perfect for switching high-voltage LEDs for example. You need the transistor and a
resistor to do this, set up as shown.
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Figure 1-32 Switching high-voltage LEDs

This circuit will draw current through the resistor and the diode to ground. The amount of
current from the processor pin is found simply with Ohms law on the path from the pin
through the diode portion of the transistor to ground:

Ib :Vin _Vd
Rbias
The diode voltage in a BJT can be assumed to be 0.7V and you can pick a high-value
resistor like 100k for the base bias resistor, so you do not waste current through the
base-emitter diode. The current between the collector and emitter is a function of the
base current and the “gain” of the transistor. For a quick approximation, you can assume
the gain is about 100. If you want a bright LED, then you still need some amount of base
current. If you do not put a resistor in, then our friend Ohm will try to set I, as close
to infinity as possible which will probably blow up the output driver in your processor.
Many BJTs have a built-in base resistor so you do not need to add your own. These are
commonly referred to as “digital NPNs” and they are purpose-built for this application.

A PNP BJT works essentially the opposite and is used as an active-low, “high-side” switch.
This time, the base voltage must be lower than the supply minus the diode drop to turn
the transistor on and the processor will sink current as shown.
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Figure 1-33 Active low switching circuit

You must be careful that the transistor V__ voltage is not higher than the processor supply
because this application does not isolate the switched voltage from the processor pin.

To turn the PNP switch off, the processor voltage and voltage at the emitter should be
the same (V_ in this case). Like the NPN, there will be a small current flowing (assuming
you have a large bias resistor) when the switch is turned on (i.e. the PIN voltage is low)
and the emitter-collector current is a function of the transistor gain. With enough base
current, the collector and emitter will be essentially shorted which switches in the supply
voltage to the circuit.

_ (v, =V,) —Pinvoltage
R

lh
bias

Remember, the base current will flow into the pin when the pin is driven low. If you raise
the pin voltage to logic high (V_), the base voltage is at the same level as the emitter
voltage, so the diode will be off (V, is 0) and the transistor is off. If you incorrectly design
a PNP high-side switch when the transistor voltage is higher than the processor voltage
V.., you will be unable to turn the switch off because the base-emitter diode will always
be in its active mode which means the transistor is on.

Implementing MOSFET switches is similar. An NMOS is a low-side switch and a PMOS is a
high-side switch. An interesting thing about a MOSFET is that it is almost a symmetrical
device: you can swap the source and drain connections in the circuit and it will almost
behave the same. Almost. The asymmetry extends from the construction of the transistor,
which results in a parasitic diode between the source and drain. This is not a separate
diode built onto the device on purpose. It is just there because of how a MOSFET is built.
The parasitic diode should always be shown in schematic symbols and it is extremely
important to orientate the transistor correctly in your circuit. Every time you design a
FET into a circuit, be sure that you are conscious of the orientation of the parasitic diode.
Current will flow through the diode when you do not want it to if it is backward, and the
circuit that you are trying to switch will be powered when you think it is off.
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Figure 1-34 NMOS switching and PMOS switching

Another big difference between a FET switch and a BJT switch is that the terminal used by
a processor to control the FET (the gate) is high-impedance, so unlike the BIT, there is no
current flowing when the switch is active. This is true for both the NMOS and PMOS FETs.

Since the gate is high-impedance, you do not need a bias resistor to limit current.

To turn the FET fully on, the voltage between the gate and source terminals (V ), must
reach a certain potential difference. This is critical to the operation of the FET and will be
a specified parameter on the part’s datasheet. It is not something you typically need to
worry about when using FETs in a digital system as V achieved from processor logic
levels will always be plenty to activate the FET.

What you do need to worry about is that you can get V_.=0 to turn the switch off
(regardless of PMOS or NMOS). The NMOS case is not usually a problem because you set
the pin to common ground. Most processors can do this but not all. The PMOS case may
require a pull-up resistor because it is often difficult to get a processor output all the way
to the suppy rail. So instead of driving the switch with logic high you use the processor
pin’s high-impedance state to remove the processor’s drive to the gate and let the pull-
up resistor do the work. Ohm’s Law will show you why that works — remember there is no
current flowing into the gate and no current flowing in or out of the processor when it is
in high-impedance mode, therefore there is no drop across the resistor. The gate voltage
will be exactly the source voltage, and by now you know that when V_,=0 the transistor is
off!

The only thing you must worry about when using a pull-up is that the voltage to which
the gate gets pulled up to is not higher than the input voltage rating on the processor pin.
This lack of voltage isolation could activate the ESD protection diodes that live in most
processor pin drivers which would result in some unwanted current flow through the pull-
up resistor. This, in turn, would cause a small voltage to drop so V. would no longer be
zero and the switch would turn on (at least partially).

The characteristic to look for on the processor’s datasheet to determine if you need pull-
up or pull-down resistors will be “rail-to-rail” output drivers. Or just find the parameter
for Vout_low (V) and Vout_high (V,,) to check if they are the supply rails. If you are
unsure, you can always add pull resistors in the circuit with barely any cost or space
consequence. As a bonus, having the resistors ensures known states to the FETs even
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when the processor is powered off or when the system is just starting up since practically
every microcontroller will start up with all its GPIOs in the high-impedance input state.

In either case, the pull-down resistor value is chosen quite high to avoid high leakage
currents. A common value is 100k but very low power designs will use 1M or higher.

If you go too high, the switching time of the FET becomes too slow because, just like

with any MOSFET device, there will be parasitic capacitances that need to be charged or
discharged before things start changing state. There will always be some leakage currents
at the processor and at the transistor gate, so too weak a pull-up will result in the switch
being on slightly.

If you have been following all this transistor talk, you might notice that there is no
solution that allows a high-side switch to be implemented if the voltage you are switching
is higher than your microcontroller supply without worrying about activating ESD
protection diodes. Fear not - you can make use of both an NPN BJT and a PMOS together
to accomplish this task. This is a very useful circuit.

Figure 1-35 NPN BJT and PMOS circuit

Here, the processor drives the BJT so it does not see the high voltage VPP in the circuit.
In turn, the BT drives the FET’s gate. When the processor pin is logic high, the BJT is on
which grounds the PMOS gate and turns the FET on, so the high-side switch is closed.
When the processor drives low, the BJT collector-emitter channel is open so the gate is
floating, except the pull-up resistor pulls it high which turns the PMOS off. This circuit is
an active-high high-side switch. This circuit is commonly used in designs to get around
situations where switching is required but supply rails are at different levels.

1.9 ¢ Power Supplies

One more critical element that you need to have to run your embedded system is a
power supply. Though a resistor or diode can run on any voltage, integrated circuits

are usually designed to operate only over a specific range. Many microcontrollers will
only operate from a supply voltage of 4.5 to 5.5 VDC, though most these days for
embedded applications run at 3.0V - 3.6 VDC and some are now down in the 1.8V range.
Throughout the operation of the device, the supply cannot extend outside of these ranges
or you risk damaging the processor or at least cause it to run improperly.

The magic +3.3VDC that is shown everywhere in your schematics must come from
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somewhere. You need a source of electricity, but of course, you cannot just plug your
development board into a wall socket. Even a trusty 9V battery will not help you out
here on its own. You need a 3.3VDC source and you need that source to be regulated to
maintain the voltage regardless of the load.

It is nice to have a bench-top DC supply that is adjustable and stable, but these can cost
literally thousands of dollars. They are not very portable, and you would not want to build
a product that requires 10 pounds of power supply and a very long extension cord to go
with it. So where else can we get some well-behaved electrons?

Wall transformers (AC/DCs) and batteries are the hobbyist’s primary sources of DC
power because they are inexpensive and readily available. USB chargers for phones are
everywhere, and they are regulated to 5V. You probably have at least one lying around,
so that’s a great option. Be careful of old transformer-based “wall-warts” that do not
have regulated outputs.

In most electronic systems, engineers devote a lot of time to developing stable and
reliable power supplies for their circuits. These are systems that can take power from
something like a battery or transformer, and output a fixed voltage on which the
application circuit will operate. They must maintain the output voltages regardless of
the load they are driving - Ohm’s Law, Ohm’s Law, Ohm’s Law. There are now many
integrated circuits called voltage regulators that can take a variety of input voltages and
output a consistent voltage like 3.3 volts. All we must do is read a datasheet, add a few
supporting passive components, and we have the power we need!

You can get away with some fantastically cheap ways to set the voltage in your circuit,
but your choice must consider several things. First, think about the load itself. Is it going
to draw a lot of current or very low current? Does the load vary in time as the device
runs? Second, consider the quality of regulation you need. Can the circuit tolerate a slight
ripple in the output voltage, or must it be ultra clean and quiet? Third, consider your input
source. Is the input voltage close to the output voltage? Do you require high efficiency, or
can you afford to waste some power? Are you reducing the input voltage, or raising it up
to a level you need? Is it AC or DC? Lastly, consider the cost of the power supply.

There are many parameters to consider when designing a power supply — whole courses
are devoted to this. We will touch on the very basics to get you started.

1.9.1 e Linear Regulators

Linear regulators are the most common type of voltage regulator. They behave like
voltage-controlled variable resistors. Inside they contain a transistor and reference
voltage. The output voltage is fed back to the regulator, compared against the reference,
and the resistance of the transistor is adjusted to minimize the output error. Because
there is feedback, linear regulator outputs always have a short transient response to
changes in the load. Linear regulators do not introduce additional noise to the system,
and many are able to reject noise from the input supply. They are low cost and do not
require a lot of additional components. Their major downfall is that they simply burn off
the power between the V x I of the input and the V x I of the output. The input current
essentially equals the output current aside from a small operating current to run the IC
itself.

There are thousands and thousands of different linear regulators available. An important
parameter to consider when choosing a linear regulator is called the “drop-out voltage.”
This is the minimum difference between input and output voltages for the regulator to
work properly. Old linear regulators had dropout voltages around 2V or higher. As system
voltages got lower, this dropout voltage became very inconvenient. Industry responded
by creating “low drop out” regulators that are now ubiquitous. Engineers call them
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“LDOs.” LDOs can have dropout voltages as low as 50mV, so they are very useful for
USB-powered or battery-powered applications with 3V or 3.3V Vcc requirements as they
stay in regulation despite relatively low input voltages.

One of the most common regulators is the LM7805 voltage regulator so it makes a great
example. It has been around forever and is now quite obsolete by modern standards but
still widely used. Practically every IC manufacturer has their own version of the 7805, and
most of them are exactly interchangeable. The 7805 can take any voltage from 7 to 25V
as an input and will output a constant 5V independent of the load. The devices come in
hefty packages with large heatsinks and are capable of sourcing 1A of current. They are
also offered in a variety of voltage outputs including an adjustable output (which requires
a slightly different connection schematic).

The 7805 is easy to use and almost as simple as taking it from its package and plugging
it in. To use any regulator, simply follow the recommended circuit in the datasheet. The
7805 requires two external capacitors for stability and proper connections for input,
output, and ground. Adding more output capacitance will improve transient response.

Figure 1-36 LM7805 voltage regulator

The input voltage can be a wall transformer or 9V battery - anything can be used if it is
at least 7V. If your input voltage is less than 7V, the 7805 will “drop out” of regulation,
hence your output voltage will not be 5V. Also note that the higher your input voltage,
the more power the regulator must “get rid of” to maintain a 5V output. This is because
the 7805 is still a linear regulator, and it changes its internal resistance to burn off energy
that is not used by the load. The extra power is dissipated through heat loss:

Ploss = (Vin _Vout)' Iload = (9_5) -5mA = 20mW
Since the 7805 is almost always dissipating power, it tends to get quite warm which is
why it has a large heat sink built in. It may feel very hot in some cases, but if you are
running the device within its specifications, you have nothing to worry about (just watch
your fingers!).

For any design regardless of the regulator used, it is a good idea to hang an LED off the
output to ensure that your regulator is working properly or to remind yourself that your
circuit is “hot.” Do not forget the current limiting resistor for the LED! Pick R such that
current is about 1mA, so you do not waste a lot of energy. If it is a battery-powered
circuit, even 1mA is a lot of current in which case you would either omit it, crank up the
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resistance, or maybe put a switch in.

With all those choices, how do you ever find one for your design? Engineers tend to have
favorite manufacturers and project managers tend to like things that cost less, so most
hardware designers probably have a tool-box of regulators they use ranging in capability,
performance and price. If you find one that works well, you tend to stay with it until

some reason to change comes up. The Texas Instruments TPS series of LDOs is a favorite
high-quality part. The EiE development boards use an LDO from Microchip that is good
quality, low cost, and several other vendors make a drop-in replacement. Having multiple
sources on parts is ideal in case someone runs out. Output voltage can be set anywhere
from 1.8V to 5V by varying the feedback resistors, which allows the flexibility of using the
part in many different circuits.

1.9.2 ¢ Switching Power Supplies

In addition to linear regulators, there are also regulators called switching power supplies or
simply “switchers” or DC-DC converters. Unlike a linear regulator, switchers “sample” the
input voltage to keep a capacitive or inductive “tank” full of electrons and thus maintain an
output voltage. They literally switch a big transistor that connects the input voltage to the
output at kHz or MHz speeds to make this work and only take the electrons they need from
the input supply to refill their tank. The transistor is often built-in to the IC, though many
come with leads to which you connect an external transistor - it depends on your needs.
Because the on-resistance of the switching transistor is very low, switchers do not waste

a lot of energy in heat like a linear regulator. For supplies that regulate down, the input
current will be less than the output current. Really good devices can achieve efficiencies in
the 90% range. They can often run from very high voltage input and some will not even
care if the input is AC or DC - this is how the new style wall warts are implemented.

Switching power supplies that reduce high voltages to lower voltages are called “step-
down” or “buck” converters. Some switching power supplies can provide output voltages
higher than the input voltage by switching capacitors (“charge pumps”) or switching
inductors (“boost converters”).

This schematic shows an LM25576 buck converter.

Figure 1-37 LM25576 buck converter
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The PCB layout for a switching power supply is critical for a good system. Many switchers
have reference designs in their datasheets that include layout recommendations and
examples. Follow these carefully! Development boards of just the power supply circuit
may be available from the vendor and it is highly recommended to order two: one

for testing and modifying and one for baseline reference. Test it thoroughly with the
components you want to use and the load you intend to power to see how it behaves. If
you are happy with it, design it in and then repeat the tests with your layout and board to
compare noise and response performance. A practical device tends to perform worse than
the reference design that will be as close to ideal as possible.

The tradeoffs for using a switching supply come from the complexity of the integrated
circuit which is passed on to you as extra cost along with quite a few supporting
components that take up board space and add cost. Perhaps the worst characteristic

of switching power supplies is the output voltage ripple and electrical noise that can be
induced into or out of your circuit because of the switching action. It is not too difficult to
get a switcher to work, but getting it to work well enough to pass FCC certification can be
extremely difficult. It takes careful engineering to find and reduce noise in a circuit.

Many circuits will use a switching power supply to step down a high voltage to an
intermediate level, then use an LDO to power noise-intolerant circuits. What type of
regulator to use comes down to careful planning, a solid understanding of the system you
are building, budget, board space, performance requirements, power consumption and in
some cases, personal preference.

1.10 e Development Board Hardware

Now that you are armed with some fundamental knowledge of basic embedded systems
hardware components, we can do a basic introduction of the development board
schematics and tell you the must-know parts of the design. It is highly recommended that
you print a hard copy of the schematics for your development board, as you will refer to
them frequently as you write code in this program. All schematics are easily accessible on
the program website — be sure to match your board version with the correct schematic file.

For every part symbol on a schematic page, there is a corresponding physical part on
the development board. Parts are identified by “designator” which matches on the
schematic and PCB. For example, look at the first connector on the first schematic page,
its designator is “J1.” You can then find that part on the development board. A “bill of
materials” or simply “BOM” provides all the details of that part such as who makes it and
the specific part number you would use to order it.

Figure 1-38 J-LINK pinouts

The numbers on the lines coming out of the part refer to the pin number. J1 has 5
output pins that you can see in the photo. “CGND” is marked as the Oth output - this
is the chassis ground for the connector. Each of the outputs carries a specific signal.
We know what these signals are because they are part of the standard for USB. In this
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case, we have 5V power, two communication lines (D+ and D-) and a ground line. Pin 4
is an optional ID line that is not connected in this design and thus marked “NC” on the
schematic. No matter what the part, there will be some sort of document or datasheet
that explains how to use it, though it is up to the engineer to choose parts and implement
them correctly.

1.11 ¢ Block Diagram

Designing the hardware for an embedded system takes careful planning. Just like there are
good processes and best practices to follow for firmware design, hardware design involves
a sequence of steps to turn an idea into a real circuit.

The goal of the EiE ASCII development board was to provide a robust set of features that
would enable developers to test a wide variety of circuits that are very typically found in
embedded systems. We wanted the main board to be much more than just a processor
breakout like an Arduino or ST Discovery board. Yes, those are fantastic platforms on which
to build, but it would be difficult to meet the goals of the EiE program with something so
basic. Still, not every feature can be included so having a means for expansion is essential.
Our "Razor" development boards all features standard "Blade" daughter board connectors.

The final block diagram for the development board is shown. From here, each circuit was
designed and captured in the project schematics and eventually laid out on the circuit
board.

Figure 1-39 Development board block diagram
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1.12 e Power Input

The first schematic page with components is simple and captures all the ways to power
the development board. There are two Micro USB connectors. J1 is used to connect a PC
to the J-Link Onboard programming chip so you can download and debug code through
the integrated development environment. J2 directly connects to the SAM3U2 processor’s
USB peripheral. Use this port for the USB exercises or any USB functionality you code.
Both J1 and J2 will power the board and it is safe to connect both at the same time

with any 5V USB Micro B connection. If you need the 5V supply rail to truly be 5V, then
connect 5V to J2. J1 will have a diode drop of about 0.3V.

The other thing to note from this page is that there are three power “rails” on the board:
5V (VPP), 3.3V (Vcc) that runs most of the systems on the board, and VBAT from the
optional coin cell. You do not need to worry about VPP and Vcc unless you intend to

build some new hardware in the prototyping space or via the daughter board connector.
VBAT is purely for backup power when the system power is otherwise disconnected. It

is connected to a special pin on the SAM3U2 that powers the “backup domain” which
generally just provides voltage to retain RAM but not run the core. If you ever needed a
device that could maintain memory if the power went out, then this is how you could do
that. For example, if you built a fancy alarm clock application and wanted to make sure
that the time would not reset if the power went out. By default, the development boards
do not come with a coin cell or connector as we do not use it for anything in the program
and coin cells are notorious for getting swallowed by (usually young) people. Please be
careful if you decide to use these.
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Figure 1-40 5V USB Input

1.13 e Main processor, JTAG, clocks, and connections

Next are the processor connections. While this may look like a complicated page, it is
mostly just breaking out the 100 pins that all must be allocated to different parts of the
development board. What you need to know is how the signals marked with yellow flags
such as “LED_RED” or “LCD_RST"” connect to the physical pins on the processor. LED_
RED connects to PB20 which is pin 65, LCD_RST connects to PB29 which is pin 71. These
represent the logical name of the signal in firmware, the logical peripheral name of the
connection for the processor and the physical pin that they both correspond to.

Both LED_RED and LCD_RST are designed to be digital output pins, so in the firmware,
we can write a logic 1 to a particular location in memory and a logic 1 voltage (Vcc) will
appear on the corresponding pin. Writing a zero to that location will clear the voltage to
logic zero (OV or GND).
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Figure 1-41 LCD and LED connections on development board

This page also has the two crystals that can be used to drive the processor. The main
clock is intended to run on the 12MHz crystal. Low power applications can use the
32.768kHz crystal. You should also notice the reset button, trim pot for analog input (on
the EiE ASCII development board), and Heartbeat LED.
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1.14 ¢ ANT 2.4GHz Transceiver

This schematic shows the second processor on the development board, the Nordic
nRF51422. This chip has a Cortex-MO0 that is also programmable like the SAM3U2. For EiE
it is loaded with firmware that will be used for the duration of this text and we will focus
more on using the radio functionality of the device.

Figure 1-42 Second processor on development board

You can see that the signals are arranged just like on the SAM3U2, so you can equate the
signals names to the logical names and physical pins. There are 4 LEDs attached to this
processor, two programming lines, and six communication lines back to the SAM3U2. The
antenna is built onto the circuit board as a simple trace in the top left corner of the board.
The antenna must be spaced apart from other circuits and copper - you can see this
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isolation as the lighter color of the circuit board around the antenna.

1.15 e User IO: LCD, LEDs, Buttons, Beeper

In Figure 1-43 on page 57, you should recognize at least some of the symbols from
discussions at the start of this chapter. Here we are implementing devices as relatively
simple circuits. This page makes up almost the entire user interface to the board. The
LEDs, buttons, and buzzers are straightforward. The LCD has three communications lines
and three lines to control the RGB backlight. J6 is the SD card, and U7 is an interface chip
that allows a regular computer serial port to be connected into the development board.
This is where the USB-to-serial device connects in. On the latest EiE development boards,
the DB9 connector and driver was removed and serial data is directed through the J-Link
Onboard processor that has a built-in Virtual COM port. Though this slightly reduces the
flexibility of the board, it is a significant cost saving in making the board. Also, users do
not have to provide a USB-to-serial converter to connect the development board to a PC.

1.16 ¢ J-Link On-Board

The fifth and final circuit page in the schematic is the third processor on the board which
is another SAM3U2. See Figure 1-44 on page 58. This processor is pre-loaded with a
J-Link programmer firmware license and is what enables programming of the SAM3U2
and nRF51422 by you. Though the processor is physically identical to the other SAM3U2,
the schematic symbol is drawn to only show the required pins. The circuit connections are
mostly different.

In the bottom left corner, you can see S1 used to select which processor the J-Link is
targeting. Be sure that you have the correct processor selected when programming and
debugging. Nothing will break if you use the wrong one. The software tools will fail if

you try to program the SAM3U2 with nRF51422 code or vise-versa. However, people

have gone on long troubleshooting journeys believing their code or hardware was faulty
because programming was not working, only to discover they had the switch in the wrong
place.

The J-Link SAM3U2 is factory-programmed through a separate connection. If you try to
re-program it, you can erase the J-Link code and turn your development board into a
brick. It is, of course, possible to re-load the J-Link firmware, but each time a license is
used it costs a licensing fee (not to mention shipping it back and forth for the service).
There is also a hardware reset pin that can force an erase of the processor. If you probe
around this processor, you could erase it, so it is best to stay away from it. We certainly
want you to poke around your development board as you learn, but please avoid this
area.
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Figure 1-43 Inputs and outputs on the development board
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Figure 1-44 J-Link On-Board processor and target selection switch
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1.17 ¢ Summary

This chapter has given you an overview of the foundational knowledge you need to have
if you are going to work with embedded systems hardware. Even if you are not doing
hardware design, knowledge of the common circuits and terminology will help you to
understand the design your are working with. If you are only doing firmware design, it
is still highly recommended to get a copy of the schematics for the design. Review them
to make sure the circuits are set up so you will be able to control the logic the way the
hardware designer expects.

Hopefully, you see why Ohm'’s law is so important and where it can get you into trouble
with even the simplest of circuits. It is always a good idea, no matter what you are
designing and how long you have been designing for, to quickly do a mental check of your
circuit to ensure you do not have any paths that are or could be, shorting your power
supply to ground. Oh, and try to remember to keep your inputs tied high or low so they
do not float, as you may induce wild and crazy signals when you are expecting steady
state!
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Chapter 2 e Development Environment & Version Control

In the time you have been tinkering with embedded systems, you have probably noticed
the abundance of acronyms floating around. It seems that every industry has a specific
jargon associated with it and only the experts that belong to that industry can figure out
what each other are saying. It may also seem like a barrier to anyone trying to break into
the industry (and it probably is meant that way to some extent). But fear not, just as you
have become experts in acronyms that are now so common in your own life that you do
not even realize they are acronyms (like TV, LOL, RADAR, etc.), the jargon of embedded
systems will soon be second nature.

IDE is a term in the programming world that stands for “Integrated Development
Environment.” In our case, an IDE is a software package that provides the main tools to
author embedded firmware. It is a container for all the files that will work together in your
system. A text editor is provided that allows easy access to the files and does nice things
like syntax highlighting and advanced searching. The most important part of the IDE is
the compiler which does all the work to take your source code and build it into assembly
language.

The compiler is generally what you are paying for when you buy an IDE. There are good
compilers and not-so-good compilers, and they are always being improved. A good
compiler builds excellent assembly language, where “excellent” means efficient use of
instructions based on a solid understanding of the target processor. Compilers also have
levels of optimization that can be set to build code that can be optimized for speed,
space, or a combination thereof.

The next most important part of the IDE is the debugger which interfaces with your
programmer/debugger hardware to run the code on your processor. Once the code is
flashed, it can run on its own or under control of the debugger in real time or debug
mode. Debug mode lets you run code line-by-line and see all the memory locations in the
processor. This is essential for solving problems in your code, especially if you are writing
very “low-level” firmware that is the foundation of any embedded device.

2.1 ¢ IAR Integrated Development Environment

Our preferred IDE is called “IAR Embedded Workbench for ARM” or IAR EWARM for short.
As far as we can tell, IAR does not stand for anything. There is another popular IDE for
ARM processors called KEIL which is made by ARM itself and there is a GCC compiler
that you can access through various front ends like Eclipse. Each has advantages and
disadvantages. There are free full versions of IAR and KEIL that are time-limited for 30
days, or free code size limited versions that you can use as long as you want. The code
size limit for Cortex-M3 firmware in IAR and KEIL is 32kB which is lots of space to build a
fully functional system. This is all you need for EiE and thus the recommended install.

IAR and KEIL are similar, but we like IAR because versions exist for non-ARM processors
that we use like the MSP-430. Having a common platform is helpful since there are
always things to learn with new software. It is reasonably simple to port between
different IDEs, but you must make sure various high-level settings are the same and any
compiler-specific directives or special instructions match the compiler you are using.

2.2 o IAR Installation

The screenshots referenced in this book are all from IAR Version 8.10. The IAR version
should not really matter, except there are a few things that do matter with the project
files. We always keep separate project directories for each version of IAR we use, but they
all reference the same source code files.
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We haven’t had any issues with our source code running in IAR version 7 or version 8,
but there are issues if you go back to version 6. Version 7 feels very much like version
6. Version 8 is quite different and takes some getting used to. We have 7.20 and 8.10
archived and available on the EiE website. As this book ages you might want the latest
version of IAR, so you should head over to iar.com and click the links to get you to the
latest IAR Embedded Workbench. These links always change, so it’s left to the reader to
poke around to find the download.

The installation process will vary over time, so please reference the EiE website for
the latest instructions. There you’ll find a step-by-step guide to install and register the
software. A couple of suggestions that will likely hold true:

e If you already have an IAR installation on your computer, a window will appear
to tell you. We suggest installing a new instance which is what we do since we
have different projects that we are working on specific for each version. We like
to choose where to install, so create a directory like EWARM_8_10_1 that is
specific to the version you are installing.

e There are many different drivers for programmers. You don’t need them all and
if you need one later it is easy to install the driver. For EiE, you just need the
J-Link driver. If you miss installing it, you can install it later.

e You'll probably get a message about USB dongle drivers. This matters if you
buy a real license and get a hardware USB dongle with the key.

e Depending on your system, you might see Visual C++ being installed.

When IAR launches, it presents a menu screen where you can access different resources.
The User guides can be helpful and keep in mind the example projects that you might
want to look at. If you close this, you can open it again under Help > Information Center.

Figure 2-1 IAR information screen
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If you are not prompted to get a license right away, find “License Manager” under the
Help menu. It's a very slow program but you only have to use it once. When License
Manager is running, choose License > Get Evaluation License. Click the Register button
to open the registration page. Make sure you choose “32kB Kickstart” edition. The
most important field is your email address because the license will be sent there. We'd
be delighted if you put “EiE” as your company and “embeddedinembedd.com” for the
website. The processor we use is from Atmel but that does not impact the registration.

Once you submit the form and click the link in the email, you will get to a final webpage
where you can copy and paste your license key. Confirm the details and then click next
which will take some more time to generate the final keys that are specific to your
computer. We have seen this fail a few times on a few machines, where repeating the
registration form and getting another key solves the problem. On a couple of machines
that still doesn’t work, so there is a way to do an offline registration and copy a key
over. On exactly 3 machines in the entire history of EiE, no matter what we tried would
not work. At that point, it's beyond our ability to troubleshoot, so you would be best

to contact IAR support for help. Support for free users is lower priority, but we have
received responses from them on various issues over the years.

Once it is all finished, you get a confirmation and return to the main License Manager
window. You should see a green square which indicates that your license has been
successfully activated. You can close the License Manager and return to IAR.

Figure 2-2 IAR license manager with active license

A newer license should allow you to use an older version of IAR. Each key can only be
used on one machine. If you are setting up a classroom after you click “submit” you can
click the back button in your browser and then immediately click “submit” again and
another email with a different key will be sent. We have done this as many as 500 times
in a row to generate a lot of licenses. IAR is cool with this the last time we checked.

2.3 e Setting Up a New Project

Designs within IAR are captured as “projects” in “workspaces” just as many other
embedded tools might describe them. In general, a “project” is the collection of files

that are built together to make a program. A “workspace” is the environment in which

a project (or multiple projects) lives in the tools. The workspace is your screen setup,
configuration settings, and any other personalized view, window, tool, option, etc. that
you configure. Only one workspace can be active at one time, though multiple projects
can be on the go in the workspace. Experience shows that it is best to have a unique
workspace for every project with the same name as the project, rather than trying to use
a generic workspace for multiple projects.
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Since this is the first time you are launching IAR, you need to create a new project. This
will be a very simple project to get you familiar with setting it up. You should always
check your project settings to ensure your system is set up correctly, as errors with
project settings can cause hours of troubleshooting that you think is code-related but is
just incorrect configuration.

Choose Project > Create New Project which will bring up the window shown.

Figure 2-3 Create new project screen

Choose “Empty project” which will open a project without any files in it. If you choose a
template, IAR will automatically add some startup files and a shell source file. This can
help you get started quickly, but since you will probably have to customize the default
files in some way, it can be more trouble than it is worth. You will be prompted to save
the project - now is a good time to create an “EiE” folder in an easy place to find on
your computer. Being organized is a very helpful skill to develop. We suggest creating
the folder \\EiE\Firmware\eie_ide for this project. Once that is complete, the blank project
screen will be visible.

Figure 2-4 Main workspace screen
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The main workspace is split into two windows. The left side is the Workspace window and
will show you all the files involved in your current workspace. The right side is where your
source code files will be edited. Along the bottom is an information window.

Before you do anything else, the project options must be configured correctly. Single-left-
click on “eie_ide — Debug*” in the Workspace window to highlight it - you always need to
have the top-level project name highlighted to edit the project options. The “*” indicates
the project has not yet been saved, but you do not have to save yet. Right-click the
highlighted project and select “Options”

In the General Options Category within the Target tab, you should be able to set the
“Processor variant” to “Device” and click the small box to choose the processor. Navigate
to Atmel > SAM3 > ATSAM3U > Atmel ATSAM3U2C.

Figure 2-5 Choosing the ATSAM3U2C target processor

Configure the Library Configuration and Library Options 1 tabs as shown and leave
everything else as default.

Figure 2-6 Library configuration
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In the C/C++ Compiler category set the following values in each of the tabs. If not
specified, leave as default.

Language 1: Language = C, C dialect = C11, check Require prototypes, Language
conformance = Standard with IAR extensions.

Language 2: Plain ‘char’ is Unsigned, Floating-point semantics = Strict conformance.

Optimizations: Level = None. It is highly recommended to never develop with compiler
optimizations turned on because optimizations do not always work as you expect. If you
later turn optimizations on, you have to re-test every aspect of your code to ensure that
those optimizations have not broken your code in some way.

List: Check “Output list file” and “Assembler mnemonics”. If you have a full version of
IAR you can check “Output assembler file” to get the assembly code that the compiler
generates. The code size limited free version of IAR will not provide this file since it would
be easy to compile different parts of the code and assemble them together (there is no
limit to how much code can be assembled in the free IAR).

Preprocessor: In the “Additional include directories” space, enter $PROJ_DIR$. Though
this doesn’t do anything right now, this was a good place to introduce the special codes
that IAR uses. $PROJ_DIR$ gives the relative path to the current project. The folder which
the project files are in is automatically included when compiled, but if you create other
folders that need to be included you can specify relative paths like this. Using relative
paths allows you to move the project around and not break the folder connections.

Diagnostics: Enable remarks. And note that this tab can be used to disable certain
remarks.

In the Assembler category, select the List tab and set all the options shown in Figure 2-7.
The list file contains a great deal of information when the program is assembled. This
includes your symbol table, memory statistics, actual code as substituted from macros or
pseudo-instructions and other useful bits of info.

Figure 2-7 Assembler "List" options
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Preprocessor: Add any paths required here relative to $PROJ_DIR$
Diagnostics: Note that Warnings can be enabled and disabled here.

Select the Output Converter category and configure as shown.

Figure 2-8 Output converter

Now configure the Linker. Linker files (.icf in the IAR world) are a bit cryptic and thus

can be one of the biggest pains in embedded design especially when working with a new
processor where the memory addresses, conventions, and syntax are all new. The linker
file is a key element in the system when your code is built, though there seems to be little
documentation to support them and what is available makes many assumptions about
what you know about how building and linking object files work.

Linker files allocate memory and map symbols and your assembly or C files must
correctly correspond to the linker information for your code to build, debug, and program
properly. If you spend some time to study the linker file, it will start to make sense

aside from the syntax used. Eventually, you will have to edit linker files to make some
interesting things happen.

You can write your own linker file or grab a default one from IAR. Linker files are found in
the folder where you installed IAR in the \ARM\config\linker folder for the device you are
using.
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Figure 2-9 Default Linker files for SAM3U2

Linker file which will direct the linker to place the program code in non-volatile program

Find the linker file and copy it into your project folder. In most cases, you want the “flash”
flash. Once it’s in your project folder, rename it to sam3u2c_flash.icf.

Now set up the “Config” tab in the Linker category as shown in Figure 2-10. It is highly
likely that you will customize the linker file for your project at some point, which is why
we reference a local copy.

Figure 2-10 Linker configuration

Switch to the List tab and enable everything as shown. The map file is very useful, so
make sure this option is set. Looking at the map file produced by the linker can provide
important information when your project will not build due to a linker error and shows
you how memory is allocated in the final executable when it does build. Also include the
log file details as shown - again, the more help the better although we rarely use this log.
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Figure 2-11 Linker list options

You can also change the output filename under the Output tab if you want to, and set up
a checksum calculation under the Checksum tab. A checksum adds all the bytes up in the
final build and saves the result. During production programming, you can verify that the
code has been properly flashed by repeating the calculation and checking that it matches.
Checksums aren’t perfect because errors can cancel each other out, but it adds a layer of
protection. During development, it is not necessary to use this.

Next, configure the Debugger. This is where you can choose between using the built-in
processor simulator that IAR has, or connecting to a programmer/debugger like a J-Link.
The simulator is quite limited, so in most cases, you will set this to the “J-Link/J-Trace”
option. Note the “Run to” checkbox that allows you to automatically start at a certain
position in the code when the debugger starts. Any code prior to the function you start is
still executed - you just don’t see it. In most cases, you want to start at main. For now,
leave it unchecked.
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Figure 2-12 Debugger setup

The only other tab you might use is the “Plugins” tab that enables support for real-time
operating systems (RTOS). The EiE system is considered a “bare metal” system with no
operating system so this does not apply. If you do use an RTOS, these plugins can supply
some valuable debugging information.

That completes the project configuration for now. Click on OK to return to your
development environment. Save the project and workspace so you do not lose all that
work!

As a final configuration step in IAR, choose Tools > Options and select the “Editor” top-
[\_7.5:‘ level options. Do the following:

e Set “Tab size” to 2
e Ensure “Tab Key Function” is set to “Indent with spaces”
e Check “Show line numbers”

e Optional: if you do not like the editor feature that allows expanding and hiding
sections of code, uncheck the “Show fold margin” box. If you're not sure, turn
it on to see how it works.
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Figure 2-13 IDE options Editor

2.4 o Files in a New Project

Projects are built using various source files that will be compiled together to become your
firmware. There are some rudimentary things that must be done with all microcontrollers
so that they start up correctly. Warning: this is a little bit painful to go through, but if you
don’t know the process of setting up a project from scratch, you will find yourself stuck
before you can even start.

ARM processors have something called a “vector table” that is a list of addresses
accessed by hardware to handle certain events. We will learn more about those events
later. For now, you need to know that this special list of addresses must appear at exactly
the right location at the start of your program in flash. Furthermore, there are certain
initializations that must occur when a program starts up including some global variable
definitions and perhaps some processor-specific setup that is required before jumping to
main.

This boils down to needing what is usually a vendor-provided startup file that might be
written in assembler but might also be available as a .c file. The assembler versions are
possibly easier to read since addresses and instructions can be written more explicitly, but
as most people are more familiar with C that may be the better choice. Finding this file
and making sure it is correct can be challenging. The file is IDE-specific since it has some
low-level functionality that the IDE’s compiler must correctly handle. Compounding this
whole problem is that you do this so rarely, it’s difficult to really define and remember a
good process. Once you have the file, you tend to forget it’s even there until you start
working with a new processor and find yourself on the hunt again.

A good place to find the file is in an example project or in the supported development
boards folders for the IDE. In the case of IAR version 8, you can get the file from a
SAM3U development board.

In Windows Explorer, navigate to the IAR folder in Program Files then search for “board_
cstartup_iar.c” A few options should come up - copy the option from the at91sam3u-ek
folder.
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Figure 2-14 File Explorer search for IAR files

Return to IAR and select Project > Add Files... and add board_cstartup_iar.c. Once it’s in
your project, double-click to open it. Scroll around and notice all the “Handler” functions
- this is the vector table. Go to the “Headers” section near the top. Your screen should
look like this:

Figure 2-15 Board startup files

The startup file references three header files. Navigate to the at91lib\boards\at91sam3u-
ek folder where the startup file came from to find these files. If you want to look at them,
you can simply drag them into IAR and they will open for you to view. This does not add
them to your project.

The files “board.h” and “board_lowlevel.h” are hardware-specific header files to set up
the development board the example code was built for. You are going to learn how to do
all of this for the EIiE development board, so you do not need them and can close them.

Look at “exceptions.h” and you can see a lot of the same “Handler” function names

that are in board_cstartup_iar.c. It turns out that exceptions.h and its source code file
exceptions.c contains the code that board_cstartup_iar.c references. Therefore, copy
those two files to your project directory, and add them to the project. Note that you do
not have to add header files since their corresponding source files will #include them. We
like to add them to the project explicitly because it is easier to find them.

We also add the linker .icf file to the project so it’s easy to find and edit. Do that now, and
note that you must select “All Files” to display in the file dialog box to see .icf files since
adding files defaults to typical source code file types.

Since we don’t need the board-specific header files, delete their #includes in
board_cstartup_iar.c. Now your screen should look like this:
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Figure 2-16 Delete #includes in header file

Click the “Make” button which is the one with the light green arrow inside the dark green
hexagon (or press F7). This builds all the code and tells you if it works or not.

Figure 2-17 Make button
There should be two errors:

1. Function “LowLevelInit” declared implicitly - this usually means that you
are trying to call a function that does not have a function prototype and/or
definition.

2. Identifier “AT91C_BASE_NVIC"” is undefined - this usually means that a
symbol (which is just a word or name) you have typed (in this case AT91C_
BASE_NVIC) cannot be found.

The first error is the result of stealing this code from another program that provided
another function to set up more things on the processor. Since we are not using that
development board, delete the LowLevellnit() function call.

The symbol that is trying to be referenced that results in the second error can be found
in another header file that we need to include. This is a processor-specific definition file.
Vendors provide these files which have every single bit name and register name that
the processor needs. These names *should* match the names that are described in the
processor’s user guide, so that you can read the guide and copy the names directly.
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This file will be hiding somewhere and the example project we have already referenced

is a good place to find it. The file is called AT91SAM3U4.h. If you were using a different
processor, you would search for a file name that matches or resembles the part number
you're using. Different vendors have different naming conventions. The file is massive - it
is not something you would ever want to write yourself.

Once you find AT91SAM3U4.h, copy it into your project folder and add it into the project
Workspace window. Then use #include to reference the file in the “Headers” section at
the top of board_startup_iar.c.

Workspace v o X |I}oard,&starlupjar.c ® | exceptions.c | exceptions.h |main.t |
Diebug -
Files g2 m 30 Jf o
Sl Joic_ideDebug® 1« =/ Headers
— B amsoauaes A ——
o) board_cstartup_far.c 34 #include "AT91SAM3U4.h"|
exceptions.c ar

Figure 2-18 Headers section

Build the code and the two errors should be gone, but a new error “no definition for
“main” from cmain.o” should appear. If you look through the source code we have, there
is no call to main, so where is this coming from? The short answer to a long story is the
reference to __iar_program_start at the top of the vector table.

67 {

68 { . ptr = _ sfe( "CSTACK" ) },
69 __iar program start,

70

Figure 2-19 Reference _iar_program_start

The first entry in the vector table is called the “reset” vector, which is where the code
immediately goes when starting up from a power cycle or reset. In this case, it’s a
function called __iar_program_start. This function is part of the C runtime library built-in
to IAR that allows the compiler to add the super low-level code like variable initialization.
The free version of IAR does not include the runtime library source code, but once you get
the project to build you can step through the assembly language to see what the function
does. As you'll see, the function ends with a call to main.

To solve this last error, choose File > New File which will open up a blank text file. Save
this as main.c. Add it into the project, then put in the classic function definition for main
in an embedded system:

Workspace o X ‘baard_cstartuu_iar.c |e>=teptinns‘t |e><ce|:tions‘h |maTn.{" x | ATI1SAMIU4.R |
Diebug ~ | [main])

Files 2 B 1 void main(void)
E ® eie_ide - Debug v 2 { . i

— B AT91SAM3U4h 3 while(l)
board_cstartup_iar.c g |}

exceptions.c

}— exceptions h

main.c

}7 sam3u2e_flashicf

& Output

Figure 2-20 Adding main.c
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Build the code again and celebrate the success of your embedded C project! Sure,

it doesn’t really do anything, but the mysteries you just learned about are critical to
getting a new embedded system up and running. Complicated? Absolutely. Finding out
all this information is extremely difficult as it is generally poorly documented, and many
programmers have no idea about low-level startup functions. But now you do! The
process is very similar for all ARM processors, and other cores as well.

2.5 o IAR Simulator and Debugger

To run the program in the simulator, press Ctrl-D to start the debugger. You can also click
the green “Play” button. Your screen should look something like this:

Figure 2-21 Simulator screen

If you do not own a 24” monitor, now is the time to buy one because it is very helpful to
have a ton of window space available during development and debugging. In fact, a pair
of 24" monitors is the ideal workstation for embedded development.

What you should be able to see is a green highlight bar in a window called “Disassembly.”
See Figure 2-21. The green bar tells you that the debugger is active but halted. The
green bar also represents the current address that the program counter is at and thus
tells you what line of code is about to be executed. This is the first instruction at the reset
vector address.

The “Disassembly” window is extremely important because it shows every instruction
that was created from the code in your project (or from external files that end up getting
linked in once you start including other files) along with each of those instructions’
addresses. It also shows the C source code from where the instruction originated from in
light gray, where applicable.

Click inside the Disassembly window anywhere to activate it, then press “F11” a few
times to get to the “return 1” line of code. If you are in the Disassembly window, F11
causes one instruction to be executed at a time. If you are in a C source file window, F11
causes one line of C code to be executed (which can be many lines of assembly).
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Figure 2-22 Disassembly window

In this example, the MOVS instruction is taking the number 1 and putting it into a
memory location called RO. The BX is called a branch instruction and it is going to move
the program counter back to an address that is stored in another memory location called
LR. These two instructions are the result of the “return 1” line of C code.

Keep pressing F11 until you get to main(). If you continue to press F11, nothing seems to
happen because the while(1) loop is just one instruction that branches to itself.

el B e -

1 void main (veid) Disassembly

21 return 1; ~/ if return 0. the data sections wil...

3 ; 0x800de: 0z2001 MOVE RO, #1

4} 0x800=0: 0x4770 BX LR

5 0xB800e2: OxzhfO0 NOP
O0x800=4: 0x000B0000 DCc3z _ wvector_table
0x5800e8: Oxzel00ed0d DC3z Oxe000=d08 ...

while{l):

main:

®  OxBO0ec: Oxe7fe  B.N main ...

exit:

Figure 2-23 While loop

Before we do anything else, we need more information. Open the following windows:

LA A

6.

View > Breakpoints

View > Watch > Watch 1 (repeat for 2, 3, and 4)
View > Locals

View > Memory > Memory 1

View > Stack > Stack 1

View > Symbolic Memory

The windows will open individually, and your workspace will appear quite crowded as

shown.
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Figure 2-24 Workspace

You can group windows together by clicking and dragging them into each other and of
course, you can resize and move them around as well. IAR 7 and IAR 8 work differently
and can sometimes be frustrating. Experiment to see how resizing windows behaves.
Though your own ideal window display and organization is something you will have to
figure out, start with the following suggested setup:

e  Group Debug Log, Breakpoints, and Build

e  Group the Disassembly Window, Memory, and Symbolic Memory and put them
at the bottom to the right of the Debug Log, Build and Breakpoints

e  Group Registers 1, Watch 1, Watch 2, and Locals
e Group Registers 2, Watch 3, Watch 4, and Stack 1

In the end, your environment should resemble what is shown in Figure 2-25 on page
78. Save the Workspace at this point (with the debugger still running) to make sure

the new configuration is preserved. We find this to be a very effective organization for
all the debugging windows that you end up working with. Of course, different debugging
scenarios may require different configurations so the most important takeaway is that
you know what resources you have and how to organize them.
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Figure 2-25 Debug environment

To navigate the code, the debugger provides a host of options which are available from
the Debug menu, as shortcut keys, or on the Toolbar. Figure 2-26 shows there is a
substantial difference in appearance between IAR 7 (top) and IAR 8 (bottom), but the
functionality is identical. You can hover over the buttons to see their functions. The
choices available depend on whether the code is halted (left) or if the code is running
(right).

Figure 2-26 Debugger toolbars

Reset: Returns the program counter to address 0x0000 and initializes any register/
memory location that has a defined reset state. All other memory locations will be left
untouched, just like the real world. There is no default shortcut key.

Step Over: Executes a line of code and any code called by that line. If the line of code is
a function call, the debugger will execute all code in the function including the function
return. The shortcut key is F10.

Step Into: Executes only a single line of code. If the line of code is a function call, the
program counter will advance to the first instruction in the function and wait. This is also
called a Single-Step. The shortcut key is F11.

Step Out: Will run code to the end of the current function including the return, then will
halt on the next instruction. The shortcut key is Shift-F11.

Next Statement: Runs to the next complete statement in the program. In assembly
mode, this is simply the next instruction, but in C mode will step between complete
statements. There is no default shortcut key.

Run to Cursor: Code is executed until the line indicated by the cursor. There is no default
shortcut key, but you can right-click on a line of code after you place the cursor there and
get “Run-to-Cursor” on the pop-up menu.

Go: Runs the program freely. Unless a breakpoint is hit, the code will continue to execute.
While the code is running, nothing will appear to happen in the debug windows until the
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code is halted at which point all the windows will update with the current information.
This mode is mostly useful when debugging through a JTAG device since the target runs
in real time. The shortcut key is F5.

Break: When the code is running, the Break command is available which stops the
running program wherever the program counter currently is and forces an update of all
the debug information windows. Also called “Halt.” There is no default shortcut key.

Stop: Stops the debugger and returns to the IDE. In most cases, the code will continue
running on the processor.

Try clicking Stop to return to editor mode. While you're here, use the project options to
turn on the “Run to main” option in the debugger. Restart the debugger and the code
should be on the while(1) line of C code.

Activate the Registers 1 debug window and note the CYCLECOUNTER value which should
be 23. These means the processor has already executed 23 clock ticks to run the initial
startup code. The cycle counter is a great tool to determine how many instruction cycles
a given piece of code takes to execute which may be very important in timing-critical
functions. Unfortunately, this feature only works in simulator mode and is not shown
when debugging on a real target. If you need to know how many cycles a snippet of code
takes in a big project, you might be able to rip it out and run it in a simulator on its own.
Calculating instruction cycles manually is also possible, but difficult on an ARM processor.

Registers 1 v o X

<find register: -

Current CPU Registers  “alue ACoess -
+# EPSR 0x01000000 Readwrite
PC 0x000800E4 Readwrite
SP 0=2007D000 Readwrite
LR 0xz000800D3 Readwrite
+ PRIMASK 0x00000000 Readwrite
# BASEPRI 0x00000000 Readwrite
+# BASEPRI_MAX 0x00000000 Readwrite
# FAULTHASE 0x00000000 Readwrite
+ CONTROL Dx00000000 Readwrite
CYCLECOUNTER 23 ReadOnly =
CCTIMER1 23 Readwrite
CCTIMERZ2 23 Readwrite
CCSTEP 23 ReadOnly

Figure 2-27 Current CPU registers

Now press F11 once and look again at CYCLECOUNTER. The values in red indicate that
they have changed since last time the code was halted (single stepping is just running
one line of code and then halting again). The CCSTEP value is the number of cycles that
just occurred. CYCLECOUNTER keeps the running total.

CYCLECOUNTER 26
CCTIMER1 26
CCTIMERZ 2h
CCSTEP 3

Figure 2-28 CYCLECOUNTER

Press F5 to run full speed for a few seconds, then press the Break button to halt. You can
see that processor cycles accumulate very quickly!
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CYCLECOUNTER 49608944
CCTIMER1 49608944
CCTIMER?Z 496608944
CCSTEP 49668918

Figure 2-29 Processor cycles accumulating

Halt the code and update the code in the main loop:
void main(void)

{

unsigned long x = 0;

while(1)
{

X++;
}

}

Build the code and start the debugger again. Activate the “Locals” window and you should

see the Variable ‘x’ there. Activate the Registers 2 window. Right-click in this window and

select “View Group” and make sure it's on “Current CPU Registers.” Adjust so you can see

“PC” in the Current CPU Registers window. Take note of all the other register groups that
are available for you to look at — we will use several of these in later chapters.

Figure 2-30 Debugger local windows

Use F11 to single step and watch the variable change as you go through the loop a few
times. Also note what’s happening in the Registers and Disassembly windows. Test the
difference of single stepping in the main.c window compared to the Disassembly window.

It does not matter if you have no idea yet what a CPU Register is, or why there are 13
of them from RO to R12 plus some other strange things. All you need to recognize is the
following:

1. Everything that changes with each step turns red in the active debug windows.
2. The memory location RO is incrementing every loop and matches the variable x

3. The program counter (PC) is either 0x800e6 or 0x800e8 (it will change if you
are stepping in the Disassembly window)

4. CYCLECOUNTER increments by 4 each loop
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Press the Reset icon. What happened? The processor has been reset. Now you can repeat
everything in case you missed something. Pressing Reset is quite different than stopping
the debugger and restarting it. Be aware of this when working with your code.

Press Ctrl-Shift-D. Now you are back to the editing environment. Close this workspace
now.

Everything that you have just done here is the basics of debugging. Your environment

is set up in a way that will allow you to get a ton of useful information about what is
happening on the processor as it executes code. You are starting to get a feel for the
debugger and you have witnessed bits moving around because of instructions being
executed on the processor. You could load this program onto a real micro using a JTAG
interface and see the exact same results. Would anything happen on the development
board? Nope. All you are doing is loading a couple of memory locations with some
arbitrary values. Though these are core registers on the processor, nothing happens
externally when you write numbers to them. All your processor would be doing is burning
power as it looped the program counter with the branch instruction.

We cannot emphasize enough how important it is to use the debugger effectively.
Knowing how to write good code is not even half the battle. The best programming
experts are also experts at debugging and testing. Growing all three skills concurrently
will be the fastest way to finding success in writing firmware.

2.6 ¢ Other Development Tools

While you will spend most of your time writing and debugging firmware in the IDE, there
are some important other programs that will be used throughout this book and during
regular development. Archived versions of all this software are available through the EiE
website, or you can search for the latest versions directly from the vendors online. These
resources are all freely available.

2.6.1 ¢ Tera Term

Tera Term is a terminal program for Windows. Terminal programs have been around
forever and speak “RS-232" serial out the computer’s serial port. It's rare to find a
computer with an actual serial port these days, so there is a myriad of USB to Serial
adapters available. Some are good and some not so good. At the time of writing, the ones
that use “FTDI"” chipsets seem to be the best. We even designed our own based on the
FTDI chipset and added features that most commercial adapters lack because it is such
an important development tool.

The RS-232 protocol is quite straightforward and does not require a lot of code on the
embedded side to make it work. You’ll learn all about this later in the book. It is almost
guaranteed that an embedded device will have a serial connection available for debugging
or configuration purposes. If you desigh embedded hardware and don’t put in a serial port
connection, we will call you crazy. To interface a PC to that connection, all that’s required
is a level translation from the voltage on the embedded system to the +/-5V specification
for RS-232. If you see a big DB9 connector on a development board or product, this likely
means the level translator is built-in to the development board and you just need a USB
to Serial adapter. If the embedded device only offers Tx (transmit), Rx (receive), and
GND (Ground), this probably means you need to supply a level translator in addition to a
serial adapter.

A terminal program on the PC interprets the data. Connections are made through “COM”
ports and will appear in Windows Device Manager. The latest EiE development boards
have hardware connections and firmware in the J-Link Onboards that offers a “Virtual
COM port” over the same physical USB connection as the J-Link function. This eliminates
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the need for a physical DB9 connector, level-conversion IC and external USB to RS-232
converter.

Whichever way you physically connect a PC to an embedded system for serial
communication, a terminal program allows you to send and receive data over this
connection. There are many choices, but Tera Term offers a nice blend of features and is
easy to use. We use RealTerm when we need some more options.

2.6.2 o GitHub Desktop

Version control software is essential for efficient, intelligent development whether you are
working by yourself or in a team. Version control has evolved through programs called
CVS, SVN, and now Git which we will introduce in this chapter. These programs work
using a local client application which connects to a server or cloud-based central hub.
Companies may have internal servers, but there are also many paid cloud services and
some free ones for individuals.

GitHub is a firmware community that is built on users contributing code. At the time of
writing, there are reportedly close to 20 million registered GitHub users. You can be part
of this community for free and have your code hosted in the GitHub cloud. This is what
we do for EiE so our firmware base can be easily accessed globally.

GitHub offers a free graphical user interface (GUI) Git client called GitHub desktop. When
you install GitHub desktop, you also get a shell-based program for command line access.
The command line offers substantially more features but of course has a higher learning
curve. The desktop application simplifies the process of interacting with the online
repository so that is what we use primarily in EiE. Both the command line and the GUI will
have the same net result of reading and writing to the GitHub cloud.

You are encouraged to create a GitHub account to ensure you can easily access the latest
EiE firmware. By developing in GitHub, you also build a record of the work you have done
which can be very helpful when it comes to getting a job or just trying to figure out what
you’ve done over the last few years. If you keep your work in the cloud, it is also safe
from getting lost. Some companies will ask to see your public GitHub account to check
out how you write code and how much experience you really have. Start now if you
haven't started already!

2.6.3 o ANTware II

ANTware II is a software application that enables testing the ANT radio on the EiE
development board. It uses an ANT hardware device such as the ANT USB-m connected
to a PC. This is essential if you are going to use the ANT functionality of the EiE system or
do any ANT development.

Downloading ANTware is free, although a user account is required to access it. The
website is www.thisisant.com. Sign-up is free. Downloading the archived software from
the EiE website is faster. If you choose to log in and download it, find the Software Tools
menu and load the current version of ANTware II and the USB drivers.

2.6.4 ¢ nRFgo Studio

The nRF51422 processor on the EiE development boards is a special “system on chip”
(SOC). The processor memory is divided into two sections. One section is for your own
firmware that you can develop and debug normally through IAR. The other section is for
the proprietary “soft device” firmware that must be loaded. Different soft devices exist for
ANT, BLE, and ANT+BLE concurrent mode. The soft devices are updated often.
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To write a new soft device, you need a freeware programmer provided by Nordic
Semiconductor called nRFgo Studio. The EiE development boards are pre-programmed
with the correct soft device and user firmware so if you do not plan to change it, then you
don’t need to install nRFgo Studio. If you do want to change it, please install the latest
version.

2.6.5 ¢ Windows Settings
While you might think this is a trivial step, good organization and having all your tools
readily available and configured correctly will save you a ton of time.

Firstly, make sure “Show file extensions” is turned on in Windows. If not, IAR will not
display file extensions and you will constantly be confused. This setting is found under
“Folder and Search Options” in Windows Explorer.

Secondly, if you're going to be an embedded developer, you need to know about Windows
Device Manager. You will use Device manager often, so create a shortcut to it. The easiest
way to find it is by typing “device manager” in the search area. On Windows 7 you can
type it under “Run”. When you see it, right-click and create a shortcut.

Creating the shortcut in Windows 10 always seems to be a problem, so just follow these
steps:

Open-File Explorer
Go to \\Windows\System32
Find devmgmt.msc

Right-click and drag out to your desktop

i AW

Select “Create shortcut”

Lastly, to facilitate easy access to all the installed EiE software, a program group called
“EiE"” should be created in the Windows Start Menu with links to each of the above
applications. A link to the EiE home page (www.embeddedinembedded.com) can also be
added using the default browser. You can also create a shortcut to this folder on your
desktop.

Figure 2-31 Windows start menu

The development board schematics and the processor User Guide are all available on the
EiE webpage. You'll need these, so find them and download them so you’'re ready to go!

2.7 e Version control with Git

Version control is fundamentally important to developers. Whether you are an individual
working on your own design, or part of a multi-person team scattered around the world
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working on pieces of a large project, having a central repository and the ability to track
and review changes is essential. Arguably the best version control software right now is
Git.

All the EiE firmware is managed in GitHub. You could easily do a whole course on Git,
especially if you use the command line access. There are many, many resources online if
you want to become a power user. For EiE, the things you need to know are:

1. All code is contained in a “repository.” The repository consists of branches
which are instances of the code base.

2. Firmware is organized in a tree-like structure where the “Master” code is at the
top of the tree.

3. Branches are created under Master where new development is done or features
are added. In this way, the stable, released code remains untouched and new
development can proceed without affecting it.

4. Users duplicate the code to their local machines to make changes either
explicitly by downloading it, or by checking out a repository through GitHub.
This is called “Cloning.”

5. Updated code can be pushed back online or pulled up the tree — Git provides a
good way to review changes and pull them into the main code.

There are many variations on how coding, testing, and releasing is done. Organizations

will have their own strategy on how to successfully manage all the branches and merges
that occur from developers. This is called a branching model. Branching models are well
documented online for you to reference.

For this book, we decided to use an upside-down tree structure where we start with a
virtually empty project and make a branch for each chapter that builds on the branch
above. Obviously, we cannot update this book once it is released, so the eiebook
repository is frozen and will never be updated so the code always matches what is shown
here. The final version of the code from the book is forked to a different repository where
it will continue to evolve with features, updates and bug fixes.

Let’s go through the steps to get the EiE repository and load up the code for the next
chapter. Following through this short exercise will ensure you can access the online code
and get a local copy on your computer. It is assumed that you have GitHub Desktop
installed and can find "eiefirmware" on GitHub. We will use our company GitHub user,
“Engenuics” for this example.

Pl Make sure you are logged into GitHub in GitHub desktop and online. Search for the
i‘?‘ “eiefirmware” user.

Figure 2-32 GitHub online
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Be sure to “Follow” this user so you can be kept up to date. Choose the eiebook
repository then click the “Fork” button to copy this into your own account so you will be
able to make and track changes.

Figure 2-33 Forking "eiebook" repository

Confirm you are in your account and can see that eiebook has been forked from
eiefirmware.

Engenuics / eiebook

forked from eiefirmware/eiebook

Figure 2-34 Confirmation that repository has been forked

Pl Now Clone the eiebook repository by clicking “Clone or download” and select Open in
Desktop. This should automatically open GitHub Desktop on your computer and ask you
where to clone the eiebook repository. We recommend using \\EIE\EIE_Git folder at the
top of your data drive. Do not clone onto your desktop or in a Windows user folder as this
tends to cause file permissions issues.

Figure 2-35 Clone eiebook to desktop
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In GitHub Desktop, select the “Master” branch. This is our version of the project that was
completed in the example above for this chapter.

Figure 2-36 Select Master branch

A repository includes all the branches and all the history in making those branches. This is
quite amazing if you think about it. That might seem like a lot of space to use, but since
code is just text it can be compressed down significantly. The latest video you took of
your cat chasing a laser pointer consumes a lot more space.

When you change the current branch, the files in the local Git directory you chose will
be updated with the files from the selected branch that Git archives. Whatever branch
was active before is saved into the local archive. You can only change branches if all the
changes in your current branch have been committed, so you don’t have to worry about
accidentally losing a bunch of work by changing branches.

Open the Workspace in IAR by clicking Repository > Show in Explorer. This opens
Windows Explorer to the Git folder where the files for this repository are stored. This is a
safe way to ensure you pick the right project to work with.

Double click the eie_ide.eww file to open it. Do not change any files. Close the workspace
immediately. Activate the GitHub Desktop Window and you will likely see that some
changes have automatically occurred. IAR always changes a few project files whenever
you open a Workspace — these are things like window position files and various history
files. Since IAR can write project files, or sometimes you forget to save changes in the
files you are working with, we highly recommend that you use GitHub Desktop and IAR
independently. Always close the workspace in IAR if you are going to do something with
Git.

Figure 2-37 Git file changes

Try switching from “Master” to “assembler” branch and you should get an error. You
cannot switch branches without doing something about the pending changes in the
current branch. Changes must be committed or discarded. If it is just the project files that
have changed, we suggest discarding the changes unless you are sure there is something
about the project that you want to keep. If the file is plain-text, you can see the changes
on the right side of the window. Lines that were changed are shown in red; the new lines
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replacing them are shown in green. Right-click where it says “1 changed file” and choose
“Discard all changes.” A dialog box will appear to confirm that you really want to delete
the changes.

Whenever you discard changes, carefully check the list of files that have changes that will
be deleted to make sure there are no files listed that you really want to keep. If you
discard changes at this point, these changes are gone forever.

If your current branch has no changes, you can select a different branch from the drop-
down. THIS WILL AUTOMATICALLY RETRIEVE THE NEW BRANCH FILES AND REPLACE THE
FILES ON YOUR ACTIVE PROJECT. This should still be safe because to take this step, you
had to commit your changes (or discard them).

Now you should be able to change the current branch to “assembler.” Choose Repository
> Show in Explorer. Launch eie_assembler.eww. Usually, it is easiest to open using IAR’s
recent workspaces list, but this project has a different name so that won’t work. The
project name in IAR and the branch name in Git are totally independent of each other
even though we often end up naming them the same or something very close.

In IAR, open main_assembler.s and add a short test comment somewhere in the code,
then save the file and close the workspace.

| main_assembler.s * |

A S E RS LR s S E LSS S E R LRSS S IR E S E A IS E LRSS SR E SR E S L
2 ;# File: main assembler.s
ER S EE S S FEEE S EE S S EEE SRS LSS EE R E S EE RS EEE RS EEE RS S E S EE RS E LS

; This 15 a demonstration program to show basic code structures in assembly
: A4 test comment.|

[==TRE B YR I

;
; Description
;
&

Figure 2-38 Add "A test comment" in main_assembler.s

IAR and Github both have control over the same repository files, so it is easy to end up
with complicated problems of files access. Therefore, we recommend always closing the
IAR workspace before doing anything in Github.

Switch back to GitHub Desktop and notice three things:

1. main_assembler.s is in the “changed files” list. Click on it and the window on
the right will show you the changes

The project files changed again

3. The indicator in the top right now says, “Push origin”
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Figure 2-39 Switch back to GitHub

This is all happening locally. To synchronize the local repository with GitHub cloud,
you must commit your changes and then push those changes online. This “Push” just
means you are copying the changes from the local “assembler” branch into the cloud
“assembler” branch. It does not affect the other branches.

Uncheck the two project files but keep main_assembler.s checked. In the “Summary”
b‘-’i line, enter “A small change test” then click “Commit to assembler.”

Figure 2-40 Uncheck the project files

When the commit is done, main_assembler.s will no longer be in the change list. Discard
i‘# the two project file changes. Click “Push origin” to update into the cloud then go to
Github.com and refresh the page. You should see your commit information.
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Figure 2-41 Click "Push origin" to update

The change you made is now synchronized on your local machine and in the cloud, but
the change only applies to the assembler branch. You can examine the change to see all
the files and all the changes that took place in each commit. Different branches can also
be compared to see what changes have occurred in each.

If this change was something that other branches should update to, you can do a “Pull

request” to alert other branches about the change. You can even alert other users that

have forked the same repository. It is up to the person who controls the other branches
to review the pull request and decide if the changes should be accepted.

Git will indicate if the changes can be updated automatically, or if there are conflicts that
must be resolved first. Conflicts happen when the same line of code has been changed
independently in the two branches that are trying to merge. Conflicts are handled
almost entirely manually and can be quite a pain. This is where a good process about
work distribution and frequency of updates can really help. If you have many developers
working on the same code base and no one pushes changes for weeks at a time, dealing
with the resulting conflicts could be virtually impossible.

In this case, the Master and assembler branches are substantially different projects so
attempting to merge the two makes no sense at all even though it can be done without
conflicts. As we start working with the main EiE firmware in subsequent chapters,

you will see how the merging process can work beautifully. You can read all the

GitHub documentation about how merging works, how code can be reviewed and how
conversations between developers can be had. The intricacies of Git take some getting
used to, but it really is a fantastic way to control any code you write once you have a
handle on it.

You are now ready to start writing some code!
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Chapter 3 ¢ ARM Cortex-M3 Assembly Language

It is our firm belief that having at least a basic knowledge of the instruction set and
assembly language of the processor you are using will allow you to be significantly better
at writing and debugging firmware even if you never write in assembler directly. This
intimate knowledge of how the processor works demystifies a lot about what happens
when you click “compile” from a high-level language. There are many ways to write
better C code based on your knowledge of the instruction set and processor resources.
You can more effectively debug and understand your code if you understand the assembly
language. There are some bugs that would be impossible to find without being able to
work at the assembly level.

When a high-level language compiler processes source code, it generates the assembly
language translation of all the high-level code into a processor’s specific set of
instructions. The target processor’s “instruction set” is the set of capabilities that the
processor knows how to execute. For example, it is safe to say that every processor

has an “ADD” instruction that takes two numbers, sums them, and stores the result
somewhere. The implementation might be very different between various micros, but the
net result is the same.

Atmel includes a section in their user guide that explains the ARM instruction set in their
own words. If you are really interested in the details of the ARM core look for the ARM
Core Technical Reference Manual.

Everything we need to learn about Cortex-M3 assembly language is available in the
SAM3U user guide in the ARM Cortex M3 Processor section. Basic knowledge about what
instructions are available and how they are used is plenty to get you going in the right
direction. As you build more complicated programs and want to learn more, you may
have to review this section more carefully. For now, you need two things:

1. Core register map

2. Instruction set summary

3.1 e Core Registers

ARM cores have what is referred to as a “load-store architecture.” This means that if you
want to work on any variable from RAM or peripheral memory, you must load it into the
core registers, do what you want to it, then store it back to memory. The instruction set
is designed for this architecture, and the core registers provide the memory locations

for the core to do its work. This is all hidden if you are writing in C or C++ but is right in
your face if you are writing code in assembler. Even though it is hidden by a high-level
language, understanding it can be beneficial for writing better code and will certainly help
you debugging. The good news is that it is actually really simple because so little occurs
with each instruction. Other than the syntax of the instructions, you should have no
problem writing some basic assembly code to make things happen on the processor.
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Figure 3-1 Cortex-M3 core registers

The ARM core is directly connected to the core registers which can, therefore, be accessed
very quickly. The first 16 registers hold data or addresses that will be used with arithmetic
or logical operations. Of these, the first 13 are generic and denoted RO thru R12. Register
R13 is reserved as a stack pointer and R14 is the “link” register that is used to hold the
most recent return address for a function call. The Program Counter in R15 is the main
pointer that addresses your program from memory. Whatever address is here will be

the next instruction executed by the core. The program counter will continually update
automatically from hardware every time the clock ticks.

There are a few other registers shown, but the only one we need to worry about is the
Program Status Register (PSR). If you read the documentation on the PSR, you see it
is actually a combination of three registers that all sort of overlap each other but are
effectively mutually exclusive (we are not sure why ARM does it this way, but there is
probably a good reason). What we care about are the top four MSBs of the Application
Program Status Register (APSR).

31 30 29 28 27 26 25 24
[ N | z | B | v | Q [ Reserved ]

Figure 3-2 Application program status register: most-significant bits of interest

These four bits are essentially how the processor makes decisions.
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In the context of looking at the individual functionality of bits in a register, the bits are
often referred to as “flags” or “flag bits.” We say a flag is “set” when it is logic 1, and we
say a flag is “clear” when it is logic 0.

Depending on the instruction that is executing and the result of that instruction, some of
these bits may change to indicate to the processor what has just happened as a result of
the instruction executing. The bits are:

N: Negative / less-than. Set when the instruction result is negative. In comparison
instructions, this is used to indicate less-than. The bit is cleared for all positive/greater-
than or zero/equal-to results.

Z: Zero. Set when the instruction result was zero.
C: Carry / borrow. Set when the result over-extends the MSB.
V: Overflow. Set when bit 30 carries for use with signed values.

The processor logic can examine these flags and make simple binary decisions by
branching based on their values. The easiest example is deciding if two numbers are
equal. Instructions would be used to load two registers with the values of interest, and
then a subtraction instruction would be used. If the numbers are the same, the result is
0 and the Z flag would be set. Therefore, after this instruction is complete, the processor
can look at the Z bit in the APSR and make a branch (i.e. a decision) on what to do next.
This is an if-then scenario in its most basic form.

Every processor that we have ever worked with has some form of status register like the
APSR and has the same N, Z, C and V flags. If you are coding in assembler, you must
understand how the status flags work and how to use instructions that can reference
them.

3.2 e Instructions

Instructions are the binary machine language that makes the processor do everything

it does. This is the essence of the logical-to-physical translation that occurs inside the
processor. The bits that make up an instruction in flash memory are logic high and logic
low voltage levels that appear on the bus when the instruction is being executed. These
ones and zeroes cause the logic gates inside the processor to turn on or off depending

on the ones and zeros. The net result is that the processor does something in hardware
which results in more logic high and logic low voltages levels propagating through logic to
create the result in whichever destination location was configured by the instruction. This
happens through several cycles called fetch, decode, execute and write-back.

Instructions are almost always “pipelined” which means that while one instruction is

at the write-back phase, the next instruction is already executing, the instruction after
that is decoding, and the instruction after that is being fetched. So, after the first four
instructions in a program have finished, we say the “pipeline is full” and the processor is
running as fast as it can. There should be a big asterisk there because this depends on
whether or not the pipeline can stay full and execution does not require other operations
- but that goes beyond what we want to cover here.

For Cortex-M3 cores, the instruction set is a mix of 16-bit and 32-bit instructions that can
be used simultaneously. This is actually quite amazing and has a long history. Another
amazing thing is that there are only about 100 instructions in total. So somehow, some
way, even devices as complicated as game-playing smartphones can break down all of
the tasks they need to do into combinations of just a few different actions. Now would be
a great time to quickly glance at the instruction set summary in the SAM3U2 user guide.
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3.3 e Assembly Language Syntax

Just like in C, there are syntax rules for assembly and standard ways of formatting lines
of code. In assembly language, there are fewer rules because there are a limited number
of expressions that can be written. Each line of assembly code always has four fields:
Label, Instruction Mnemonic, Operands, and Comments. The format looks like this:

Label Instruction Mnemonic Operands ; Comment

The Label field is optional and can appear on the line above. Labels will help organize
your code and allow you to branch/jump around in the program. Each line of assembly
language translates into an instruction that will live at a program memory address. If a
line is labeled, the label becomes a symbol to which the corresponding program memory
address is assigned when the code is assembled. Therefore, you can specify labels in your
code - you are just indicating a name for an address.

The Instruction Mnemonic is any one of the reserved words listed in the Instruction set
(e.g. ADC, ADD, MOV). Most mnemonics are self-explanatory for what they do, but in
case you cannot figure it out they are described in the instruction listing. What is not self-
explanatory are the optional flags or conditions that you can set to each instruction. If
you have looked at other instruction sets, you will quickly recognize how comparatively
powerful the ARM instruction set is thanks to what a single instruction can do.

Operands refer to register locations, addresses, or constant values that an instruction
uses. Some instructions do not require any operands, while others require 3 or more.
For example, an “ADD” instruction needs two values to add and somewhere to store the
result, so it needs 3 operands. ARM operands can also contain information that causes
additional things to happen in the processor during the instruction cycle.

The comment field is optional other than the semi-colon. Comments are just text and are
entirely ignored by the assembler just like in C. Assembly language is difficult to look at
and understand what is supposed to be happening, so extensive commenting becomes
essential for writing good code. It is not uncommon to comment every single line of
assembly code written with an explanation or pseudo code of what is supposed to be
happening.

As an example, look at a simple move instruction that has the mnemonic MOV. Reading
the instruction set for MOV, you see the following detail:

Label Mnemonic Operands Comment
move_eg MOV [cond] [s] Rd, <Op2> ; Move syntax

Any text written in square brackets [ ] denotes that it is optional, and any text written
in angle braces <> is required but has several options. Almost every instruction has a
condition field [cond] that makes that line conditionally executable based on the APSR
flags. If you specify a condition, the processor will determine if the instruction should be
carried out or skipped. This happens before the instruction is fetched, and does not cost
any cycles to evaluate which is actually quite incredible, especially if you have worked
with other processors that have to use separate instructions for condition testing. To
use the [cond] code in an instruction, the instruction is preceded by an “IT” (if-then)
instruction that sets up the logic for the possible branch.

Label Mnemonic Operands Comment
simple_move MoV <operands> 5 Move version 1
setup_cond IT PL 5 Setup for condition
cond_move MOVPL <operands> 5 Move version 2
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Looking at the code above, the first MOV instruction will move the values specified in the
operands and regardless of the result in the destination register, the APSR flags will not
be touched. The second MOV instruction is suffixed with “PL” which tells the processor
to only execute the move if the last instruction that updated the APSR flags resulted in a
non-negative (positive or zero) value. This instruction must have the IT instruction with
PL as an argument to set up the logic. In this small code snippet, there is no way to tell
what the APSR flag values are, so we cannot say for sure if the MOVPL instruction will
execute.

To set the APSR flag values, most instructions can add the [s] modifier which tells the
processor to update the APSR flags after the instruction has been executed. Being able to
control the flag updates like this is another very powerful feature of the ARM architecture.

Label Mnemonic Operands Comment

Logic ANDS <operands> 5 AND with flag update
setup_cond IT PL ; Setup for condition
cond_move_s MOVPLS <operands> ; Move version 3

Now the MOVPLS instruction is conditionally executed based on the result of the ANDS
instruction. The APSR flags will be updated again depending on the result stored in the
destination register. This shows that one instruction can have at least 3 variations even
before considering the operands. Note that order of the conditions and flags is indeed
important - MOVPLS is valid whereas MOVSPL is not.

The operands that must be used with each instruction type can be complicated - this is
why you must have your instruction set readily available when writing code. Instructions
that work with data typically specify a destination register and one or two source
registers. The operands required for a MOV instruction, are listed as:

Rd, <Op2>

This states that a move instruction requires a specified destination register, Rd, and some
sort of second operand, Op2, which must be the source of the data to move. You will see

in other instructions registers denoted Rs (source register) and Rm and Rn (other register
arguments).

Recalling the registers available, Rd can be anything from r0 to r15, though remember
that r13, ri4, and r15 are reserved and should not be used in most cases. This leaves
rO through r12 as options. Depending on what you intend to do with the data, you might
strategically choose Rd to support the next instruction. For this standalone example, r0
will be used.

If you are mixing assembly code with C code source files, you must be aware of how the
compiler will use registers.

The second operand has several optional forms and thus takes a bit longer to explain.
Nearly all the Data Processing instructions involve <Op2> as an operand like this.
Fortunately, once you learn all the variations of Op2 for the MOV instruction, you can
apply that verbatim to the others.

Table 3-1 on page 96 summarizes what Op2 can be. It also describes the conditions
that have to be imposed on some of the options. Notice that other than the first case
where Op2 is an immediate value, Op2 has two components. Rm is the register to use,
and this, in turn, can be used directly or first shifted in one of five ways. The content of
Rm remains the same - only the value used in the instruction is shifted. Please see the
user guide to understand exactly how the different shifts work.
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Table 3-1 Summary of Operand 2 functions

Operand 2

Immediate value Allowed value
Register, logical shift left by number Rm, LSL #
Register, logical shift right by number Rm, LSR #
Register, arithmetic shift right by number Rm, ASR #
Register, rotate right by number Rm, ROR #
Register, rotate right one bit with extend Rm, RRX

Optional shifts (opsh):

No shift: Rm (same as Rm, LSL #0)

Logical shift left: Rm, LSL #<shift> where allowed shifts are 0-31

Logical shift right: Rm, LSR #<shift> where allowed shifts are 1-32

Arithmetic shift right: Rm, ASR#<shift> where allowed shifts are 1-32

Rotate right: Rm, ROR #<shift> where allowed shifts are 1-31

Rotate right with extend: Rm, RRX

An "immediate" is just a number, so why does the table show “allowed value” instead of
just saying “any number?” well, to make this even more exciting there are conditions on
the constant value because the number itself must be stored as part of the instruction
while still leaving room for the other information that the instruction must contain. If the
number was stored directly in the instruction, only a few bits could be used since the
other bits in the instruction is the instruction itself. So instead, numbers are encoded and
thus only certain numbers can be loaded directly. If the number cannot be encoded in the
instruction, the full value must be stored somewhere else in flash which is often called a
“literal pool”. Yes, this is complicated to understand, but even if you do not get the “why”
just remember the “what”. The numbers that can be encoded in Op2 of an instruction
are:

e any constant that can be produced by shifting an 8-bit value left by any number
of bits within a 32-bit word

e any constant of the form 0x00XY0OOXY
e any constant of the form 0xXY00XYO0O
e any constant of the form OxXYXYXYXY.

For other instructions where a number is involved, the exact size of the number allowed
depends on the instruction. It turns out that the numbers available are quite useful and
there are not too many times during a regular program that the number you want cannot
fit in the instruction. If you are writing assembly code and try to use a number that is not
available, the assembler will flag an error. In this case, you must use multiple instructions
and a memory location to store a constant and retrieve it for use. If you are writing code
in C, the compiler will figure all of this out for you. It just happens that writing numbers
that do not fit in the instruction end up costing more flash space and more instruction
cycles to retrieve. By knowing this, you can save these resources.

The instructions can be explained, but it will be much more meaningful to enter and test
all the upcoming examples in IAR. Select the “assembler” branch in Github and open the
workspace in IAR. Open main_assembler.s and enter all the example code in the “main”
section.
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If you wanted to load the value 10 into r0, you would write the instruction like this:

Label Mnemonic Operands Comment
move_eg MOV ro, #10 5 ro = 10

Type this in and try it to see what happens. You should see 0xA load to RO. Note that you
must single step on each instruction (F11).

Figure 3-3 Main assembler example

Here are some examples assuming that r1 will be the Rm register for Op2. Every shift
left is equivalent to multiplying by 2; every shift right is equivalent to dividing by two and
throwing away the remainder.

Label Mnemonic Operands Comment
MOV ro, #10 5 ro = 10
MOV rli, ro 5 rl = ro
MOV ro, rl, LSL #4 ; r@ = rl % 16
MoV ro, rl, ASR #1 5 r@ = signed(rl / 2)

You can also shift by a number held in a register. Examples are as follows:

Label Mnemonic Operands Comment
MOV r2, #8 ;r2 =8
MOV ro, rl, LSL r2 5 r@ = rl x 2°r2
MoV ro, rl, ASR r2 5 r@ = signed(rl / 27r2)

Right now it will not be clear as to why you would need so many similar options (and
some that may seem pointless) for a simple move instruction. However, if you start
thinking about some more complex operations or scenarios where you are moving
numbers around and performing certain calculations, you might start to see how this can
come in handy.

Let’s look at a longer example. As each step is taken, the register contents will be shown
in the notes, but you should follow along with the debugger to see it working. A big part
of this exercise is getting more familiar with using the IAR debugger. Note we use two
Watch windows plus a Register window so we can see the core register locations in hex,
decimal, and binary. The project should debug on your development board, or you can
change the project options and work on the simulator here.

To be able to view a register value in multiple formats (e.g. to look at RO in decimal and
binary), you must use two different types of Watch windows (e.g. a Watch window and a
Live Watch window). You cannot just specify the same variable twice in the same window,
nor can you use different windows of the same type because IAR will automatically show
the variables with the same representation. You might think you have it set up so it will
work with the same type of window, but as soon as you step in the code it will change.
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Register =
Current CPU Registers
RO = 0=x00000100 R10 = O=x23124c608 IEAPSR
R1 = 0=00000400 R11 = 0O=00800400 Q 0
R2 = 0=00000004 R12 = 0=x30Dz0001 HIPSR 0=00
R3 = 0=00000300 R13 (SP) = 0=x20082000 H EPSR 0=01
R4 = 0=x00000000 R14 (LR} = O=xFFFFFFFF PC 0=00
RS = 0=01201044 O=z20000000 FRIMASK 0=00
R6 = 0=95402886 H =0 BASEPRI = 0=00
R7? = 0=x00100002 Z =10 BASEPRI_HMAX 0=00
RE8 = 0=020C0200 C 1 FAULTHASK 0=00
R9 = 0=40500900 ¥ =0 [ CONTROL 0=00
Fl 1 3
Register | Watch 2 | Statics x
Watch 1 x
Expression “alue Location i
Ra ObOO0O0O00OOOOOOOOO0O0000a0000000 RO 3
F1 Obo00ooooo0oo000000000010000000000 R1
R2 ObOO0oO0O00OOOOOOOOO0O00000000O000 R2
F3 Obo0Oooooo0oo000000000001100000000 R3 -
4 I 3
Live Watch x
Expression “alue Location Type i
Ra 256 R0 unsigned long )
R1 1024 Rl unsigned long 3
RZ 4 R2 unsigned long
F3 768 R3 unsigned lang il

Figure 3-4 Setting up register views

We start after the simple example but let’'s assume we have no idea what any of the
register values are yet, so we draw our memory like this:

ro

rl

r2

r3

NZCv

?

?

?

?

?

First, initialize registers r0, r1 and r2 like this:

MoV
MoV
MoV

ro, #0
ri,
r2, rl 5

#0 8

5 ro
ril
r2

We are not using MOVS instructions, so we cannot be sure what the NZCV flags are doing
(they will be set based on whatever last instruction set them, which we do not know). The
memory that we know looks like this:

ro

rl

r2

r3

NZCVv

0

0

0

?

?
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(W Now zero r3 and use the “S” flag to force an update to the APSR flags:
LA
MOVS r3, #0 ; r3 = 0, update APSR

Now we have the registers of interest initialized to known values. This, of course, is
exactly what you do in a high-level language - get your system in a known state. Now we
can safely proceed with the example to use different instructions to change the memory
locations and demonstrate the instruction set and processor operation.

P Next, fill up rO, r1 and r2 with more interesting numbers. MOV instructions could be used,
t‘?‘ but we will make life more interesting with some ADDs. It is acceptable to use one of the
source registers as the destination register as shown:

ADD ro, ro, #256 ; rd = ro + 256
ADD rl, rl, r0, LSL #2 5 rl = rl + (4 x ro)
MOV r2, ro, LSR #6 ; r2 = ro / 64
ro ri r2 r3 NzCv
256 1024 4 0 0110
Now try a subtract with the “S” flag:
SUBS r3, ril, ro 5 r3 = rl - r0, update APSR
ro ri r2 r3 NzCv
256 1024 4 768 X0XX

The other flags will update, but focus on the zero flag for now: the “x” represents don’t
care.

PRl The following instruction uses a condition code and will only be executed if the result of
|_—|.l the previous instruction (that is, the previous instruction that updates APSR) was zero.
Since it was not, this line of code will not actually be executed and r3 will remain 768.
If you are stepping through with the debugger, the program counter will point to the
MOVEQ line but when you step nothing happens except the program counter goes to the
next line. The IT instruction is required to set up for this conditional execution.

IT EQ ; Get ready for a conditional
MOVEQ r3, #1024 s if {Z}, r3 = 1024

ro ri r2 r3 NzCv
256 1024 4 768 X0xX

Pl Next, do a reverse subtraction with a left shift of rO by 4 (which is the same as multiply
[\_'—?l by 16). “Reverse” just means that instead of doing operandl - operand2, the processor
will do operand2 - operandl which might be important to you one day.

RSBS r3, rl, r0, LSL #4 5 r3 = (16 x r0) - ri
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ro rl r2 r3 NZCV

256 1024 4 3072 X0xx

Now do a multiplication instruction conditionally executed as long as the RSB did not
result in 0. Since the RSB resulted in a non-zero number, the MULNE instruction executes
and r3 is updated.

IT NE ; Get ready for a conditional
MULNE r3, r2, ro ;3 r3 =1r2x ro
r0 ri r2 r3 NZCV
256 1024 4 1024 X0xx

Try a comparison. Comparisons simply “look” at the values in the register to update flags,
so no registers will change their value as a result of this instruction other than the APSR
(even though the processor will actually subtract the two numbers). You do not have to
specify the “S” flag as it is implied by the instruction that you want to update APSR.

CMP r3, ril ; Set flags if rl == r3
r0 ri r2 3 NZCV
256 1024 4 1024 0110

For the last example case, use a logical bit-wise OR conditionally executed on the CMP
being equal, and update the flags on the result.

IT EQ ; Get ready for a conditional
ORREQS r3, ro, rl, LSR #10 5 r3 =r0 | (rl / 1024)
ro ri r2 r3 NzZCV
b'1 0000 0000' | b'0100 0000 0000’ 4 b'1 0000 0001' 0000

The memory is shown in binary for rO and r3 for clarity. The number 1024 in binary
shifted by 10 bits to the right is just 1. So, the result of the instruction is what you see in
r3.

This example has shown most of the different options available to code an instruction
and given lots of samples of Data Processing instructions that operate only on the core
registers. Until we are actually working towards a goal for a program, it will not be
entirely clear how all of these instructions are going to come together to make something
useful happen. In fact, Data Processing instructions by themselves will not suffice to
write a program. We have to get into the memory access instructions to load and store
memory to and from RAM, ROM, and peripheral registers.
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3.4 ¢ Load and Store Instructions

ARM is classified as a load-and-store architecture. The instruction set allows data
processing to occur only on the core’s registers, so there must be a way to get data in
and out of the core from RAM or ROM. There are quite a few different load and store
instructions but we will just look at the two simplest cases.

If you want to access a memory location, you must know where it is. The 32-bit address
of the memory location you want must be loaded into a register, which requires an
immediate to specify the address. What is not so obvious is how to load that number due
to the limitations of what numbers can be stored in an instruction vs. numbers that must
be stored as constants and accessed by reference.

LDR is “load register from memory” and STR is “store register to memory.” In their
simplest forms, they use a destination register and a pointer to a memory location as
arguments. For notation, a pointer is shown as the register in square brackets, like this:

[r1].

Continue the same program you have already been working on. Adjust the debug
environment so you can see a Register window and both the Memory and Symbolic
Memory windows. In both memory windows, enter “0x20000000” in the “Go to” areas so
that the windows show you the memory addresses we want to look at.

Figure 3-5 Memory and Symbolic Memory windows

The example will use registers rO and r1, and RAM locations 0x2000 0000 and 0x2000
0004. We know where valid RAM locations are from the “Memory model” section of the
user guide.

Assume our memory starts out like this:

r0 rl 0x2000 0000 0x2000 0004 NZCV
? ? ? ? 77?

First, make r1 point to the RAM space by loading the RAM address:

MOV rl, #0x20000000 5 rl = the target address (this
5 is a valid immediate)

Note that there is nothing that tells r1 that the value it has been loaded with is a pointer
- we just know that is what that number will be used for. Think of a child with a stick. To
you it’s a stick, to the child it could be a sword or a magic wand.
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We want the number 5000 to be loaded into the RAM location 0x20000000. The first step
is to get the number 5000 into a register, so can we do the following?
MOV re, #5000 ; re = 5000 ?

In this case, yes, because a move instruction can take as high as a 16-bit number. If
a larger number is needed, an LDR instruction is used that will automatically do two
things: store the number in a flash location and then update the instruction to access that
location to get the value into a core register. The location where this number is stored is
known as the “literal pool” where a bunch of constants hang out in flash memory (they
are written there as data locations by the assembler when you build code that requires
constants). The syntax is:

LDR ro, =5000 ; ro = 5000
Look at the Disassembly of the instruction above to see how it is actually encoded. See if
you can “find” where the value 5000 is. Regardless, the memory is now:

ri 0x2000 0000 0x2000 0004
0x2000 0000 ? ?

NZCVv
0000

ro
5000

Dereference the pointer in rl to store the value from r0 into RAM. The syntax requires
square brackets around the r1 mnemonic to indicate you want to use its contents as an
address pointer. The typical destination, source operand order is also reversed for an STR
instruction:

STR ro, [ri] 5 *xrl = ro
ro ri 0x2000 0000 0x2000 0004 NzCvV
5000 0x2000 0000 5000 ? 0000

If you look at your memory windows (and have correctly set them to show you address
0x20000000), you should see the new value written. Notice two things:

1. 0x1388 is hex for 5000 (this is where number conversions start to get handy)

2. The value is 32-bits and stored Little Endian (lowest byte first in memory)

Figure 3-6 Memory and Symbolic Memory windows

Now do a bunch of other operations to ensure you are comfortable with loading and
storing. See if you can predict the memory changes for each instruction before checking
with the debugger.

Multiply the value in rO by 4 using an LSL shift instruction. Update rl1 to the address of
the second RAM register we want to use by adding an offset (4 bytes) to the next 32-
bit memory address. Store the multiplied value in rO to the second RAM addressing by
dereferencing rl.
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° LSL ro, ro, #2 5 Multiply ro by 4
m‘ ADD ri, ril, #4 5 rl += 4 (new RAM address)
STR ro, [ri] 5 *rl = r0
ro ri 0x2000 0000 0x2000 0004 NZCV
20000 0x2000 0004 5000 20000 0000

Lastly, get the value stored in RAM at 0x20000004 and put it in r3. Stop your code from
running wild by putting a “branch” instruction back to the start of main:

L} LDR r3, [ri] 5 r3 = *xrl
I\___?l B main 5 Repeat infinitely

LDR and STR in their simplest form are indeed easy using registers as pointers. Any
value that is stored in RAM that is needed must be loaded to the core registers, used as
required and then stored back.

That is enough information to give us what we need to be able to load peripheral registers
in the next section, so we will leave it at that even though you could easily spend a whole
course learning all the ARM instructions and figuring out how to use them effectively to
write large programs.

3.5 e Hello World in Assembly

With the knowledge you now have of ARM assembler, you can complete the classic “Hello
World” program that practically every embedded designer will do when starting a new
design: a blinking LED. You can choose the LED to blink (we’ll use blue). We will also add
code to turn on a different LED whenever BUTTON3 is pressed.

This will demonstrate some basic code concepts like IF statements and function calls
using assembly language and should give you a bit more insight into what is happening
as a program runs. It also provides a brief introduction to how logical signals in the
processor translate to physical signals on the development board. That’s not the focus
here, though. These concepts are thoroughly covered a few chapters from now, but
peeking now will help get your mind ready for it. We will be brief, so you may want to
revisit this chapter after learning more about input and output registers.

The first thing you need to know is that each pin on the microcontroller is controlled by
certain registers. In some cases, the 0s and 1s in these registers will physically appear
as high and low voltages on the pins, which is how a line of code that executes in the
microcontroller can do something like turn on an LED. The registers for pin control are
grouped together in what we call a “peripheral” which is a block of hardware on the
processor responsible for the pins. The peripheral for controlling the pins we need is
called “PIOB” which stands for “Peripheral Input Output (Port) B”. “Ports” are just groups
of pins.

There are eight discrete LEDs on the development board that are controlled by this
peripheral. BUTTON3 is the button on the far right of the board and also controlled

by PIOB. In total, there are 9 signals, and each has a related bit position in the PIOB
registers. We know these positions by looking at their pin connections on the schematic.
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Figure 3-7 LEDs and buttons on the development board

The LEDs are at bits 13 - 20 (PB13-PB20), and BUTTON3 is at bit 2 (PB2). To help make
our code self-explanatory (the correct term is “self-documenting”), define some symbols
for these bits that explain exactly what and where they are. Write these just after the
“PUBLIC main” declaration in main_assembler.s:

5 “PUBLIC” declarations make labels from this file visible to others
PUBLIC main

; Constants

#define PB_20_LED_RED 0x00100000
#define PB_19_LED_GRN 0x00080000
#define PB_18_LED_BLU 0x00040000
#define PB_17_LED_YLW 0x00020000
#define PB_16_LED_CYN 0x00010000
#define PB_15_LED_ORG 0x00008000
#define PB_14_LED_PRP 0x00004000
#define PB_13_LED_WHT 0x00002000
#define PB_02_BUTTON3 0x00000004

For the peripheral to work properly, the registers that define its behavior must be set

up. Don't worry about what the registers do yet, just know that they are just memory
locations at specific addresses. All the registers are at addresses relative to the PIOB base
address, which is a number that has the symbol AT91C_PIOB_PER. If you care, you can
look up the actual address for that symbol in the AT91SAM3U4.h file and see that it is
0x400EQEQ0. Each register we need also has a symbol with its address in the header file.
To get the offset which will be used when we write the assembly language, we take the
absolute address of the register we want and subtract the absolute base address. Define
all the addresses we need as offsets in main_assembler.s just after the PIOB definitions
above.

; Register address offsets

#define PER_OER_OFFSET (AT91C_PIOB_OER - AT91C_PIOB_PER)
#define PER_OWER_OFFSET (AT91C_PIOB_OWER - AT91C_PIOB_PER)
#define PER_SODR_OFFSET (AT91C_PIOB_SODR - AT91C_PIOB_PER)
#define PER_CODR_OFFSET (AT91C_PIOB_CODR AT91C_PIOB_PER)
#define PER_ODSR_OFFSET (AT91C_PIOB_ODSR - AT91C_PIOB_PER)
#define PER_PDSR_OFFSET (AT91C_PIOB_PDSR AT91C_PIOB_PER)

The bits in each register control the PIOB peripheral. We must initialize the values in
certain registers to tell the processor what hardware is connected to them. All of this is
covered extensively in the GPIO and LED Driver chapter. For now, add the following after
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the register offsets. Make sure you include the comments! It is critically important to
document an assembly file well because they are inherently cryptic.

; Power Management Controller Configuration
; PMC enable register init (set to turn on power to Port B)
#define PMC_PCER_INIT (1 << AT91C_ID_PIOB)

; Port B Configuration

; PIO enable register (set to make pin GPIO)

#define PIOB_PER_INIT (PB_17_LED_YLW | PB_18_LED_BLU | PB_19_LED_GRN | \
PB_20_LED_RED | PB_16_LED_CYN | PB_15_LED_ORG | \
PB_14_LED_PRP | PB_13_LED_WHT | PB_02_BUTTON3)

; Output enable (data direction) registers (set to make pin an output)

#define PIOB_OER_INIT (PB_17_LED_YLW | PB_18_LED_BLU | PB_19_LED_GRN | \
PB_20_LED_RED | PB_16_LED_CYN | PB_15_LED_ORG | \
PB_14_LED_PRP | PB_13_LED_WHT)

; Output write enable (set to allow output writes to ODSR)
#define PIOB_OWER_INIT (PB_17_LED_YLW | PB_18_LED_BLU | \
PB_19_LED_GRN | PB_20_LED_RED)

; Output set registers (set to make output pins low)
#define PIOB_CODR_INIT O<[FFFFEFFFF

; Watchdog timer control
#define WDTMR_INIT 0x00008000

You can read the comments and get a basic understanding of what is happening, though
it is not yet supposed to make a lot of sense. For PMC_PCER_INIT, the number is created
by taking ‘1" and shifting it to the correct position. The number of shifts is AT91C_ID__
PIOB which is another value from the big header file that is the PIOB’s peripheral number
relative to the other peripherals in the processor.

We have the values we need to write the code now. The structure we will follow is a
structure that every embedded system will have. When the processor starts up, there
are some things that must be done only once to configure the processor. Once the
configuration is done, then a main loop is entered that carries out the main function of
the program. This loop runs forever as it does not make sense for an embedded system
to ever stop.

Use the WDTMR_INIT value that we defined to load a register called AT91C_WDTC_
WDMR. This turns off a special circuit in the microcontroller called a Watchdog Timer. See
the next chapter to learn more. To write the register with the value we want, the value

is loaded in r0, the target register address is loaded in r1, and then the value from r0 is
stored into the address pointed to by rl.

; Hello World program

init
LDR r0@, =WDTMR_INIT ;5 Load r@ with the init constant
LDR rl, =AT91C_WDTC_WDMR 5 Load rl WDTC_WDMR register address
STR  ro, [ri] 5 *rl = ro;

Next, we will load a register called AT91C_PMC_PCER with PMC_PCER_INIT using the
same core registers r0 and rl. See if you can write this code without looking at the
solution!
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LDR re@, =PMC_PCER_INIT ; Load r@ with the 1init constant
Eji‘ LDR rl, =AT91C_PMC_PCER ; Load r1 with address of PMC_PCER

STR ro, [ri] 5 *xrl = ro;

Now use r2 for the address of AT91C_PIOB_PER and load the PIOB_PER_INIT value.
Again, do this without looking at the code below if you can.

° LDR re@, =PIOB_PER_INIT ; Load RO with the 1inti constant
fﬁ?‘ LDR r2, =AT91C_PIOB_PER 5 Load R2 with address of PIOB_PER
STR ro, [r2] 5 *r2 = ro;

Three more PIOB registers still need to be initialized, but since we have the base address

of PIOB in r2, we do not have to waste instruction cycles to keep loading it with new

register values. Instead, we can encode the offsets we defined to reach the other PIOB
hui‘ registers we need. The PIOB_OER_INIT value is used for both the OER and OWER

registers.
LDR re@, =PIOB_OER_INIT ;5 Load RO with the 1init constant
STR ro, [r2, #PER_OER_OFFSET] 5 *(r2 + PER_OER_OFFSET) = ro0
STR re, [r2, #PER_OWER_OFFSET] 5 *(r2 + PER_OWER_OFFSET) = r0

Now load PIOB_CODR_INIT into rO and store it to PER_CODR using the offset.

S LDR ro@, =PIOB_CODR_INIT ; Load RO with the init constant
t??‘ STR ro, [r2, #PER_CODR_OFFSET] 5 *(r2 + PER_SODR_OFFSET) = r0

This completes the initialization needed. If you have been working in the simulator, attach
your development board and change the Project Options (right-click on eie_assembler) to
set the Debugger Driver to “J-Link/J-Trace” and check “Run to” main.

Figure 3-8 Setting Debugger to J-Link

Build the code and start the debugger. You are not going to see too much happening on
the development board for most of the lines of code, but you can look at the changes in
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the processor registers. Put a breakpoint on the LDR instruction after init and set up two
Register view windows. The first should have the Current CPU registers and the second
should show the PIOB group.

Figure 3-9 CPU registers

Step through each line of code and predict what will happen before each step. On reset,
the development board should initialize with the white, purple, blue, and cyan LEDs on

fully, and the other four just dimly lit. This is because of how the signal lines will “drift”
before they are initialized. By the time the init section of code is complete, all the LEDs
will be properly initialized to off.

Some registers you write to do not appear to change - any register whose value in the
debug window shows “WWWWWWWW?" is a write-only register so the debugger will never
show you the value. Writing to these registers impacts other registers. For example,
writing to PER_OER (the Output Enable Register) will cause PER_OSR (Output Status
Register) to change. If you use an older version of IAR, the write-only registers usually
show “0x00000000.”

Coding the main loop is next. The first step is to make the LED blink. What is involved in
making an LED blink? Even the simplest of tasks should be thought about and designed
prior to coding. Draw a flowchart to express what exactly we need to do in code.
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Figure 3-10 Flowchart of what is needed in the code

The initialization is already done, so the main_loop code just needs to toggle the LED and
wait. To toggle the LED, read PER_ODSR (Output Data Status Register) which contains
the current state of the LED. To toggle a bit, use an Exclusive OR (XOR) operation which
is the “EOR” instruction. We will use the blue LED which is bit 18 and has already been
given the symbol definition PB_18_LED_BLUE. PB_18_LED_BLUE can be called a “mask”
since it can be used to work with only the bit that corresponds to the blue LED (and thus
“masks off” the other bits). When PB_18_LED_BLUE is XORed with ODSR, any bit that is
0 in PB_18_LED_BLUE will not impact ODSR so we can consider those “don’t care” bits.
Only bit 18 may be affected. If we call the value in this bit “L” then after the XOR
operation, the value in ODSR will be toggled to !L (not-L, or opposite-L). Graphically, the
bits line up like this:

Figure 3-11 ODSR bits XORed with PB_18_LED_BLUE

To do this in code, use r3 to capture the current value of ODSR so we get the current
state of the LED. Then XOR the PB_18 LED_BLU value with r3 and store the result back
into r3. This flips bit 18. Then use a store instruction to load ODSR with the modified
Ls value. Since none of the other bits are touched, we can safely re-write them to ODSR.

main_loop
update_LED
LDR r3, [r2, #PER_ODSR_OFFSET] 5 r3 = x(r2 + PER_ODSR_OFFSET)
;5 read the current AT91C_PIOB_ODSR value
EOR r3, r3, #PB_18_LED_BLU 5 r3 = r3 XOR the value to toggle LED
STR r3, [r2, #PER_ODSR_OFFSET] 5 Write the modified value back to ODSR

Even though the syntax of assembly language is difficult at first, the fact that each line of
assembly code is such a small, discrete step makes it easier to understand than a line of
C code.
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If you are ultra-keen (and to avoid negative comments from embedded programming
experts), you should ask, “but what happens if something else changes the ODSR
register while the processor is working with the saved value in r3?” That will never
happen in this example. In the future, it could and this is one of the most infamous
sources of firmware bugs in embedded systems called the “read-modify-write” problem.
Because we are working in assembly language, it is obvious that there are three steps
involved in modifying a bit in a memory location. The equivalent operation in C is just
one line of code, which hides what is really happening because that one line of C code will
become three lines of assembler. This is immensely important.

Try building and running the code now. You won't see any light blinking, although the LED
you chose to use might look a little bit dim. Why? Because it is actually turning on and off
very quickly since we have not added the “wait” time to give each on or off state some
time to persist. To do that, we will use a function called “kill_x_cycles” which will literally
do nothing except waste millions of processor cycles for us.

The function has already been written and should be in the project. Open kill_x_cycles.s
and take a quick look. There are two very important things to consider here.

1. What registers do we need to pass values to this function assuming it will be
called from C?

2. How many instruction cycles does each instruction take so we can design this
function to get as close as possible to killing the specified number of cycles?

Compilers have rules about how they use registers. You can find these rules in the
compiler documentation. For IAR, see Help > C/C++ Development Guide and search

for “passing parameters” or “Calling assembler routines from C.” Historically, compilers
would rely on certain registers for parameter passing, usually RO-R3. A return value is
always in RO. The IAR8 C/C++ Development Guide does not specify specific rules for C,
though it does for C++. For C, the guide recommends writing a “skeleton function” that
has the parameters you want in the assembler function, compile the code, and look at the
register assignment.

Since we are not yet calling kill_x_cycles from any C code, we use any register we want
to. We'll choose r0 as it is most-likely the register that will be used by our C code when
we integrate this function later.

Whenever a function enters and returns a few instruction cycles are used. Since we are
trying to make this function as accurate as possible, the humber of entry and exit cycles
are figured out using the simulator and assigned to a value OVERHEAD. The calling
function specifies the number of cycles to be wasted, so this value must be adjusted by
OVERHEAD if the requested value is greater or equal than OVERHEAD, to begin with.
Watch out for overflows and underflows! A few labels are added to allow branching within
the function.

#define OVERHEAD 7

kill_x_cycles [1] Function entry

5
CMP ro, #OVERHEAD 5 [1] Check if x 1is at least OVERHEAD.
BLT kill_x_cycles_end ; [1] If x is less than the overhead, exit
SUB ro, ro, #OVERHEAD 5 [1] Reduce the count by OVERHEAD

To consume processor cycles, we set up a loop that will just count down the passed
parameter which is still sitting in r0. It takes three instruction cycles for one iteration of
the loop, so 3 is subtracted from r0 each time. Once the value underflows, the loop exists
and the function returns.
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kill_x_loop 5 [3 cycle loop]

SUBS ro, ro, #3 5 [1] Subtract the loop cycle cost

BPL kill_x_loop 5 [2] Check if positive or zero and repeat
kill_x_cycles_end

MOV PC, ri4 5 [1] Move the return address back to the PC
END

P To see the kill_x_cycles function which is external to main_assembler.s, it must be
[f—;?l declared at the start of main_assembler.s using the keyword EXTERN. Add this just above
the PUBLIC main declaration.

;5 “EXTERN” declarations make labels from other files visible here
EXTERN kill_x_cycles

5 “PUBLIC” declarations make labels from this file visible to others
PUBLIC main

Add a constant KILL_CYCLES after all the other constant definitions for the number of
'MW cycles we want to kill. 1 million is a good value to use since by default the development
board will be running on its 4MHz internal oscillator, so a million cycles are about 250ms.
That will blink our light twice per second.

To illustrate another way to declare a symbol, we use EQU instead of #define. EQU stands
for “equate” or assign a number to a symbol.

5 Other constants
KILL_CYCLES EQU 1000000 5 250ms x (4e6 cycles/sec) = 1le6 cycles

CYCLES value to r0 and use a “branch and link” instruction to call kill_x_cycles. Branch
and link does two things: it loads the program counter with the address of the function,
and it stores the return address of the next line of code in r14. Register r14 is a special
register called the “link register.” The sole purpose of the link register is holding the
return address from the most recent function call.

After the ODSR value has been updated with the existing STR instruction, load the KILL_

STR r3, [r2, #PER_ODSR_OFFSET] 5 Write the modified value back to ODSR
LDR ro@, =KILL_CYCLES 5 r@ = cycles to kill

BL kill_x_cycles ; Call the function

B main_loop ; Repeat infinitely

END

Once again, build and run the code and this time you should see the LED blinking. Note
LW that single-stepping through the kill_x_cycles function would take a long, long time. You
LL_?'I can run the code full speed, or you can use F10 to “step over” the kill_x_cycles function
call which will still run the code but does so at full speed without showing you what is
happening.

The last thing to do is add the check for BUTTON3 to decide if a second LED should be on.
Note that all the buttons on the development board are “active-low” so they will put logic
0 on the processor pin when they are pressed. In this example, we will control the yellow
LED. We should update our design document to include the check.
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Figure 3-12 Flowchart updated to show check

The current signal value of BUTTON3 can be read from the PDSR (Present Data Status
Register). You can test this in the debugger by running the code, pressing the button and
then halting while the button is still pressed. You should see bit 2 change states.

Checking the button is a very simple if-then-else statement. In pseudocode, it would be:

if(BUTTON3)
{

LED on;
}
else
{

LED off;
}

In assembler, you must consider the registers involved and use the correct instructions
to work with the processor flag bits properly. Checking the button involves reading PDSR
and looking just at the BUTTON3 bit. In one case it will be set, in the other case it will
be clear, so we can set up those two cases. Since code runs sequentially, you must jump
over the second case if the first case executes, so we add the label “continue” that is
the common point where both cases resume. Remember that the BUTTON3 signal is
active-low.
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check_button

LDR  r4, [r2, #PER_PDSR_OFFSET] r4 = x(r2 + PER_PDSR_OFFSET) read
the current AT91C_PIOB_PDSR value
Mask off all bits except BUTTON3

if (BUTTON3)

ANDS  r4, r4, #PB_02_BUTTON3
BNE button_not_pressed

button_pressed
button_not_pressed

continue

Once the state of the button is decided, the associated LED action is taken. The yellow
LED is controlled in the same ODSR register as the blue LED, so make sure you do not
corrupt the value there. That value is sitting in r3 from when we toggled it for the blue
LED. To turn the yellow LED on, just set its corresponding bit while leaving every other bit
alone. You can set bits using the logic OR instruction, “ORR.” A good way to test this is by
setting a breakpoint on the line so the code halts when you press the button.

button_pressed ; Add a breakpoint after this line
ORR r3, r3, #PB_17_LED_YLW 5 r3 |= PB_17_LED_YLW Turn on the
; yellow LED bit in r3

Jump over the next section using a branch instruction, “B”.
B continue 5 Jump around the other case to continue the program

Turning off the LED is accomplished by clearing the LED’s bit. You could use a logic AND
instruction with the inverse of PB_17_LED_YLW, or you can use the dedicated bit-clear in-
struction, “BIC.” You do not need to branch afterward since you are back to the common
code execution sequentially.

button_not_pressed
BIC r3, r3, #PB_17_LED_YLW ; Clear the yellow LED bit

Register r3 now has the updated blue and yellow LED states and the code to store this
value back to ODSR is already there from blinking the blue LED, so everything is done.
Build the code and test!

It should work well with the only complaint perhaps being the response of the LED to the
button sometimes being a little slow. This depends on where in the “WAIT” part of our
design the button is pressed since the LED will not respond until kill_x_cycles has finished
executing. This effect would get worse and worse as the rate of blinking slowed down. If
this was a product sold to consumers, they would probably complain. A hack would be to
check the button and update the LED inside kill_x_cycles, but then you make the function
entirely application-specific. If you didn’t call the function and just built the delay into the
main program, we would not have kill_x_cycles available for future use.

This example illustrates very important points in embedded development:
- The processor does exactly what you tell it to do
- Application-specific code cannot be reused
- Making code reusable can have undesired effects.

As systems grow in functionality and complexity, the programmer must be careful to
write code that will keep up and consider when effort can be made so that code can be
re-used. We generally want our systems to appear as though they are fully multi-tasking
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where they can do everything they need to do simultaneously. But one core can only
ever do one instruction at a time, so it is up to the programmer to design a system that
appears to manage everything it needs to do concurrently, even though that’s impossible.

The remaining chapters of this book take you through the design and implementation of a
system that appears to be multitasking despite having to serve many different functions.
While this could all be written in assembler, it is arguably a lot easier to write it in C and
even borrow some object-oriented concepts from C++. As you write in C, keep in mind
what you learned about how a processor really works and what the assembly language
consequences of every line of C code will be.
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Chapter 4 ¢ Embedded C

C is still, and might always be, the most widely used language for embedded
development. Therefore, it is likely the language on which much of your work as an
embedded firmware designer will be done. In no way is EiE intended to be a course in C
programming. EiE is the application of C programming in the embedded world, with focus
on system design, planning, and carefully documented implementation. The design of
the EiE firmware system requires a lot of C code, so if you are already a competent C /
C++ programmer, much of the work to come is based on the skill set you already have.
However, our emphasis is on describing the thoughts and processes that have helped us
write a lot of successful embedded software.

If you don’t know C-programming, you can likely pick up most of what you need to know
as you go along. However, when it comes to designing and writing your own code, a solid
knowledge of C syntax, data structures, and object-oriented design will be useful. There
are so many textbooks and online resources available for C. Make sure you know where
to look when you get stuck. For C-syntax, you need at least proficiency in the following:

e Variable types including enums and using typedefs
e Logical expressions and bit-wise logic operations

e Data structures like Structs and Arrays

e Pointers

e  Function calls, if-then-else, loops

e Memory allocation and usage (const, statics, the stack, the heap and dynamic
allocation)

There is a “C-primer” module on the EiE website that goes through a simulator-based
example program that touches on these base skills. It would be a good place to start
if you're new. It will help you get used to the coding conventions used in EiE, and it
takes more time to detail the various syntax and structures common to embedded C
programming.

In EiE, you will initially be writing low-level code as you construct processor setup and
initialization functions, but it will then progress to what you are probably more used to
as we write more complex and higher-level driver and API functions. Once you reach a
certain level of abstraction from the hardware, the target processor is barely part of the
equation.

4.1 e Documentation

One of the greatest skills any programmer can have is the ability to clearly and concisely
document their source code. Even if you are brand new to writing code, as soon as you
start looking at other people’s programs you will see very quickly how good they are at
communicating what their code does and how it works.

When working in industry on projects that span months if not years of full-time work
between yourself and others in your team, you will be amazed at how helpful coding
conventions and good documentation can be. Looking back at your old code - or
other people’s code - can be very confusing if that code is put together without good
documentation practices. Being consistent, commenting and documenting, and striving
for good design is essential for success.

Documentation does not just refer to code comments but is the complete picture of the
design that is created when the code, comments, function declarations, API descriptions,
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drawings, flowcharts, state diagrams, written notes, and user guides that are produced
for a design come together. Excellent documentation is critical for the maintainability of
code.

There is a delicate balance between too much and too little. “Self-documenting code”

is @ misnomer or at least highly subjective as people tend to believe that what they are
thinking is being communicated by the code that they write. Your code should tell a story.
A good story has a purpose, a plot and enough details to ensure you don’t get lost. If you
have too many details, the story is boring and reads too slow.

If you think of variables as your characters, their names should be recognizable, so you
know immediately what the context of the story is about. A function is like a chapter
that must be introduced, have a purpose and conclusion. Together, the chapters form a
coherent idea and support the overall objective of the story.

As a basic example, consider the following three variable declarations and decide which
one is the best:

u8 x = 0; /* Counter variable for button presses, max 255 x/
u8 ButtonPressCounter = 0; /* Counter variable for button presses, max 255 %/
u8 u8ButtonPressCounter = 0;

The first line does not give the variable a meaningful name but at least the purpose is
described in the comment. Anyone reading the code where operations involve “x” will
likely not know what it means without searching back to the declaration every time to
read the comment. If another function uses a variable named “x” for something totally
different, reading code can become confusing. The second line uses a self-documenting
name, so it is clear what the purpose of the variable is although we do not know the
type just by inspection when the variable is used. In this case, adding a comment is
redundant. The last line communicates the purpose and type clearly and concisely, so in
our opinion is the best choice.

This chapter introduces the formal guidelines that we have built up over nearly two
decades of writing code. Guidelines are not rigid but exist to offer a model to aim for.
They are always evolving. Programmers will agree and disagree on certain styles and
conventions when it comes to writing code, but within an organization, it is important to
agree to a standard.

Regardless of personal preference, perhaps there is one thing that everyone can agree on
when it comes to documentation:

e  Worst: wrong documentation

e Bad: no documentation

¢ Not as bad: poor documentation

e  OK: good quality, but inconsistent documentation
e Ideal: good quality, consistent documentation

Though it might take a few days to set up and document a coding standard, it's
something you do only once but it is useful forever. The earlier you do it, the better. It is
unrealistic to expect people to go back and update their work to meet a new standard.
New rules should be grandfathered in, or the overwhelming prospect of extra work will
kill any buy-in. Once a decision to use a standard is made, it must be adhered to. Ideally,
your standard is in place before the first line of code is written, but even if it's not, it's
never too late to start.
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4.2 ¢ Doxygen

Structuring your story is one thing, but let’s start by introducing an automated tool that
may help. There are several documentation tools that you can use to further enhance
(or detract) from the overall picture. Doxygen is one used frequently in C and C++,
and is self-described as the “...de facto standard tool for generating documentation...”
From our experience, the claim is mostly true, not just because it works quite well, but
also because, as far as we have seen, there isn’t any alternative if your programming
language of choice is C. Doxygen is essentially the same as Javadocs if you happen to
have used that in Javaland.

Doxygen uses a knowledge of C-syntax and special tags that you add in your comments
to parse all your code and put together a summary of what it finds in a nicely formatted
HTML document. Each source file is presented with a list of functions and variables for
you to view. You can run Doxygen on a project that has not been tagged and it will do its
best to understand and map the code.

The usefulness of these output files is debatable. There are two general problems we
have found with Doxygen:

1. An excessive number of tags in source code makes directly reading the source
code files awkward.

2. Without a defined process for structuring code and comments, Doxygen output
can be tremendously confusing and/or useless.

Doxygen output can be useful for API-level firmware, where developers need a good
summary of all the functions available. If the documentation is structured well, having
this resource can be very helpful. However, a lot of embedded firmware is not used this
way, so letting Doxygen parse everything ends up producing a lot of information that is
discouragingly overwhelming and debatably functional. If you're writing a single-purpose
firmware base that will never be used again, the extra effort to use Doxygen is likely not
worth it.

Embedded designers often work directly in the source files with different functions

and rely on reading the comments in the code. This is where the Doxygen tags can

be irritating if they’re all over the place, as they make reading the regular comments
difficult. If you are new to using an existing embedded system, understanding the code
so you can use it will take much more than a high-level summary of the functions.

While no software can prevent you from writing a wrong description or failing to update
some text after code changes, Doxygen goes a long way in helping to keep your
documentation up to date. Choosing to use Doxygen is a big — and important - step.

If using Doxygen is an afterthought where you cross your fingers and tell your boss
about the hundreds of pages of “documentation” your code now has, you might want
to reconsider your position. Automatic generation does not magically provide great
documentation. You need to intelligently add Doxygen tags to your code and existing
comments so that the resulting documentation output is useful and includes the right
information.

4.2.1 ¢ Documenting the “right information”

The starting point is to make sure that good documentation already exists in your code.

It is our belief that the documented source code should be able to stand on its own.
Doxygen just makes it easier to reference the entire project conveniently in a separate
browser window so you can be writing code in your IDE while referencing the system API
in a browser. Since members are hyperlinked to their definitions, it becomes easier to
quickly find the information you need to use the APIL. The “right information” to capture of
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course depends on what you want people to reference.

The steps below detail what we thought about the first time we added Doxygen
documentation to the EiE firmware source code. We initially spent a day learning the
required syntax and how best to integrate that into our existing documentation in a way
that we were happy with. We did not want to do a lot of modification to our commenting
style and wanted to produce an output that was useful.

Figure 4-1 Adding Doxygen documentation

We worked with just one of our files and set up Doxygen and a browser, so we could
make changes to the source code and then quickly re-generate the HTML and refresh the
browser to see the result immediately. Focusing like this and testing let us experiment
with a lot of the different tags and options in a controlled way. Not everything did what
we wanted, especially when we tried to force a few object-oriented concepts into our
documentation. Through many iterations of making incremental changes in the source
and header files, we settled on the style and subsequent conventions for our code. In the
end, we were quite happy with the result and it was a minimal impact on the look and
feel of the original source code.

If you want to try generating the HTML for the EiE system, download the latest version

of Doxygen from doxygen.org or get it from the archive on the EiE website. Select the
“embeddedC” branch in Git and browse to the “doxygen” folder in the repository. There
you will find the DoxygenConfigEiE file. We do not archive all the HTML files in every
branch, only the final branch in the tree has them (zipped) due to space and maintenance
concerns. The HTML folder should automatically be excluded from Git in the gitignore file.
If you work through this example, you can generate the files and look at them, and do
the same for any subsequent chapter.

4.2.2 o Create a Configuration File

Doxygen’s user documentation is quite good but of course subject to one’s own
interpretations. There aren’t many references to the configuration GUI, so we will detail
that here.

At the top (“Step 1”), enter the “working directory” which is the reference point that
any other path will use. There are a LOT of files generated and updated by Doxygen, so
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during development, this would be highly irritating to maintain and confusingly clutter any
commits you made. We have seen many releases zip the documentation and just include
that with each release. If you follow our model, create a “doxygen” folder to keep your
configuration file, but exclude the “HTML” folder from version control. Unfortunately, you
cannot specify a relative path here.

We chose to use the “Wizard” settings in the GUI to see the initial results and then
worked with the Expert settings to tweak a few things. We found that both tabs
simultaneously change the resulting configuration file that is used to generate the output,
so be careful you don’t undo a change by switching inputs. The “Project” Topic is almost
self-explanatory. All our source code is at the previous directory level “../” and the
destination is the working directory.

Figure 4-2 Doxygen GUI "Wizard"

The “Mode” section is where you choose what information is pulled out of your code by
the Doxygen parser. Try “All Entities” at first to see what you get. It’s a lot, especially
on a large code base. Every #define will be added to the documentation package which
might not be what you want. Having too much information that you don’t need makes
finding the information you do need difficult.
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Figure 4-3 Doxygen GUI "Mode"

We started by working with just one .c and .h source file pair and added in the
documentation tags to extract what we wanted in what we thought was a useful format.
“Documented entities only” must be selected, and it is our recommendation to use this
Mode all the time. You can play around in the Expert tab to turn on more options about
what the parser picks out automatically if you have specific needs.

The “Output” topic is trivial, and “Diagrams” are not applicable to C. All that's left is

to click “Run doxygen” on the Run tab and see what happens. Click the “Show HTML
output” button to launch the result in your browser. If you are just starting the Doxygen
documentation, then you will have tons of warnings about undocumented Members. Once
you have figured out your style and updated all your code, then it makes sense to start
addressing the remaining warnings.

Save your configuration file. This could be a nice distribution option for Doxygen users
who could then generate their own documentation in the way you intended. This would
save including the generated documents with the source code, though explaining to
someone how to use Doxygen to generate the HTML might be tricky (we have most of
this guide on the EiE website if you want to send them the link).

4.2.3 o Special Comment Blocks

To control what Doxygen will parse out of your code you have to set up special
comments. The Doxygen parser can read programming syntax to extract many details
about the code, but it has to have a way to know what parts of your code comments it
should look at. Therefore, a tagging system was designed that offers a fairly unobtrusive
way to modify C comment blocks so that Doxygen knows to pay attention to them.

Typically, the Doxygen special comment blocks are described like this:
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/*1 OR /** OR 1/
* * "
*/ */ "

If you read the manual carefully, you see that all that really matters is the starting
character sequence. If you diligently comment with legacy C-style /* and */ comment
blocks, then you only have to change the start of a comment block with /** or /*!
Instead of just /*. This, of course, is not anything special to C since once you are inside
/* nothing matters until */ is reached. If you use “//” then it's quite easy to add an
additional ‘/* and it only looks mildly funny.

An important note: if you use Doxygen, don’t forget to tell all your new employees who
may have never heard of it. This will avoid breaking the heart of a junior engineer who
happily reports to you that they removed all the extra ‘/’ characters from the source code
library for you.

Many people use /*****x*xx*x*x “fances” around comments to make them stand out which
means those comment blocks are already going to be parsed by Doxygen since they start
with /**, However, Doxygen is smart enough to ignore these blocks unless it finds some
additional tags which are described in the next section.

The intermediate ‘*’ characters are not required. We find these irritating and time
consuming to add if you don’t already use them. They make absolutely no difference
unless you are standardizing their use to make a distinction between comments you
expect to be included in Doxygen output and ones that you do not. We believe there
should be a distinction, albeit a subtle one, which is why we have adopted the /*! as the
marker to use for all Doxygen intended comment blocks.

Two other things to note:

1. Comment blocks will not be parsed if the file in which they live is not flagged to
be included. We'll get to that in the next section.

2. We can generally say that comment blocks will be associated with the code
that follows the comment. This is described more thoroughly in the Doxygen
documentation.

Here is an example:

/* R R R B R R B b S T B B B P S B P & S P 'S

The comments in here are to be parsed by Doxygen because the ¢!’ was added after
the first /x. If Doxygen finds some tags in the body of this comment, it will add
this information into the output document. This comment block will be associated
with the function below.

*/

void function(void)

{.}

If you want to follow some code with a comment, you can use ‘<’ to indicate that the
comment applies to the code that comes before the special comment block. Documenting
members in structs or comments on preprocessor definitions are two good examples
where this is useful.

typedef struct
{

u32 u32Example, /*!< Example 4 byte number x*/

bool bExample ///< Example with C++ style comment
} ExampleStructType;
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#define EXAMPLE (u8)42 /*1< This will describe EXAMPLE x/

4.2.4 e Doxygen tags in code

Once you have special comment blocks in place, you should add tags to designate specific
information in the comment. The format of a tag can be \tag or @tag. To make the tags
standout, we use ‘@’ for all our tags.

There are a lot of tags which are referred to as “Special Commands” in the Doxygen

manual.

Figure 4-4 Doxygen - Special Commands

A summary of the tags we commonly use is shown below, but no doubt you will want to
capture your own list and modify it over time as you use it. It's recommended to include
this in your style guide and coding conventions documentation.
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@file <filename> tells the Doxygen parser to look at the file where it finds this
tag.

@brief identifies a short description of a file. The short description can be

very long, but of course, it should not be. An empty line, another tag, or the
end of the special comment block mark the end of this section. Any additional
text after @brief but before any other tag or the end of the block will be
automatically added as part of the long description (the brief description will be
followed by a clickable “MORE” link to show this).

@enum <enum hame> associates a special comment block with the enum
name specified

@struct <struct name> associates a special comment block with the struct
name specified

@fn <full function declaration> associates a special comment block with the
function specified. It must include the arguments exactly as they appear in the
function definition.

@param <parameter name> associates the following description with the
parameter. This should be used inside the special comment block that is
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associated with the function where the parameter is listed. You can specify [in],
[out], or [in,out] which will appear in the documentation. Since we set up our
code to document inside our existing Requires / Promises indicators, we found
the use of [in] to be redundant.

e @return <value> describes the return values of the associated function.

There are also some good tags to help identify or control the parser in ways we were
looking for.

e @publicsection can group and thus control how functions intended for
public API use are documented. This would be automatic for Object-Oriented
languages.

e (@protectedsection can group and thus control how functions intended for
protected API use are documented. This would be automatic for Object-
Oriented languages.

e (@privatesection can group and thus control how functions intended for private
use are documented. By default, private functions are NOT included in the
output. This would be automatic for Object-Oriented languages.

e @cond <name> starts a section that will be conditionally parsed. This is
the best way we found to exclude anything you do not want to appear in the
documentation, like a long list of #defines that are used locally and would
otherwise just clutter up the documentation pages.

e @endcond pairs to @cond to end the section

4.2.5 ¢ Doxygen Example

Here is an example of a shortened source file which will show how we’re using the
majority of these tags. The @file tag must be included at the start for the file to get
parsed by Doxygen.

/*[*******************************************************************************
@file adcl2.c
@brief 12-bit ADC driver and API

Driver function to give access to the 12-bit ADC on the EiE development boards.
*********************************************************************************/

static fnCode_type Adcl2_StateMachine; /*!< The state machine function pointer *

/

/*! @publicsection */

JHRl e
@fn void Adcl2AssignCallback(Adcl2ChannelType eAdcChannel_, fnCode_ul6_type fpUser-
Callback_)

@brief Assigns callback for the client application.

This is how the ADC result for any channel is accessed. The callback function

must have one ul6 parameter where the result is passed. Define the function that
will be used for the callback, then assign this during user task initialization.

Different callbacks may be assigned for each channel.

Example:
void UserApp_AdcCallback(ul6é ul6Result_);

void UserApplInitialize(void)
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{
Adc12AssignCallback (ADC12_BLADE_AN®, UserApp_AdcCallback);

3

Requires:
@param eAdcChannel_ is the channel to which the callback will be assigned
@param fpUserCallback_ 1is the function address (name) for the user’s callback

Promises:
- Adcl2_fpCallbackCh<eAdcChannel_> ADC global value loaded with fpUserCallback_

*/
void Adcl2AssignCallback(Adcl2ChannelType eAdcChannel_, fnCode_ul6_type

fpUserCallback_)
{.}

When Doxygen processes this file, the top of the HTML output looks like this:

Figure 4-5 Example HTML output

The Adcl2AssignCallback function documentation looks like this:
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Figure 4-6 Doxygen output for Adc12AssignCallback function

The only thing we don’t like is that paragraph text is combined into a single paragraph
meaning that whitespace disappears if there is no complete empty line between lines
in the comment block. You can add ‘\n’ in the comments but then the source code
comments start to look crazy even though the Doxygen output is cleaned up. There’s
probably an easier way to fix this, but at the time of writing, we haven’t discovered it.

Once you have decided exactly how you will use Doxygen, capture the process and
always be sure all developers reference it when writing code. When a good Doxygen
process is combined with well-defined coding conventions, the overall quality of firmware
can be greatly improved.

4.3 e Coding Conventions

The coding conventions for EiE are a combination of style guidelines, processes, and
rules. This complements the more rigorous coding standards defined by the MISRA
C:2012 standard. The MISRA C rules shall apply in cases where specific comments are
not supplemented here. If you have not read the MISRA standard, get a copy and look
through it (it's not expensive).

Experienced programmers will likely know exactly the reason that the majority of the
MISRA rules exist because they have probably come across a bug that resulted from the
rule being broken.

4.3.1 e Type Definitions

C supports 8-bit, 16-bit, and 32-bit integers both signed an unsigned. It also supports
floating-point numbers but in many cases, embedded systems do not, so we will focus
on integers. There are quite a few different conventions for type names these days. The
following list shows just a few for unsigned integer values that you might come across:
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e unsigned char | UCHAR | uint8_t | u8
e unsigned short | USHORT | uintl6_t | ul6
e unsigned long | ULONG | uint32_t | u32

Type definitions are used to equate these and can be found in typedefs.h. We prefer
the u8/u16/u32 style because they are self-documenting and fast to type. They also
cooperate well with Hungarian notation. The signed variants are s8, s16 and s32.

4.3.2 e Hungarian Notation

There are many conventions for naming variables. We will use Hungarian notation which
means the variable type is included in the variable name. All variables shall be named
starting with an abbreviation of their type. Structs start with “st”, enums start with “e”
and C strings start with “au8” since they are arrays of u8.

Variable names should be proper English words that fully describe the variable. There is
no restriction on length and full words should be used in favor of ambiguous or misleading
abbreviations.

Multiple word names are capitalized with no spaces or underscores. All uppercase
acronyms should not be used - only the first letter should be capitalized (e.g. Led not
LED).

Examples:

u8 u8Counter;

ExampleStructType stExampleStuct;
u8 au8WelcomeMessage[] = “Hello”;
LedColorType elLedColor

Pointers to any variable type shall be named “p<type>" for example “pu8” is a pointer
to a u8, “pau8” is a pointer to array of u8, and “ppu8” is a pointer to a pointer to u8. The
pointer "splat" (the '*') should always be on the variable type NOT on the variable name.

Function parameters shall end in an underscore.
Examples:

u8* pu8TransmitByte
void function(u8 u8Parameterl_, u8x pu8Parameter2_)

The only naming exception is for locally scoped index variables like the traditional i, j, and
k used for loops.

for(u8 i = 0; i < 10; i++)
{

au8Example[i] = 0;
}

If the scope of the index is beyond the local loop, define the index variable at the
beginning of the function with all other variable definitions and follow proper naming.

void function(void)

{
u8 u8BufferIndex;
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for (u8BufferIndex = 0; u8BufferIndex < 10; u8BufferIndex++)
{
au8ExampleBuffer[u8BufferIndex] = 2 * u8BufferIndex;
}
au8ExampleBuffer [u8Bufferindex] = 0;

}

4.3.3 e Preprocessor Symbol Definitions

Preprocessor definitions are all uppercase letters beginning with the type and with each
word separated by an underscore. TYPE_UPPER_CASE_NAME. They shall be type cast to
their declared type and should have an associated comment for their purpose. If they are
global in scope, they should have a Doxygen tag.

#define US_EXAMPLE_CONSTANT (u8)20 /* Example constant declaration x/

Bit locations as pre-processor definitions shall have a leading underscore and then follow
the same convention as other constants.

#define _U32_EXAMPLE_BIT (u32)0x00008000 /* Example bit declaration */

4.3.4 ¢ Braces { }

Braces for functions, loops, and conditional execution shall always begin on the line
following the function, loop, or conditional execution line of code. Both the opening and
closing braces shall be at the same indent level as the encompassing line of code. All
functions shall include a comment following the brace in the form /* end function() */ .
Code within braces that exceeds more than 20 lines, or code where a comment is deemed
helpful, should have a closing comment.

void ExampleFunction(void)

{
for(u8 i = 0; i < 10; 1i++)
{
/* Loop code x/
}

} /* end ExampleFunction() */
4.3.5 e Switch statements

Switch statements shall use braces to contain all the code within the switch statement.

A comment /* end switch <condition> */ shall be included after the closing brace. Each
case statement shall be indented by two spaces and the case statement’s code shall be
enclosed in braces. Switch statements must have a default case. Any case statement
where the code is expected to fall through to the next case shall include the comment “/*
fall through to next case */”

switch (u8Value)
{

case 1:

/x fall through to next case */
}

case 2:

{

break;
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}
default:

{

break;

}
} /* end switch (u8Value) x*/

4.3.6 e White Space

Sufficient white space shall be used to facilitate code readability and quality appearance.
File sections and functions shall be separated with two empty lines.

void AntApiRunActiveState(void)
{

AntApi_StateMachine();

} /* end AntApiRunActiveState */

/*********************************************************************************

State Machine Function Definitions
*********************************************************************************/

/* Wait for a message to be queued */
static void AntApiSM_Idle(void)

Operators and nested parenthesis shall have one space between characters.

NVIC_DisableIRQ( (IRQn_Type) (psSspPeripheral_->u8Peripheralld) );

*pu8Result_ = (u8AbsoluteValue / 10) + NUMBER_ASCII_TO_DEC;

Where appropriate, additional spaces may be inserted to assist in formatting code to be
readable and facilitate recognition of intentional similarities or unintended differences.

psNewMessage->u32Token = Msg_u32Token;
psNewMessage->u32Size u32CurrentMessageSize;
psNewMessage->psNextMessage NULL;

4.3.7 o Global Variables

Global variables are necessary for resource-limited systems, so are allowed but must
be carefully managed. All source files have three sections near the top of the file where
Globals are captured. Each section has rules that govern how the variables are named,
their scope, and how they should be commented.

Variables with a full Global scope should be declared volatile. Their name shall start with
“G_<type><taskname><variable_name>" and should be initialized in the declaration.
For arrays or structs where this is not practical, the variable shall be initialized in the
task’s Initialization function where the variable is declared.

KKK AR A A KA AR A AR A AR A AR A AR A AR A A A AR A A A A AR A AR A AR AR KR AR KA AR AR R AR ARk A Ak kA Ak Ak kA Ak kA hkkkhkkk

Global variable definitions with scope across entire project.
All Global variable names shall start with “G_<type>Example”
*********************************************************************************/
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/* New variables x/
volatile u32 G_u32ExampleCounter = 0; /* counter in Example task used everywhere x/

Global variables from other tasks are made visible using the “extern” keyword. They shall
not be re-initialized. Their description shall only be the origin file name of the variable to
avoid any stale comments accumulating where they are used.

/* Existing variables (defined in other files -- should all contain the “extern”
keyword and indicate the source file from which they originate) x/
extern volatile u32 G_u32Example; /* From example.c x/

Variables that are global only to a task where they are declared are in the third
section. These are always static and start with the task’s name, underscore, then
regular Hungarian notation. <taskname>_ <type><variable_name> such as Example_
u32CallCounter.

/********************************************************************************
Global variable definitions with scope limited to this local application. Variable

names shall start with “Example_<type>” and be declared as static.
*********************************************************************************/

static u32 Example_u32CallCounter; /* Track # of task calls x/
4.3.8 e Doxygen Tags

Doxygen tags to define special function blocks shall be /*! style.

4.3.9 e Function Declarations

Function definitions in .c files shall have the following information and must be formatted
for use with Doxygen. The sections are:

e @fn and a copy of the complete declaration code followed by a blank line

e  (@brief a short description of the main purpose of the function followed by a
blank line

e Additional description text if required followed by a blank line.

e Example usage if required followed by a blank line.

e Requires / Promises that describes the pre- and post-conditions for the function
- Any parameters are specified with @param.

- To preserve Doxygen formatting, comments in Requires / Promises should
appear before the @param descriptions and be prefixed with “- “ (a dash
followed by a space).

- @Returns may be used where return values can be described with a single
description.

- Boolean return values may be described separately as “- “ prefixed
comments.

- There must be a space between the Requires and Promises sections.

- The comment block ends with a blank line and closing */
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e e /
@fn static bool AntQueueExtendedApplicationMessage(AntApplicationMessageType eMes-—
sageType_, u8* pu8DataSource_, AntExtendedDataType* psExtData_)

@brief Creates a new ANT message structure and adds it to G_psAntApplicationMsgList.

The Application list is used to communicate message information between the ANT
driver and the ANT_API simplified interface task.

Requires:
- Enough space 1is available on the heap

@param eMessageType_ specifies the type of message
@param pu8DataSource_ is a pointer to the first element of an array of 8 data bytes
@param psTargetList_ is a pointer to the list pointer that is being updated

Promises:

- A new list item 1in the target linked list 1is created and inserted at the end
of the list.

- Returns TRUE if the entry is added successfully.

- Returns FALSE if the malloc fails or the list is full.

*/

Production code should verify any pre-condition as best as possible, or use ASSERT to
check parameters and anything else that could possibly be checked in debug mode. For
internal purposes, it is permissible to assume that the “Requires” specifications are fully
met. Therefore, when using any function, it is imperative that the calling task meets the
function’s requirements.

4.3.10 o State Declarations

State definitions in .c files have only the function name and brief description of the main
purpose of the state. Promises / Requires are not necessary unless the author feels they
are needed. State diagrams should be provided outside of the code.

e e e

@fn static void AntSM_TransmitMessage (void)

@brief Wait for an ANT message to be transmitted. This state only occurs once the
handshaking transaction has been completed and transmitted to ANT is verified and
underway .

*/

4.3.11 o Tabs and Indenting

The development IDE shall be set to insert two spaces when “Tab” is pressed. Code shall
be indented with a clear hierarchy which in most cases is automatically performed by the
IDE.

4.3.12 o Operator Precedence

The compiler shall not be relied on for operator precedence. Parenthesis shall be used to
clearly define the expected order of operations.
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while( (ANT_SSP_FLAGS & _SSP_RX_COMPLETE) &&
(Ant_u32RxTimer < ANT_ACTIVITY_TIME_COUNT) )

au8CommandLine[0] = (i / 10) + 0x30;
4.4 ¢ C project file overview

Now that you know the rules and style guidelines for writing firmware in EiE, we can
begin building our system. Our goal with this book is to share our thinking and thus our
experience in designing embedded systems. This is not THE way to design a system, it
is A way to design a system that has very particular characteristics and applications. We
hope that by sharing this process you can see the depth and breadth of designing and
writing a firmware system. You are encouraged to challenge the ideas presented if you
do not agree. You are welcome to adopt or refute any style, process, or decision that we
make.

You will benefit the most by reading our comments about what we plan to do and trying
to write the code yourself. It will be easy to look at the solution, but you will learn much
more if you can think through each problem, come up with your own solutions, then
compare our method to solve it. From a black-box perspective (i.e. not caring HOW a
function is implemented, just that the inputs and outputs are identical), your solution and
our solution should be interchangeable. If you look inside that box and compare source
code, it may be entirely different. Look for efficiency, robustness, edge case coverage,
error handling and anything else that affects the quality of the code. Understand that the
decisions made are always influenced by our experience and present knowledge.

I don’t know
but, it does not
matter

What's inside
the box?

<

CAUTION:

INPUT _> CONTAINS —} OUTPUT

CODE

Figure 4-7 Black-box perspective

You already know how to create an assembly-based project in the IAR IDE and the
process is identical for projects in C. We start by introducing the files that the remainder
of EiE will be based on along with the program structure. These are very close to what
you have been working with in the previous chapter with a few more hooks in place to get
us going in the right direction. You will also start to see the application of conventions for
our code.

Make sure to have the “embeddedC” code for this module downloaded and open in IAR.
If you want to get all the code for this chapter, simply load the next chapter’s branch
because from here on each chapter’s starting point is the previous chapter’s ending point
other than new files that will be added to the project for each chapter.

Expand all the sections in the workspace window and notice that there are 14 files in the
project and the program does not even really do anything yet!
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Figure 4-8 Workspace file structure

The files are grouped to try and make it easy to hide those that you do not need to worry
about depending on what you are developing. We like to keep our source and include files
all in the project but split up into folders so we can find them. The structure is explained

here:

1.
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_BSP (Board Support Package): This is the collection of files specific to the
hardware target you are working with. In most cases, you must write a BSP
for any development board or product that you are working on, because of the
hardware-specific nature of what these files do.

_CMSIS (Cortex Microcontroller Software Interface Standard): header files that
meet CMSIS naming conventions. These functions generally provide the low-
level register access that must be done in assembler as there is no equivalent C
syntax to do them. These are called “intrinsic” functions.

_Drivers: All the low-level and mid-level peripheral drivers that provide basic
functionality to the development board. These may be somewhat board specific
but are intended to have compile-time definitions or options that allow them to
be generic for the processor family. Some of these could arguably be in the BSP
group.

Application: high-level functions that should be entirely abstracted from the
hardware and run main services or functionality on the target.

Output: IAR-generated folder for debug files.
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Here is a list of files in each folder. These will be part of every project that is done from
this point, though some will grow in content as we add more drivers. These files have
Doxygen tags added per our conventions.

1.

10.

11.
12.
13.
14.

AT91SAM3U4.h: processor-specific header file with all the register and bit
names from the datasheet for the processor. Use the file specific to your target
processor as some definitions may be different between processors in the same
family. For the SAM3Ux series, they all reference the same file.

configuration.h: collection of system-specific configuration settings. Hardware
abstraction is difficult to do in embedded and using this central file is part of
our answer to that challenging problem. All the header file #includes will be
here, so every source file should include configuration.h. You are welcome to
argue that this is bad style since it obfuscates the dependencies of each source
file. However, try working with a 100-source file project and adding or changing
a header file #include to each one.

eiefl-pcb-01.h: target board-specific header file with relevant definitions and
function declarations.

sam3u2-flash.icf: processor linker file that contains all the memory region
mappings. This file has been updated from the version you saw in the Assembly
chapter to better access and allocate RAM, stack, and heap space.

typedefs.h: header file with type definitions for the typical variable types used
for 8, 16 and 32-bit numbers (signed and unsigned). If the code is ported to

a different platform, then the appropriate type definitions can be modified if
required to ensure the type sizes are correct.

board_cstartup_iar.c: the start-up file that sets the vector table, does basic
initializations and calls main().

eiefl-pcb-01.c: target board-specific source file.

kill_x_cycles.s: assembly file with the killing time function detailed in the
Assembler chapter. In a few chapters, this will be replaced by a much better
method of killing time.

core_cm3.h: header file for Cortex-M3 CMSIS interface. The corresponding .c
source file is not required to be added to the project as everything we need is
inlined within the header file. This file is provided by ARM and Doxygen tagged
using different conventions than our own.

exceptions.h: required declarations for all the exception handlers (more on this
later!)

interrupts.h: required declarations for system interrupts (more on this later!)
exceptions.c: source file for all the exception handlers (more on this later!)
main.h: header file for main.

main.c: source file for main.

There is not too much code written yet, though you will probably notice some existing
definitions in the header files. For example, eiefl-pcb-01.h has some comments
describing setup values specific to the PCB. The details of these values will be described
later in this chapter, but for now look to see our method of setting these values up. All
the bits in those registers need to be loaded with values to make the corresponding
peripheral function correctly. We create initialization values for the entire register at once.
The image below shows an example of how the initialization value is documented.
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Figure 4-9 Final INIT value and Bit descriptions

Once the full 32-bit value is defined, it can be loaded directly to the register in a single
line of code. Other developers may do bit-wise definitions using vendor configuration
functions. We find that to be more confusing and it does not force the developer to
understand and assign each register bit. Part of working with a new processor is to
understand everything about it and solve problems at the beginning. Our configuration
values comment each bit so we know its purpose and we explicitly choose its value. There
are a lot of registers to set up, but copy and paste helps a great deal. There is even a
template definition at the very end of the eief1-pcb-01.h file to help. In the end, it will
take several hours to fully set up a file like this which may feel like a lot, but the benefits
far outweigh the costs of that time.

4.4.1 ¢ Accessing Registers
There is a standard CMSIS convention for organizing and accessing peripherals on Cortex

processors. At first glance, it can be confusing. The key is to learn the process of finding
the information you need.
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Each peripheral is set up as a big struct of registers in the vendor-provided header file
like AT91SAM3U4.h. For this example, we’ll use the “PIO" peripheral. Grouping register
names in a struct guarantees that the address assignments are sequential, so every
register address does not have to be specified and is thus easily portable.

typedef struct _AT91S_PIO {

AT91_REG PIO_PER; // PIO Enable Register
AT91_REG PIO_PDR; // PIO Disable Register
AT91_REG PIO_PSR; // PIO Status Register
AT91_REG Reserved0[1]; // Spacer

/* about 50 more! */
} AT91S_PIO, *AT91PS_PIO;

Each register is of type “AT91_REG” which is just a u32 type. Giving it a unique type
name helps the compiler detect type mismatches when you are making assignments to
variables. The first symbol in the struct typedef, PIO_PER, is a 32-bit number for a regis-
ter called PIO_PER. Since it’s first, its address offset in the struct is 0.

PIO_PDR is the second 32-bit member, so its address offset is 4 bytes. Addresses

are always byte-wise. PIO_PSR is at offset 8. The “Reservedx[y]” values you see are
spacers because -- for whatever reason we do not know -- the peripheral register is not
sequentially next in the address space. The struct definition still must account for the
addresses so that the system works.

At the end of the struct is the struct’s name provided as a non-pointer and pointer. We
will always use the pointer version. The struct for each peripheral will be referenced

from a base address of that peripheral. So, what we have is a pointer to a big struct of
registers. The arrow operator is used to access a member of a pointer to struct. The base
addresses are defined in AT91SAM3U4.h:

#define AT91C_BASE_PIOA (AT91_CAST(AT91PS_PIO) Ox400EQC00) // (PIOA) Base Address

The value 0x400EOCOQO is the starting address of the registers that belong to the PIOA
peripheral. This is set by the hardware design of the microcontroller. The #define sets the
symbol AT91C_BASE_PIOA to this address, and the type cast restricts its usage to the
AT91PS_PIO typedef. The C-syntax to load a value in any peripheral register is:

BASE_ADDRESS -> REGISTER_NAME = SOME_NUMBER;

For example:
AT91C_BASE_PIOA->PIO_PER = PIOA_PER_INIT;

The value PIOA_PER_INIT would be the constant value defined to configure the bits in
the register. A symbol is used so the value can be documented in a header file where the
#define is. The register names are taken directly from the user guide, so all you need to
remember is the syntax for the code and the process for finding the base address.

1. Get the register name from the user guide, and search for it in AT91SAM3U4.h
This takes you to the type definition of the struct where the register is defined.

2. Go to the name of the struct type at the bottom of its definition and then
search for the pointer version of this name to get the #define symbol for the
base address of the peripheral you want.
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1. Search the register name to find the struct to which it belongs

Find [—tis=] 1451 typedef st 7915 PIO
. 1452  ATS91_REG V74
Find what I [FI0_PER | - [ Find Nest | 1453 ATS1_REG ; s
1454 AT91 REG PIO PSR Vés
L [Detebezrs 1455 AT91 REG ReservedO[1];
|| Match whale ward 1456 -

Colligecnic [ 1459 2Tl REG  PIO KRRR; //
1460 } aT91s_pTo, JATS1DS PIO

2. Search the struct's pointer name to find the base addresses that reference it

Find =5
- 6707 #define AT91C BASE PIOA (AT91 CAST

. . 6708 #define ATS1C_BASE PIOE (AT91 CASTIATE
6709 #define ATS1C_BASE PIOC (ATS1 CAST (ATS1PS 1:10)

Find what:

[T Mateh whele word
Only in selection

Figure 4-10 Search for resister name and struct's pointer

In this case, there are 3 base address options because there are 3 available PIO
peripherals. Each one would have a register struct associated with it. You must know
which register you need to work with based on what you are trying to accomplish. For
most peripherals, there is just one choice.

This must be understood very clearly because you will do it dozens if not hundreds of
times just in this book. Every vendor of every Cortex processor we have worked with
follows this model. Making the assignment in C is very simple to type once you get past
the syntax. The resulting code that is created by the assembler is essentially the same as
what you had written with a few lines of assembly language to do the same thing in the
previous chapter.

Disassemblhy

AT91C_BASE_PIOA-:>PI0 FER = PIOA FER_INIT;
GpioSetup:
2
0=x80146: 0=xd494s LDE. H R1, ??DataTable? 1. ..
Ox80148: 0=5001 STE k1, [ER0O]

Figure 4-11 Assembly code to initialize PIO_PER
Remember all that is taking place here:

1. The address of PIO_PER is loaded into one of the available processor core
registers (RO).

2. The literal value PIOA_PER_INIT is loaded into a second processor core register
(R1) (it may be a value that can be generated, or it may have to come from a
literal pool).

3. The value PIOA_PER_INIT in one core register is then written to PIO_PER using
the other register as a pointer.

The concept of all this is straightforward. Take your understanding of C syntax, the
information you learned from the previous chapter, and the guidance provided here and
you should have no problem accessing registers.
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4.5 ¢ How A Processor Starts Up

An unprogrammed MCU has very limited capability. For the class of processors that small
embedded systems use, usually, the only capability that the MCU will have is to select
some type of default clock source, reset the program counter to the beginning of flash,
and start executing instructions. If no instructions have been programmed, the program
counter still parses through the memory but the op-codes it reads are all instructions that
do not impact any device operation.

As we saw in the Assembly chapter, board_startup_iar.c holds the “vector table” which is
a list of addresses that will be selected by hardware events called “exceptions.” The very
first address is the “reset vector” which jumps the program counter around the vector
table to the C-runtime library-provided code. By the end of the startup file, the processor
is directed to main() to finish setting up the processor which is where we begin this
chapter.

Function calls from main.c will be used to configure essential features including the
Watchdog timer, the clock we want to use, any power control bits that need to be on, and
GPIO. This order is chosen because some Watchdog timers are extremely fast and may
not let the other functions run before resetting the processor. Power control and clock
come next to ensure the processor is running as expected. GPIO is third because we want
to ensure that the circuits connected to the hardware are in a correctly initialized state.
On some processors, the GPIO peripheral needs to be configured to define clock crystal
input pins. Different processors may require a different startup sequence.

The other thing to remember from the Assembly chapter is that main() will have two
sections: one with initializations that will run once after reset, and the second with the
main program loop that will loop infinitely. Start by setting up those two sections in
main.c:

void main(void)
{

/* Low level 1initialization x/

/* Super loop */
while(1)
{

} /* end while(1) main super loop */
} /* end main() */

4.5.1 ¢« Watchdog Timer

A Watchdog timer is simply a counter that resets the processor if it reaches 0. The
purpose of the Watchdog is to prevent code from ever getting stuck. The intent is that
a program should reload the Watchdog timer at regular intervals so that the Watchdog
never times out. Ideally, the Watchdog reload happens exactly one time per iteration of
the regular loop code assuming the system timing is deterministic. If you find yourself
“sprinkling” Watchdog reloads throughout different functions in your code “just in case”
then you should revisit your design strategy.

The SAM3U2 uses the processor’s “slow clock” source for the Watchdog, which is
separate from the main oscillator that we will use to clock the system. In this way, the
Watchdog can still operate if the main clock dies which is rare but technically possible
when using a crystal. It is nearly impossible for an internal RC oscillator to die, so the
Watchdog will keep running. On reset, the main clock would restart on the RC and a
good system would be able to detect that the crystal was no longer working and issue an
alert of some sort. This level of robustness is not added to EiE but would be typical for a
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released product.

The SAM3U2 user guide describes all this functionality in section “Watchdog Timer
(WDT)”. This shows how to initialize the Watchdog timer using the WDT_MR (Watchdog
Mode Register) as we saw in the Assembly chapter. This time we do want the Watchdog
to be active. Since this is a processor-specific function, we will code it in the eiel-pcb-01.c
file but call it from main. The initialization value is already written for you in the eiel-pcb-
01.h header file.

Looking at our choices for the how the Watchdog timer is configured, we set up
WDT_MR_INIT for these requirements:

e It should run during idle mode (sleep mode) so if for some reason our alarm
clock doesn’t go off we'll still wake up

e It should not run during debug mode since we manually halt the processor and
can spend a long time examining variables and registers

e The timer should be able to be reset anytime we wish
e The timer is active and will reset the processor
e The timeout period is 5 seconds.

Only one line of code is required to make the setting, but to abstract the hardware and
leave room for documentation and future updates, it is written as a function. Don’t forget
to put the function declaration in the header file.

void WatchDogSetup (void)

{
AT91C_BASE_WDTC->WDTC_WDMR = WDT_MR_INIT;

} /x end WatchDogSetup() x/

In main(), make this the first call in the “Low level initialization” section.

void main(void)

{

/* Low level initialization x/
WatchDogSetup () ;

/* Super loop */

while(1)

{

} /* end while(1) main super loop */

} /* end main() *x/

This code should build and run, but when it does, it is going to reset every 5 seconds
because we are not reloading the Watchdog yet. The method of doing this varies between
processors. For the SAM3U2, a special bit sequence must be written to the Watchdog
Control Register (WDTC_WDCR) along with a reset bit. The special sequence helps to
prevent erroneous writes to this register. There is a finite chance that the code that
causes the processor to be stuck also randomly writes memory addresses and could
accidentally be resetting the Watchdog timer so it never gets unstuck. There is much less
of a chance if the value to reset the Watchdog is unique.

To make things easy for programmers using this system, implement the Watchdog
reload as a macro in eiefl-pcb-01.h. Find the base address for the Watchdog peripheral
by searching WDTC_WDCR. The value WDT_CR_FEED is already in the header file

that contains the Key and the reset bit. Dogs like bones, so we’ll name the macro
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WATCHDOG_BONE().

#define WATCHDOG_BONE () (AT91C_BASE_WDTC->WDTC_WDCR = WDT_CR_FEED) /* reloads the
Watchdog countdown timer.x/

Now feed the dog every time the main loop runs through! Build and run the code to make
sure you have typed everything correctly so far.

while(1)
{
WATCHDOG_BONE () ;

} /* end while(1) main super loop x/
4.5.2 e Clock and Power Initialization

The SAM3U2 has a functional block called the Power Management Controller that is
responsible for controlling and providing the status of the system clocks.

Figure 4-12 Atmel SAM3U2 function block - power management controller

All the available clocks are described in the “Clock Generator” section of the user guide.
A nice summary is provided by the Clock Generator Block Diagram. See Figure 4-13 on
page 140.
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Figure 4-13 Atmel clock generator block diagram

Being able to read diagrams like this is an essential skill for an embedded designer. Let's
go through it all to ensure it is fully understood.

1.

e 140

XIN32/X0OUT32 are pins to which a slow 32.768kHz watch crystal can be
attached to provide a precise but low power timing source. Either this or a built-
in 32kHz RC oscillator can be selected which gives the Slow Clock SLCK signal

XIN/XOUT are pins to which a high-speed crystal can be attached. A
multiplexer then selects this source or a built-in fast RC oscillator as the Main
Clock source, MAINCK

MAINCK clocks the “PLLA” circuit and “UPLL" circuit. These are special

circuits called “phase lock loops” that can up-convert a periodic signal to a
faster periodic signal while preserving the stability. For EiE, we will take the
12MHz crystal input and scale it up to 48MHz with the PLLs. The UPLL circuit is
dedicated to USB if a separate USB clock is desired.
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4.5.3 ¢ Implementing the clock setup

The PMC controls how all the clocking signals work, so read the Power Management
Controller (PMC) section of the user guide. A complete clock source block diagram is
shown, which is repeated here with the section from the Clock Generator we already
looked at removed.

Figure 4-14 SAM3U2 clock control block diagram

There is a lot of clocking information about this processor, which makes this a rude
awakening if you just started working with embedded systems. The PMC section does
provide a nice walk-through of clock configuration which you would study closely if you
were doing this on your own. To ensure we don’t get stuck on details, let’s focus on the
final decisions made for configuring the EiE system. You can reference the following INIT
values that are in eiefl-pcb-01.h:

PMC_PCER_INIT - peripheral clock enable pins

PMC_MOR_INIT - parameters that define the main oscillator (12MHz)
PMC_MCKR_INIT - bits to define the main clock signal
PMC_MCKR_PLLA - second sequence of bits for MCKR

PMC_PLAAR_INIT - PLLA configuration (note the calculations included in the
header file above this definition so you know where the values come from)
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Before we do any clock configuration, we must prepare the processor for the clocks

we are going to set and we might as well turn on power to the peripherals that will be
used right away. Create a function called ClockSetup which is called immediately after
WatchDogSetup() in main. Don't forget the header file declaration. If the core is going to
run at 48MHz, that’s too fast for flash memory accesses so “wait states” must be added.
You would not know this unless you read the electrical characteristics of the processor.
This is done in the EFC_FMR register in the EFCO peripheral. Peripheral clocks are set in
the PMC_PCER register using the init value in eiefl-pcb-01.h.

void ClockSetup(void)

{
/* Set flash wait states to allow 48 MHz system clock (2 wait states required) x/

AT91C_BASE_EFCO->EFC_FMR = AT91C_EFC_FWS_2WS;

/* Activate the peripheral clocks needed for the system */
AT91C_BASE_PMC->PMC_PCER = PMC_PCER_INIT;

} /* end ClockSetup x/

After every power-up, the internal fast RC oscillator is selected because this is always
present and must always work even though it may vary in frequency substantially based
on the operating environment. If it doesn’t work, there is absolutely nothing we can do.
We want to select the crystal, give it the proper time to start up, then activate the PLL.
Once the PLL is ready, we activate that as our Main Clock. The comments in the code
below tell you what is happening. The INIT values are described above and available in
the header file. There are a few bit definitions that are taken from the AT91SAM3U4.h file.

/* Enable the Master clock on the PKCO clock out pin (PA_27_CLOCK_OUT) x/
AT91C_BASE_PMC->PMC_PCKR[0] = AT91C_PMC_CSS_SYS_CLK | AT91C_PMC_PRES_CLK;
AT91C_BASE_PMC->PMC_SCER = AT91C_PMC_PCKO;

/* Turn on the main oscillator and wait for it to start up */
AT91C_BASE_PMC->PMC_MOR = PMC_MOR_INIT;
while ( !(AT91C_BASE_PMC->PMC_SR & AT91C_PMC_MOSCXTS) );

/* Assign main clock as crystal */
AT91C_BASE_PMC->PMC_MOR |= (AT91C_CKGR_MOSCSEL | MOR_KEY);

/* Initialize PLLA and wait for lock x/
AT91C_BASE_PMC->PMC_PLLAR = PMC_PLAAR_INIT;
while ( !(AT91C_BASE_PMC->PMC_SR & AT91C_PMC_LOCKA) );

/* Assign the PLLA as the main system clock using the sequence suggested */
AT91C_BASE_PMC->PMC_MCKR = PMC_MCKR_INIT;

while ( !(AT91C_BASE_PMC->PMC_SR & AT91C_PMC_MCKRDY) );
AT91C_BASE_PMC->PMC_MCKR = PMC_MCKR_PLLA;

while ( !(AT91C_BASE_PMC->PMC_SR & AT91C_PMC_MCKRDY) );

/* Initialize UTMI for USB usage */

AT91C_BASE_CKGR->CKGR_UCKR |= (AT91C_CKGR_UPLLCOUNT & (3 << 20)) |
AT91C_CKGR_UPLLEN;

while ( !(AT91C_BASE_PMC->PMC_SR & AT91C_PMC_LOCKU) );

Since various calculations in the rest of the development will use these clock names, it is
helpful to do two things:

1. Keep a printout of the clock diagram and label it with the frequencies and
divider values that have been set
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2. Create some constant definitions with the values for the frequencies and
dividers used because they will be used in other parts of the design. Capture
these in eiefl-pcb-01.h since they are board-specific.

/**********************************************************************************
* Constants
**********************************************************************************/

#define OSC_VALUE (u32) 12000000 /* Crystal oscillator value */

#define MAINCK OSC_VALUE /* Main clock is base crystal frequency x/
#define MULA (u32)7 /* PLL multiplier x/

#define DIVA (u32)1 /* PLL divider value */

#define PLLACK_VALUE (u32) (MAINCK * (MULA + 1)) / DIVA /% PLL scaled clock x/
#define CPU_DIVIDER (u32)2 /* Divider to get CPU clock */
#define CCLK_VALUE PLLACK_VALUE / CPU_DIVIDER /* CPU clock 48 MHz x/

#define MCK CCLK_VALUE /* Alternate name for CPU clock 48 MHz x/
#define PERIPHERAL_DIVIDER (u32)1 /* Peripheral clock divider */

#define PCLK_VALUE CCLK_VALUE / PERIPHERAL_DIVIDER /* Peripheral clock 48 MHz */

If you understand the concept behind clock setup, you’re doing well. At the bare
minimum, you need to know that the main system clock and peripheral clocks are 48MHz.
This is a perfect example of why getting an LED to blink correctly as the first thing you do
is not such a trivial task.

4.6 o GPIO Initialization

In the next chapter, we will fully set up the processor pin configurations to work with the
development board. The hooks will be added here along with a quick setup of just one of
the pins we need for the demonstration program for this chapter.

When we set up GPIO using assembler, we went through the process of identifying the
button and LED IO lines from the schematic so that we could configure the processor to
correctly interface to those pieces of hardware. Buttons had to be set as inputs, LEDs had
to be set as outputs. Remember that each IO line is grouped in either Port A or Port B,
and specific bits in various registers correspond to the physical pin on the processor.

This same sort of initialization is required in this new program, but right now we are
only going to set up a single output line to the “Heartbeat” LED. Find this pin on the
schematic, and write a #define to identify the pin and its corresponding bit in the GPIO
pin names section of eief1-pcb-01.h.

Figure 4-15 Heartbeat hardware schematic

/********************************************************************************

*********************************************************************************/
/* Hardware Definition for PCB eieF1-PCB-01 x/

/*x Port A bit positions x/

#define PA_31_HEARTBEAT (u32)0x80000000
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Notice the “!1111” in the title of this section. We use groups of symbols like this as
“bookmarks” in the file. As the file grows, each section will have a unique title and a table
of contents will be included at the top of the file to help navigate easier.

Pl Now create a function GpioSetup in eiefl-pcb-01.c to write this value to the PIO_PER and
[_L—;?-I PIO_OER registers. The function type is void and it does not need any parameters.

void GpioSetup(void)

{
/* Set up the pin function registers in port A */
AT91C_BASE_PIOA->PIO_PER = PA_31_HEARTBEAT;
AT91C_BASE_PIOA->PIO_OER PA_31_HEARTBEAT;

} /* end GpioSetup() *x/

Open main.c and add the call to GpioSetup(). Build the code to check for errors or
warnings.

/* Low level dinitialization %/
WatchDogSetup () ;
ClockSetup();

GpioSetup();

/* Super loop */

That completes the lowest-level initialization required for the processor. As an engineer,
you would test this extensively to ensure that all the clocks were working correctly. Since
the clock is output on PA27, you can scope this signal to verify the 48MHz MCLK.

4.7 e Program Structures

When you have an idea for a new embedded design, you must figure out how the
program will execute to accomplish the task(s) you wish to do. There are many ways to
go about structuring the main program, with three ways presented here:

1. The Infinite Loop
2. Operating Systems
3. State Machine Super Loop

4.7.1 e The Infinite Loop

The simplest of embedded systems will run forever inside an infinite while loop. You have
already seen this type of program implementation with the programs so far. The main()
function carries out a sequential set of instructions to do the same task repeatedly. The
loops grow in complexity by adding more function calls as the program adds capabilities
or tasks, but each function call does the same thing on each iteration. Each task also
completes its action without paying too much attention to how long it takes. A basic
assumption is that everything happens so quickly, the exact timing does not matter.

For example, a gas detector can be programmed to call functions once per second

that read an analog sensor, calculate the gas reading based on the analog-to-digital
conversion, update an LCD to show the user the value, log the value to a memory card,
decide if the value is high enough to trigger an alarm (and start the alarm function if it
is), sleep for a while, then wake up and do it all again. Since the processor can do that
all in much less than a second, the instrument can spend most of its time sleeping and
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conserving power. One second update intervals are plenty fast enough to keep the user
safe and offer a good experience in seeing updated readings and alarm alerts in the event
of an unsafe condition.

One second is a lifetime for a microcontroller, and there may be some events that need
faster service than just being polled every second. The loop functionality can be advanced
by enabling certain interrupts to occur. Interrupts are very important in embedded
designs as they allow urgent events to force the processor to stop what it is doing (even if
it is sleeping), and run a short piece of code to take care of something urgent.

Using the same gas detector example, the instrument might need to respond to a button
press from a user. If the button just polled within the loop, then the 1-second loop time
may be too long and the signal missed or feel very laggy like you saw with BUTTON3

in the last chapter. The signal could instead be on an interruptible input so the regular
program could quickly jump and respond to the button press.

If the timing of the loop is critical, adding more functions or enabling a lot of interrupt
functions could impact the overall loop timing. If the gas detector’s main loop normal
execution time is exactly one second (including some sleep time), then the main

loop timing could be used to blink an LED in an alarm state. The sleep time can vary
automatically to handle some variation in function calls that take place, but if the total
loop time does not exceed 1 second, then the LED will blink consistently. Look at it like
this:

while(1)
{
ToggleLed(); /* Toggle LED: 10usx/
Functionl(); /* Perform reading and analog-to-digital conversion: 300ms x/
Function2(); /* Update LCD: 300ms */
Sleep(); /* 1ls - (ToggleLED time + Functionl time + Function2 time) */

Since ToggleLed() is the first function call and Sleep() ensures that any time remaining
in the loop’s 1 second period is consumed, the LED will toggle at exactly 1s. However, if
Function2’s execution time varied between 300-800ms (depending on what it had to do)
the total loop time could potentially be longer than 1 second. In this case, Sleep() would
not do anything because it knows that more than 1 second has elapsed, so ToggleLED()
would immediately execute but would still be late by 100ms. This would cause the LED
to blink at a noticeably different rate at least for that iteration. This could be overcome
by reducing the execution time of the functions or using an alternate timing source that
could provide a fixed-time signal to toggle the LED (and it would be removed from the
main loop).

A designer can specify the maximum time functions are allowed to take and document
critical timing requirements for the system. If the system grows within the defined limits
then all is well. If the system starts to stretch the limits, then either the system must
shrink back down in complexity, become more efficient, or else the system rules must be
changed so that it can work in a new form.

4.7.2 ¢ Operating Systems

Jumping to the opposite end of the complexity spectrum, we find operating systems
(0S) or real-time operating systems (RTOS). Real-time operating systems are most often
used in the embedded world because timing tends to be very important. There are a few
varying definitions, but generally speaking, the timing in an RTOS to service an event is
fast enough that an event would never be missed (or at least no one would notice). At
the very least it will be serviced in a deterministic amount of time. Common embedded
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operating systems are FreeRTOS, MicroC/0S, MQX, QNX, and many more!

As device complexity and the amount of firmware services increases, so do the
requirements to properly manage resources and applications. Sequential execution will
eventually fail if any task starts taking too long to do what it needs to do, or there are
so many tasks in the system it is impossible to get through them all in a reasonable or
predictable amount of time. At this point, an operating system could be a great solution.

At the highest level, an operating system is a program called a kernel that manages all
the tasks in the system. The main component is called a “scheduler” which is responsible
for giving each task some processor time to progress. Even if the task isn’t finished what
it is doing, the scheduler will take the processor away for other tasks. When it returns to
the task that was still working, that task picks up where it left off without ever knowing

it stopped. Stopping (and then restarting) a function or task in the middle of what it is
doing must be very carefully done and requires a fair amount of overhead. The operating
system also manages the various system resources like peripherals and memory.

Deciding if or when your system has reached this point is a critical design decision that
should be considered before the first line of code is written. A big factor is whether your
embedded system will be single purpose like a gas detector or a GPS tracker, or if it will
support multiple applications perhaps contributed to by many different programmers
like a smartphone. Implementing an operating system - even a small embedded one -
requires relatively large overhead in time and resources. Many aspects of the system are
designed very differently, and there will be hundreds of work-hours spent setting up just
the operating system before device drivers and any application code can be written or
adapted from existing code in the OS.

The principal advantages of using an OS come from sharing resources, managing
memory, and allowing task priority to guide how the system responds to events and
application needs. To implement that, a lot of code is required, and a lot of processor
resources are used. Even the smallest of embedded operating systems need a minimum
of 4kB of flash and 2kB of RAM just for the kernel to operate, but that can quickly balloon.
Often the choice to go to an OS includes the choice to move away from a microcontroller
with built-in flash and RAM and use a microprocessor with external memories that come
in much larger sizes and can be scaled as the application grows. If you really want to step
up and run an OS like Embedded Linux, Android, Windows Embedded, etc., then you are
looking at a whole new level of embedded processor with MB of flash and RAM - these
systems resemble desktop computers more than little embedded systems and are way
beyond the scope of what we are doing here. Raspberry PI and Beagleboard are great
examples of this kind of system.

Another significant consideration for going to an OS is real-time operation. A device that
runs in “real time” is fast enough to respond to events, though “fast enough” is relative.
It is pretty much guaranteed that an embedded system without an OS can respond faster
to an event than one with an OS if it is set up correctly. Instantaneous response is not
necessarily essential. For example, if an application is supposed to turn on an LED when
a button is pressed, then the system probably needs to be able to respond to events in
less than 100ms. The requirement is based on the user’s perception — even if the delay
between the button press and the LED activation is the full 100ms, it is fast enough to
appear instantaneous to the user. As far as the user is concerned, it is in real time.

For system-level interactions such as communication between peripherals or external
communications, the maximum system response time must be faster. If data is coming
into the processor at 4 million bits per second for example, then the system must be
able to respond quickly enough to the arrival of each bit or byte to grab it and put it
somewhere safe before it gets overwritten by the next incoming data. In this case,

the latency to respond becomes microseconds which may be unachievable since other
operations must take time to operate. The specification could be revised such that a
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high-priority interrupt could be used to grab the byte and store it in a buffer. If the data
is bursty like an occasional message that comes in, it can be stored and then processed
later when the system has time.

Operating Systems become essential when products are multi-purpose, task time is

not deterministic, and/or there are multiple, complex applications that require so much
processing time and system resources that the resources must be divvied up between all
of the apps that need them. For now, unless you are writing an embedded system that
has multiple applications running and where the total resources on the processor are
exceeded by the combined requirements of all the applications, then you do not need to
consider using an RTOS.

That being said, if you start working for a company that already uses an RTOS, or if you
just want to play with one, then learning one will be a lot of fun. It is also arguably much
easier to write code that will run in an OS because you can focus almost entirely on your
own task as if it is the only one running in the system.

Understanding the concepts behind an operating system can enable you to build a more
robust system that does not use an OS since many of the concepts essential to making
an OS work are useful in infinite loop and state machine-run systems. That happens to be
how the EiE firmware system came to be.

4.7.3 e State Machine Super Loop

Implementing a state machine (SM) super loop is a great way to optimize a system and
keep it flexible for new functionality. A state machine is a model of a program or task,
where the task is broken down into smaller tasks called states. While certain conditions
are true the state machine runs code that matches those conditions. This is one state. If
some other conditions become true, then a new state is entered, and the code is run that
matches those conditions.

Driving a car is a good example. When the car is in the off state, you can press the gas,
turn the steering wheel, shift gears, etc. but nothing happens. Insert the key and switch
the engine on, and now the gas will rev the engine, but the steering wheel and brakes
still do effectively nothing. If you put the transmission in drive, you are now in the driving
state where the gas and brakes do work. The only way to return to the idle state is by
putting the transmission back in to park. You must remove the key to go back to the off
state. You could start the car and be in Idle, and decide to go back to Off if you changed
your mind. You can’t go from an off vehicle to driving without going through idle (a car
won't let you start it if it’s not in Park), though you could be driving a car and take the
key out. The very high-level state diagram is shown here.

Insert Key

Remove Key

Shift to Drive

Remove Key

Figure 4-16 Driving high-level state diagram

Breaking down programming problems into tasks and running those tasks as state
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machines is an excellent way to design firmware. It inherently helps you manage complex
systems since each state is coded independently from other states. Every task in the EiE
system is designed and coded as a state machine. Some tasks have only a single state,
while others have many states. Whole modules can be written as their own state machine
and then included into the system as needed. By combining state machines in an infinite
loop structure, you can build an embedded system that very closely resembles the
resource-sharing behavior of an OS. This approach includes many object-oriented design
techniques and advantages, too.

A single SM is essentially a small application (or “task” or “process” if you prefer) that
carries out a particular function. The EiE applications will start as very simple programs to
run on the development board. Let us define an application as the following:

1. An independent code set that performs one or more related actions
2. Requires volatile and non-volatile memory resources

3. Requires processor time to execute
4

May require microcontroller peripheral resources like a communications bus
(either exclusively or shared)

5. May or may not interact with other applications

An application usually starts with some sort of initialization and then moves to an Idle
state where it checks for the trigger(s) that can make it advance to a new state. The Idle
state may also do the basic processing required by a task. An interrupt or associated call-
back function might be the only signal that will move a state machine out of its Idle state,
so it can react to the information that came in with the interrupt. Whatever kicks it out of
Idle will be dealt with through a sequence of subsequent states that will eventually end
and bring the SM back to Idle.

The task is called on each iteration through the main loop, but the function that executes
depends on the current state. This is accomplished by using a function pointer in the main
loop which can be changed by the state machine. From the previous chapter, we know
that all a function call is is loading the address of the function into the program counter
and saving the return address in the Link register (if there are parameters being passed,
these are passed in other registers or pushed to the stack). The most complicated part
about coding a function pointer in C is figuring out the C syntax. There are a few ways to
do this, but one that works in the IAR compiler is shown here. This type definition is in
typedefs.h.

typedef void(*fnCode_type) (void); /* State machine function pointer type */

This says that the variable type fnCode_type is a pointer (i.e. an address) to a function
that returns void and has no arguments. This allows assignments to be made where
function addresses are set to a variable of this type to give us our function pointers. All
state machine state functions must be of type void with no arguments for this to work -
anything else would be impossible since there is just a single call to each state machine.
If information must be shared between states or passed to a particular state, then you
have to use alternate methods to pass the data like local globals or private member
access functions within the state machines.

Function pointers in the EiE system hold the address of the active state for its associated
state machine. The super loop does not know what state is currently set, nor does it

care. A particular state (like an Idle state), might be the current function for thousands of
executions of the main loop. When a state machine advances states, it updates the global
function pointer to the address of the function of the state that should run next. When the
super loop calls the function pointer on the next iteration, the function pointer has a new

e 148



Chapter 4 « Embedded C

address and thus a different state will execute.

For EiE, we use a function called “RunActiveState()” in the main loop which hides the
function pointer notation since it always confuses people at first. The following image
illustrates the point where three separate tasks are running in the system. Each has their
own unique states and are entirely independent of one another. Taskl is currently in its
State 3, Task 2 is in its State 1, and Task 3 is in its State 2.

while(1) /* main loop */ ‘
{
Task1RunActiveState();
Task2RunActiveState(); ‘

Task3RunActiveState();

TASK 2

.==
Sleep(); @ TASK 3
} O,

Figure 4-17 RunActiveState() functions

Since every SM is running and each has its own memory footprint, the total system
resources must be enough to handle the sum of all the SM requirements. This will still be
considerably less than an RTOS-based system where every task has its own stack and
heap. Only one common stack and heap are allocated for the SM-based system.

Some SMs may need to share other hardware resources like communication peripherals,
timers, or I/O pins. In this case, care must be taken to manage these resources to ensure
that conflicts do not occur. This is no different than an operating system.

The most difficult part to manage is processor time. There is no scheduler to tell a task it
must pause or stop if it is taking too long. Therefore, any programmer who writes a task
in this system must agree to design the state machine in a way that will not block other

tasks from running.

The complexity with which this is done can make an SM system start to look very

much like an operating system. Semaphores are used to ensure only one SM accesses
shared resources, and priorities are assigned to SMs or events in SMs to make sure that
critical information is sent or received (sometimes at the expense/loss of non-critical
information) as needed. Interrupts and direct-memory access are used extensively for
communications so that even large amounts of data flow do not disrupt the main loop.
Each task is carefully coded to run quickly.

The neat thing about an SM approach is that it can be very modular and give designers
freedoms that start to rival an OS, but with barely any overhead. The rules of the system
are dictated by documentation rather than enforced by compilers and added code. Task
interaction can borrow ideas from object-oriented design but also use some very low-level
techniques to avoid extra code. On the downside, since rules are just described and not
enforced, it becomes harder to share development beyond a small group. It is unlikely
that an SM-based platform would ever be intended for distribution to other companies or
individuals to write applications for.
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For the duration of this course, all code will be written as single-purpose state machines
designed to run inside a super loop. The design target will be a system loop that always
executes in 1ms no matter how many state machines are being serviced. Some SM states
will have to take multiple iterations through the main loop to fully execute or wait for
events to occur. For example, an analog to digital conversion requiring an average of 100
samples over one second would need a “sampling” state that would take a sample every
10 loop iterations and keep a running total until the 100" sample occurred (on the 1000t
iteration of the loop). Once the 100%* sample was ready, the calculation could be made
quickly and then the process started again.

void SampleSM_Sampling()

{
static u8 u8SampleDelay = 10;
static u8 u8SampleCounter = 100;

u8SampleDelay--;
if(u8SampleDelay == 0)
{

u8SampleDelay = 10;
ReadAdc () ;
u8SampleCounter—--;
if(u8SampleCounter == 0)
{
u8SampleCounter = 100;
CalculateAverage();
}
}
}

When states are not busy doing something, they will be in an idle state and thus process
through very quickly which will maximize the sleep state time. The low power sleep state
at the end of the super loop will consume any remaining balance of the 1ms loop time by
entering sleep mode until either a system tick or another interrupt event wakes up the
processor. Therefore, when nothing is being done in the system, the system will spend
most of its time sleeping with very low power consumption. If the system is very busy,
then it will spend much less time sleeping and overall power consumption will be higher.

4.8 ¢ Implementing the SM Super Loop

The super loop framework is just a formalized version of the init and main loop sections of
code we've already looked at:

main()
{
/* Initialization x/
/* Low level 1initialization %/
/* Driver dinitialization */
/* Application initialization */

/* Super Loop */
while(1)
{

/* Application code: sequential calls to all State Machines x/

/* Entry to low power mode x*/
/* Wake up with system tick */
} /* end while (1) Main loop */
} /* end main x/
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To make this system work, we assign rules for each of those two sections. Dictating rules
in documentation allows us to save a massive amount of coding to otherwise implement
those rules in the software. If we wrote a system that did not rely on written rules but
provided the multitasking capabilities of this system, we would essentially be writing an
operating system.

4.8.1 e Initialization

Initialization code only runs once when the system is powered on or reset. Every task
must have an initialize function that is called here. Regardless of what the task does, its
initialization function must follow three rules:

1. It cannot make use of non-initialized system functionality.

2. When the task’s Initialize function is finished, the task is either ready to run or
assigned a safe error state.

3. Initialize functions may take as long as they want but eventually, they must
return.

4.8.2 o State Machine Super loop

Once all tasks are initialized, the system enters the main super loop. The loop
continuously executes a sequence of function calls that give every task some processor
time. This is really the simplest form of an operating system scheduler: a non-prioritized,
non-preemptive, round-robin scheduler.

The fundamental difference between this scheduler and that of an operating system
is that the processor time allocated to each task is completely up to the programmer.
Therefore, we define only one rule that an application must adhere to:

- The cumulative execution time of all tasks that run in a single iteration of the
super loop shall not exceed one system tick period.

The system tick period we chose is 1ms. That means that if there are 10 applications in
the finished system, each should do what it needs to do each cycle in less than 100us.

A hundred microseconds might not sound like a lot of time, but for a system running at
48MHz each of the ten tasks could use 4,800 processor cycles. With knowledge about the
other tasks that are running in the system, tasks can safely extend the number of cycles
they use. If a task takes too long, it will potentially affect timing with other tasks that
may or may not be detrimental to the system. The system will continue to run as long as
a rogue task eventually returns to the main loop to allow the other tasks to run, but there
may be noticeable lag or glitches in operation.

Since all tasks in the system are supposed to adhere to this rule, you can time events
based on the number of times a particular state is called. For example, if you wanted to
blink an LED every second, your idle state could keep a static counter that increments
each time the function is called (which is every 1ms with each iteration of the super
loop). When the counter reaches 1000, then you know 1000 x 1ms = 1s has passed and
you can toggle the LED. A function like this is a great check to visually see if the system
timing has been compromised. If the LED blink rate is disrupted, you know that at least
one task is running longer than a millisecond on a regular basis. Visually detecting this
will not allow you to catch tasks that only periodically violate timing, but at least this is
one way to help.

The system will also make extensive use of interrupts for high-priority, non-deterministic
operations like sending and receiving data from the various communication buses. In this
way, it achieves real-team performance on critical tasks subject only to the user-defined
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interrupt priority assignments. Currently, there are no restrictions on what interrupts may
be used. A general rule is that interrupt service routines execute as quickly as possible. If
they trigger longer actions, those actions should be handled within the associated task’s
regular states.

We can limit exposure to timing issues by coding applications that are minimally impacted
by violations of the 1ms rule should they occur. This choice can be debated infinitely, but
it comes down to the complexity of the operating system and simplicity of writing new
applications for the environment. Again, an operating system by no means guarantees
that users will not break the system and will still have rules or at least guidelines for
developers to use to ensure new tasks play along well with others.

What we do not have yet is a tool to count the 1ms periods for us. We will figure out how
to take care of that automatically and even sleep the microcontroller while unused cycles
tick by as soon as we learn about interrupts. For now, we will use kill_x_cycles from the
previous chapter to make time go by and get a rough estimate of 1ms periods.

To get ready for this, do the following:

Create a pair of volatile u32 global variables in main.c to keep track of the
system time. Having a time reference in an embedded system is essential, and
it does not have to be “real-time” as in the exact date, hours, minutes, and
seconds of the day. A counter that starts at 0 when the system starts up and
starts counting milliseconds provides enough timing information for most
applications. A 32-bit counter of milliseconds can count almost 50 days. A
32-bit counter of seconds can count over 100 years. Together that is plenty for
this system. Use “volatile” here because they will later be incremented by an
interrupt. They are global so that any task in the system can reference them.

/********************************************************************************

Global variable definitions with scope across entire project.

All Global variable names shall start with “G_”

********************************************************************************/

/* New variables */

volatile u32 G_u32SystemTimelms = 0; /* Global system time incremented every ms,
max 2732 (~49 days) x/

volatile u32 G_u32SystemTimels = 0; /* Global system time incremented every
second, max 2732 (~136 years) x/
volatile u32 G_u32SystemFlags = 0; /* Global system flags x/

Add another volatile u32 global variable in main.c for “G_u32System flags” and
in the “Constant definitions” section of main.h use a #define to assign the MSB
as the “_SYSTEM_SLEEPING” bit. More system flags will be added as the
system grows.

/*********************************************************************************

* Constant Definitions
*********************************************************************************/

/* G_u32SystemFlags */
#define _SYSTEM_SLEEPING (u32)0x80000000 /* Sleep mode is active x/
/* end G_u32SystemFlags */

Add a do/while loop inside the main loop to handle the system sleep. In this
loop call a function SystemSleep(). Condition the loop on the _SYSTEM_
SLEEPING flag.

/* Super loop */

while(1l)
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WATCHDOG_BONE () ;

/* System sleep */
do

{
SystemSleep();
} while(G_u32SystemFlags & _SYSTEM_SLEEPING);

} /x end while(1l) main super loop */

Write the function SystemSleep() in eie-pcb-01.c to set the _SYSTEM_SLEEPING flag,
tﬁ then call kill_x_cycles with an argument of 48,000. Why 48,0007

Clear _SYSTEM_SLEEPING, increment G_u32SystemTimelms, and if it gets to 1000,
increment G_u32SystemTimels. Then exit the function. You will need to declare the
external kill_x_cycles function as well as the three Global variables that were just
declared in main.c.

At the top of eie-pcb-01.c:

#include “configuration.h”

extern void kill_x_cycles(u32);
/********************************************************************************
Global variable definitions with scope across entire project.

All Global variable names shall start with “G_xxBsp”
********************************************************************************/
/* New variables x/

K m */
/* Existing variables from other files -- must contain the “extern” keyword) x/
extern volatile u32 G_u32SystemTimelms; /*!< @brief From main.c %/

extern volatile u32 G_u32SystemTimels; /*1< @brief From main.c x/

extern volatile u32 G_u32SystemFlags; /*!< @brief From main.c %/

In the function section of eie-pcb-01.c:

void SystemSleep(void)

{
/* Set the sleep flag (which doesn’t do anything yet) x/
G_u32SystemFlags |: _SYSTEM_SLEEPING;

/* Kill the desired number of 1dinstructions x/
kill_x_cylces(48000);

/*x Clear the sleep flag x/
G_u32SystemFlags &= ~_SYSTEM_SLEEPING;

/* Update Timers x*/
G_u32SystemTimelms++;
if( (G_u32SystemTimelms % 1000) == 0)
{

G_u32SystemTimels++;

3

} /x end SystemSleep(void) x/

Build the code to make sure everything works properly. Step into kill_x_cycles to ensure
the parameter is passed correctly, and watch the system flags and 1ms counter variables.
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Figure 4-18 Kkill_x_cycles passing parameters

Now the system is ready to run code that generally follows the structure and timing that
we want to use.

4.9 e helloworld.c

As we mentioned in the previous chapter, the classic first step for embedded developers
working on a new platform is to blink an LED. To many people it is “just a blinking light,”
but to an engineer who has spent hours, sometimes days learning, testing, debugging,
and trying again and again, that blinking light may represent the very essence of their
soul! That might be going a bit far, but it really is exciting and an extremely important
step to being successful with microcontrollers.

So far, we have loaded two registers to give us control of the Heartbeat LED output pin.
Now we will use two other registers to turn this LED on and off. The commands will be set
up as macros, in the same way the WATCHDOG_BONE() macro was written. Start by
adding the two definitions in eiefl-pcb-01.h:

#define HEARTBEAT_ON() O /*x!< @brief Turns on Heartbeat LED x/
#define HEARTBEAT_OFF () 0 /*!< @brief Turns off Heartbeat LED */

Setting bits that will make corresponding pins high is done with the SODR register.
Clearing bits that will make the corresponding pins low is done with CODR. The Heartbeat
LED is active-low, so use CODR for HEARTBEAT_ON and SODR for HEARTBEAT_OFF. The
pin name is already defined earlier as PA_31_HEARTBEAT.

#define HEARTBEAT_ON() (AT91C_BASE_PIOA->PIO_CODR
#define HEARTBEAT_OFF() (AT91C_BASE_PIOA->PIO_SODR

PA_31_HEARTBEAT)
PA_31_HEARTBEAT)

It is critically important to understand that the main loop executes once per millisecond.
By extension, any code, function call, or state machine call will also execute every
millisecond as long as the code that is called runs quickly.

The fastest blink rate that our eye can see is around 15-20 Hz. Let’s make the LED blink
5 times per second, which means we need to change the state of the LED 10 times per
second. First, write it in a brute-force way following this flowchart:
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Initialize

h 4

h 4

Toggle Heartbeat:

h 4

Wait 100ms

Y

SystemSleep (1ms)

Figure 4-19 Brute-force flowchart

P Completely ignore the system timing concept right now and write the code brute force.
Don't forget to add the extern declaration at the top of main.c so you can call
kill_x_cycles. Build and run the code and think through what is happening.

void main(void)
{
bool bLedOn = FALSE;

/* Low level 1initialization x/
WatchDogSetup () ;

ClockSetup();

GpioSetup();

/* Super loop */
while(1)
{

WATCHDOG_BONE () ;

/* Toggle the LED */
if(bLedOn)
{
HEARTBEAT_OFF();
bLedOn = FALSE;
}
else
{
HEARTBEAT_ON() ;
bLedOn = TRUE;
}

/* Wait 100ms (4,800,000 instruction cycles ) */

kill_x_cycles(4800000);

/* System sleep */
do

{
SystemSleep();

} while(G_u32SystemFlags & _SYSTEM_SLEEPING);

} /* end while(1) main super loop */

} /*x end main() */
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The LED should be blinking as you expect, but the system timing is now totally broken.
If you wrote the blinking code in a task, the task would be “blocking” the processor for
100ms every time it was called. This violates the 1ms rule.

Since we know the main loop runs once every ms, change the algorithm to keep track of
how many times the main loop has executed and only when it has run 100 times, then
run the code that toggles the LED. The flowchart looks like this:

Initialize

¥
u32LoopCountar+s+

L 4

YES

Togale Heartbeat;
u32LoopCounter = 0;

h 4
System3leep (1ms)

Figure 4-20 Toggling the LED

Implement the functionality above and test the code. The blinking LED should look the
same as before, but what is happening is fundamentally different. The processor is no
longer blocked and would be able to properly service other tasks in the system at the

required 1ms rate.

void main(void)

{
bool bLedOn = FALSE;
u32 u32LoopCounter = 0;

/* Low level 1initialization %/
WatchDogSetup () ;

ClockSetup();

GpioSetup();

/* Super loop */
while(1)
{

WATCHDOG_BONE () ;

/* Increment counter and watch for 100ms */
u32LoopCounter++;

if(u32LoopCounter == 100)

u32LoopCounter = 0;
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/* Toggle the LED */
if(bLedOn)
{
HEARTBEAT_OFF () ;
bLedOn = FALSE;
}

else
{
HEARTBEAT_ON() ;
bLedOn = TRUE;
}
}

/* System sleep */
do

{
SystemSleep();
} while(G_u32SystemFlags & _SYSTEM_SLEEPING);

} /* end while(1) main super loop */

} /*x end main() */

This might seem obvious, but as you build up a busy system working on one task at a
time, it is easy to forget that there are other tasks in the system that need time to run.
Perhaps more importantly, you can use the system timing in your tasks to time out
events just by using a counter. If you didn’t care about some initial mis-timing, you could
also use G_u32SystemTimelms and the modulus operator (%) to detect whenever a
certain period has passed.

Since this is so important to the system, the Heartbeat LED will be used to indicate the
system 1ms timing from this point forward. When the system is awake, the light should
be on. When it is asleep, the light should be off. With 1ms timing, the Heartbeat LED
change states too quickly for our eyes to see each discrete on and off cycle, but the more
time it is on compared to the total time (which is called "duty cycle"), the brighter it will
look. This is a basic form of digital to analog conversion called pulse width modulation -
you will learn all about that in a few chapters.

Delete the code you have written and instead just wrap the do/while sleep loop in the off
and on calls for the Heartbeat LED.

/* System sleep */
HEARTBEAT_OFF () ;
do

{
SystemSleep();
} while(G_u32SystemFlags & _SYSTEM_SLEEPING);

HEARTBEAT_ON() ;
Build and run the code. If you have an oscilloscope, probe the HB test point and you
should see a nice 1kHz frequency signal even though the low time of the signal is very

short. This low time represents the main loop running, and the high time represents the
sleep time. As you add more tasks to the system, the “on” time will start to increase.
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Figure 4-21 1kHz signal on the oscilloscope

Right now, the SystemSleep() call always waits 1ms with the assumption that any other
code written will be negligible with respect to the overall period. Eventually, that won’t be
true, so we will later update this to automatically adjust for the time that the tasks take.

4.10 e Next Steps

The subsequent chapters will add functionality to the system. In each chapter, the
underlying concepts will be discussed followed by an introduction to the configuration of
any required processor peripherals. We'll take you through the coding of the low-level
driver and the API that we chose to develop to make accessing the functionality easy for
any task in the system. Layering the code like this helps to break down the tasks into
manageable pieces. Each layer is designed to abstract the details of the previous layer(s)
which increases the chance of portability.

Figure 4-22 Coding layers
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The first three layers are difficult to totally abstract in some cases, but by the time

you are writing the API, the code should be target-independent. The EIiE website has
summaries of each chapter, examples, and suggested applications that you can write to
use the API developed.

By the time you turn the final page in this book, the firmware system will be able to
access all the development board functionality giving you an excellent platform on which
to build a myriad of applications. If you follow this entire guide, you will have solid
foundational knowledge about the kind of thinking and development decisions that went
into creating this system.

Below is a block diagram preview of everything that will be covered. The chapters roughly
line up to columns of functionality across the various layers, though there are some
interdependencies that are not shown. The SD card and USB Driver and APIs will be left
as online exercises.

LED API, USE CDC

API

Button API,
Audio AP

ADC API

LCD
Interface

Soo ) om | (o | (Lo VLo | (emm | [ sm ) [
i Peripheral with DMA Peripheral Peripheral Feripheral (e =] Perlpheral

Figure 4-23 EiE System layer block diagram
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5.1 ¢ SAM3U2 General Purpose Input Output

Perhaps the most interesting thing about an embedded system is that it is a mechanism
to transform software to hardware. Programming on a computer or even writing an app
for a smartphone generally outputs only to a screen which, although often entertaining,
still has a strong feeling of “virtual” to it. In contrast, turning on an LED, driving a motor,
or making sound in hardware that you have constructed is tangible and therefore has a
“real” feeling. Being in control of every single bit and knowing exactly why the system is
doing what it is doing is also really fun.

Microcontrollers come in all sorts of shapes and sizes, from tiny 8 pin packages all the
way up to parts with hundreds of connections. If you look inside a microcontroller, you
will see the physical connections between the pins and the chip die. The pin is held in
place by the plastic enclosure and is what you solder to attach the MCU to a PCB. Inside
the case are very tiny bond wires attached to each pin. These extend to the silicon dye
where they are bonded to the processor.

Figure 5-1 Internal bond wires inside a microcontroller package

Pins can be very broadly grouped as analog or digital. In most cases, the majority of pins
will be digital signals. The digital pins can be further broken down to “General Purpose
Input Output” (GPIO), and Special Function or Peripheral Pins. As the name implies, GPIO
pins could be inputs or outputs. For example, an active-high LED needs a pin output that
can be a positive voltage to turn the LED on, or grounded to turn it off. An active-low
button connection needs a processor pin input so the processor can read if the button is
pressed (logic 0) or not pressed (logic 1). Special Function pins have additional hardware
inside the microcontroller to do more advanced tasks like run different communication
protocols, track encoders or provide waveforms to control motors.
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Embedded designers need to understand the physical and logical relationships that
operate in the microcontroller and out to the circuits it controls. Looking out from the
processor, the schematic diagram shows all of the different circuits that are connected to
the micro. Inside the MCU the signals are connected to logic gates that are controlled by
registers. With GPIO, writing a line of code to load a register can translate to logic high
and low voltage levels on the hardware pin. Regardless of the particular package, the
embedded programmer needs to tell the processor how to handle all those connections.

5.2 e External Hardware

When a new design is started, someone has to decide what processor to use and how

to assign the pins. In the first chapter, we introduced the block diagram for the EiE
development board. From there we can count pins and special peripherals that will be
needed, then take that information to choose a processor that has enough physical
resources to meet those requirements. Knowledge about how the processor can be
configured logically is essential here because in most cases only certain pins are
connected to certain peripherals. For example, a processor’s datasheet might claim to
have 3 serial peripherals and 3 analog connections, but if they use the same pins you are
limited to just a few combinations.

A good way to verify the processor is to get the schematic symbol that lists all of the pin
functions. You might have to build the symbol yourself. Building the schematic symbol

is admittedly tedious but also very critical to complete correctly. If a pin is assigned
incorrectly, then the entire design will be flawed along with any other design that makes
use of the symbol from the schematic library. It is therefore highly recommended that
the symbol is checked and rechecked by at least two pairs of eyes, even if you download
it from the vendor. The SAM3U2 schematic that we created is shown here. This symbol
doesn’t show the power or clock pins as it’s too crowded.

Figure 5-2 SAM3U2 schematic symbol

e 162



Chapter 5 ¢ GPIO & LED Driver

5.2.1 e Pin Allocation

Once the base symbol is verified, the next task is assigning pins to the circuits in the
design. The block diagram of the device is a good tool to assist in this, and it can be
improved at this point by adding more specific information. Since virtually every GPIO

pin on a processor has several options available for how it can be used, it is important to
investigate each pin before mapping begins to determine if there are any critical functions
you need and how using different pins will impact the remaining functionality available on
the other pins. For example, Pin 39 on the SAM3U2 can be GPIO, a communications clock
signal, a square wave output, or a special wake-up pin. If you need that clock signal, then
you don’t want to assign that pin as GPIO.

From experience, the best way to do this is to print out a hard copy of the schematic
symbol, then systematically go through and circle which functionalities are essential,
and which can be crossed off. We find the following order of assignment to be quite
successful.

1. No-choice pins: power, ground, clocks, etc. can be hooked up first just to get
them out of the way. All power and ground pins need to be connected. It is
suggested that JTAG pins for programming / debugging fall into this category
even though some processors allow you to multiplex GPIOs onto them. This is a
highly unadvised practice if you plan to load or debug your device over JTAG.

2. One-off/special function pins: any signal/peripheral that you need that
is available on only one pin must be assigned first since there are no other
options. If two such signals you need are only available on the same pin, then
you either have to select a different processor, change your design, or figure
out if you can multiplex them somehow (perhaps with an external mux - highly
not recommended at this point in the design).

3. Peripheral-connected pins: these include communication ports, interrupt pins,
analog pins, PWM pins, timer/counter pins, etc. Often there are multiple choices
to connect with. For example, you may only need 3 analog inputs, so pick pins
that do not have other useful functions on them. Communication ports can also
be selected to ensure you get everything you need.

4. GPIO: signals that only need to be 0, 1 outputs, or Hi-Z inputs can be allocated
next. In general, it does not matter where you put these but you should still
be aware of what functions you are giving up if you claim a pin. You must also
ensure that the pin will do what you think it will do. Some processor GPIOs will
only accept inputs up to the processor supply rail which may be an issue if you
run a 3.3V rail but talk to another device with a 5V signal. Some pins might
have open-drain drivers instead of push-pull drivers. GPIO assignment could
also be influenced by firmware. For example, if you wanted to show an 8-bit
counter on LEDs, then the LEDs could be assigned to consecutive pins on the
same port if possible. This will help when writing code because the LED driver
can write to consecutive bits in a single register to turn the lights on and off.
If you randomly assign LEDs to pins all over the place, then it will require a bit
more code to map those and update the LEDs when required. Though a lot of
times this cannot be avoided, any consideration and optimization will likely lead
to a better product delivered in less time. Physical routing of the PCB should be
considered if possible, too. Grouping common function pins together that will
go to similar locations on the PCB can save a lot of routing headaches. Even
selecting the side of the processor where there is a straight-line path to the
board location of the target hardware can help routing massively. This can be
an iterative process as long as you have the freedom to move GPIO.
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5. Unused pins: many designs will not need all the processor pins available. In
this case, be sure to consult the processor datasheet to ensure you do the
right thing with unused pins. You may be able to leave them floating, or you
might want to tie them high or low directly or through a resistor. If you have
space, it is highly recommended that you stick a test point on them so they are
accessible should you decide to add something to the board or make a mistake.
If you are really unsure what to do with them, add both a pull-up and pull-down
resistor in addition to the test point. Then you have all the options available and
the only cost is board space. This can come in handy later for signaling board
options or revisions if the pins remain unused. Almost all development boards
take the test point approach to maximize flexibility. Even if the test point is
physically small and right next to the pin, it is much easier to connect a wire to
than the pin itself.

With all that information, the pins and peripherals for the EiE development board are
allocated as follows:

1. ANT communication: SSP2 and Port B GPIO.

SD card SPI: SSP1 and Port A GPIO

SD card high-speed: MC peripheral (and a good option for two pairs of PWM)
LCD communication and backlight: I12C0 (common bus) and Port A GPIO.
UART debug port: UARTO.

Buzzers: PWMHO, PWMH1

Button inputs: GPIO Port A and B.

Blade Daughterboard: 12C0 (common), SPI, UART and Port B analog.

USB: DHS and DFS

10. Remaining GPIO as required and all power, ground, and clocks.

v ® N o Uk WN

The resulting marked-up schematic symbol is shown. Since this design has relatively

few requirements and the processor itself does not allocate too many similar functions
per pin, assigning pins was quite simple. It's still a tedious process, and there is still a
chance of making a mistake which is probably impossible to fix without a board spin. See
Figure 5-3 on page 165.

From here, the schematic symbol can be further updated to group the pins by function or
external circuitry so the schematic is well-organized. A pin-mapping spreadsheet can be
created to list all of the pin assignments, functions, and configuration information. A table
like this is important to interface the hardware and firmware design, especially if you are
in an organization where hardware is handled by a different team than firmware. This
document shows that everyone is on the same page, and forces both sides to look at all
of the configuration options to ensure the selections will work. The EiE development board
is fairly simple and both the hardware and firmware were done by the same person, so

a pin-mapping table was not produced. Figure 5-4 on page 166 shows a purposefully-
illegible drawing of a customer’s design using a 144-pin processor.

When configuring GPIO, it is extremely important to understand the system schematics
and how to line them up to the firmware. You should have a hard copy of the schematics
to reference, but at least have a soft copy readily available. Examine the schematic page
with the main processor. See Figure 5-5 on page 167.
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Figure 5-3 Resulting mark-up of schematic symbols

The processor’s pins are grouped by “ports” and linked to registers where their
functionality is controlled. On the SAM3U2, the 1/0 pins belong to either port A or port
B and have a number such as PA10. This means pin 10 of port A. Note that nhumbering
starts at O just like digital bit locations, so PA10 is the 11th pin on its port. The SAM3U2
has a pin corresponding to almost every bit in the two ports, though there are a few
unused locations.

Since there are two ports, there are two PIO peripherals, PIOA and PIOB. Each of the two
peripherals has a copy of a bunch of registers used to make the pins work. These are
described in the “Parallel Input/Output Controller” section of the user guide. The bits in
the registers correspond directly to the physical pins. This is the most important concept
to understand here! For example, there is a port A register for reading the logic state of
the pin. The 11th bit in this port A register corresponds to PA10, so if the value in the
register is 0x00000400, then you know that the signal on pin PA10 is logic high and all
the other pins on that port are at logic 0.
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Figure 5-4 Example pin assignment table for a 144-pin processor
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Figure 5-5 Schematic of main processor

All of the pin assignments to circuits are board-specific. As you saw in the previous

two chapters, the logical and functional names of each pin are included in the header
file definition. The schematic symbol names should match the logical signal names in
firmware so they are easy to reference back and forth. We like to prefix the port and pin
number which is helpful when coding.

Now is a good time to make those definitions. Open the gpio_led firmware branch and
go to the “GPIO pin names” section of eiefl-pcb.01.h. If you want the true experience of
designing a system from scratch, add all of the Port A and Port B pin definitions now by
reading them from the schematic. There are 64 of them. If you want to cheat, go to the
next chapter branch and copy and paste. See Figure 5-6 on page 168.

A common term for these definitions is “bit masks” since they mask off only the bit

of interest. A bit mask is used to isolate the bit and do bit-wise logical operations. For
example, if you wanted to set a register bit corresponding to the RED LED, you could
logic-OR the PB_20_LED_RED constant with the appropriate register. To clear the same
bit, you can logic-AND the inverse of the PB_20_LED_RED constant. The syntax in C and
assembler to inverse bits is the ~ (tilde) operator.

PB_20_LED_RED = 0x0010 0000
~PB_20_LED_RED = OxFFEF FFFF

The relationship between bits in registers and the physical pins in hardware is massively
important. Do not move past this point if you do not understand this yet.

e 167



Embedded in Embedded: ARM Cortex-M embedded design from 0 to 1

V* Port A bit positions */
#define PA_31_ HEARTBEAT
#define PA_30_AN_DEMO
#define PA 29 BUZZERZ2
#define PA_28_BUZZER1
#define PA_27_CLOCK_OUT
#define BA 26 ANT_ PWR_EN
#define PA 25 ANT USPI2_SCK
#define PA_24_SD_USPT1_SCK
#define PA_23_ANT_USPIZ_MOSI
#define PA 22 ANT USPIZ_MISO
#define PA_21_SD_USPI1_MISO
#define PA_20_SD_USPTI1_MOST
#define BA_19_DEBUG_UQ_PIMO
#define PA 18 DEBUG_UQ_POMI
#define PA_17_BUTTONO
#define PA_16_BLADE_CS
#define BA 15 _BLADE SCK
#define PA 14 BLADE MOSI
#define PA_13_BLADE_MISO
#define BA_12_BLADE_UPOMI
#define PA 11 BLADE UPIMO
#define PA_10_I2C_SCL
#define PA_09_T2C_SDR
#define BA 08_SD_CS_MCDA3
#define PA 07 _HSMCI_MCDAZ
#define PA_06_HSMCI_MCDA1
#define PA_05_HSMCI_MCDAQ
#define PA 04 HSMCI_MCCDA
#define PA_03_HSMCI_MCCK
#define PA_02_SD_DETECT
#define PA_01_SD WP

#define PA 00_TPS54

(u32)0xB80000000
(u32) 0=4
(u32) 0x2
(u32) 0=l
(u32)0x080
(u32)0x040
(u32) 0x0
(u32) 0=
(u3z) 0z
(u32)0x004
(u32) 0=0
(u3z) 0x
(u32) 0x0
(u32) 0x0
(u32) 0=
(u3z) 0z
(u32) 0=0
(u32) 0=
(u32) 0=
(u32) 0x
(u32) 0x0
(u32) 0=
(u32) 0=0
(u32) 0=0
(u32) 0x0
(u32) 0=
(u3z) 0z
(u32) 0x0
(u32) 0=
(u32) 0=
(u32) 0x0
(u32) 0x000

/% podt
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

B bit positions */

DB_31_
DE_30_
PE_29_
PB_28_
DB_27_
DB 26_
PB_25_
DB _24_ANT SRDY
DE_23_ANT MRDY

PB 22 ANT USPIZ CS

PE_21_ANT RESET
PE_20_LED_RED
PB_19_LED_GRN
PE_18_LED BLU
PE_17_LED_YLW
PB_16_LED_CY¥N
PB_15 LED ORG
PE_14 LED_PRP
PE_13_LED_WHT
PB_12_LCD_BL_BLU
PE_11 LCD_BL_GRN
PE_10_LCD_EL_RED
PE_09_LCD_RST
PB_08_TP62
PB_07_TP60
PE_06_TPS8
PB_05_TP56
PB_04_BLADE AN1
PE_03_BLADE_ANO
PE_02_BUTTON3
PB_01_BUTTON2
PE_00_BUTTON1

Figure 5-6 Port A and Port B pin definitions

5.3 e The PIO Peripheral

(u32)0x800000 0
(u32) 0x4
(u3z) 0x2
(u3z2) 0=l
(u32) 0=08¢
(u32) 0x0
(u3z) 0x0
(u3zz) o
(u3z) o
(u3z2) 0x0
(u32) 0x0
(u32)0
{(u32) 0x000
(u32) 0x000
(u3z2) 0o
(u3z) o
(u32) 0x0
(u3z) 0
(u3zz) o
(u3z) o
(u3z) 0x0
(u3z) 0
(u32) 0x0
(u32) 0x0
(u3z) 0x0
(u3zz) o
(u3z) o
(u3z) 0x0
(u3z) 0
(u3zz) o
(u32) 0x0
(u3z) 0x0

Now we can look at the logical side of GPIO. For the SAM3U2 processors, the GPIO
peripheral is simply called the PIO controller. The steps to learn any peripheral in any
microcontroller are very similar. If you get good at the process, then the details become
the only thing to figure out regardless of the peripheral or the processor. The following
process is recommended when learning a new peripheral:

1. Read the whole datasheet/user manual section of the peripheral you want
to use. Make notes on anything that stands out such as register or bit names,
special conditions, tips, and tricks, or additional information you might need.
The notes you need to make become more obvious as you do this more often
and start to know what you’re looking for. When you are first learning, printing
the user guide section and using a highlighter is helpful.

2. Examine the block diagrams. See if they make sense and contain information
that you might need. How do they compare to peripherals you have used

before?

3. Study the registers. Determine which registers will be necessary to accomplish
what you need the peripheral to do. In many cases, you will not need to use all
of them, but you need to know for sure if you can ignore something.

4. Define the configuration values needed for the registers. Pay attention to

special bits that enable power or clock signals to the peripheral.

5. Add the peripheral configuration firmware and thoroughly test. Make
sure that the peripheral is being configured correctly using the debugger to
inspect each register that you modify. This may take some time, and if it is not
working it may take hours of debugging looking for the correct bits to make the
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peripheral do what you want. Again, watch out for power control or clock bits
that need to be active before the peripheral will work.

469 #define PIOA PER INIT (u32)0x8l0B007

470 /*
471 31|[1]) PA 31 HEARTBE PIOfcontrol enabled
472 30|[0]) PA_30_AN Dp#O PIOfontrol not enabled
473 29)[0]| PA 29 ZER2 /PI@ control not enabled
474 280[0]| PA " BUZZER1 DAO control not enabled
475 T
476 27)[0]| PA_27 CEOCK pUT PIO control not enabled
477 26|[1]| PA 26 /ANT DWR EN PIO control enabled
478 25|[0]| PA_20 ANT/USPI2 SCK PIO control not enabled
479 241[0]| PA" 24 SDFUSPI1 SCK PIO control not enabled
480 _
481 23 [0] PA 23/ANT USPIZ MOSI PIO control not enabled
482 22 [0] PA 2f ANT USPIZ MISO PIO control not enabled
483 21 [0] PAZ1 SD USPI1 MISO PIO control not enabled
484 20 [0] PE 20 SD USPI1 MOSI PIO control not enabled
485
486 PA 19 DEBUG U0 PIMO PIO control not enabled
487 PA 18 DEBUG U0 POMI PIO control not enabled
188 PA 17 BUTTONO PIO control enabled

PA 16 BLADE CS PIO control enabled

4389

Figure 5-7 PIOA_PER bit initialization values

Spend the time to really understand the peripheral and be very confident it has been
configured correctly. This time is a great investment. Front-loading development effort
can yield substantial future time savings since problems identified early are much easier
and faster to fix. Building your code on a weak foundation of knowledge is like building a
house on quicksand.

5.4 ¢ PIO Internal Hardware

Block diagrams give you a hint of what dependencies a peripheral has on other parts of
the microcontroller. This may be parts of the core, different signal busses, external pins,
or other peripherals. Figure 5-8 on page 170 is the PIO Controller block diagram for the
SAM3U from which we can learn some important information.

The obvious part of this diagram is that the PIO Controller connects directly to the
physical hardware pins on the microcontroller which ultimately allows reading and writing
digital logic signals to the world outside of the processor package (and in some cases
analog levels, though that is not shown). The PIO ties into the processor’s APB (Advanced
Peripheral Bus) which is how most of the peripherals are wired back to the core.

Note that all of the PIO hardware and registers are duplicated because there are two PIO
peripherals, PIOA and PIOB. They can be described generically, but they are physically
independent of each other. The pins belonging to each are unique. Logically, the two sets
of register addresses are offset from each other by a fixed number of bytes so it is easy
to write code for both using the known offset value.

The two “Embedded Peripheral” rectangles refer to the other processor peripherals that
can be multiplexed through the PIO Controller. If you wanted pin data to go in or out of
a particular peripheral instead of the PIO controller, you would tell the PIO Controller to
route the logic signals accordingly.
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Figure 5-8 PIO block diagram

There is a single connection from a PIO Controller to the NVIC (Nested Vectored Interrupt
Controller) where the PIO interrupt is provided. As you work with ARM Cortex processors
you will see this is very standard and we will explore more about this in the Interrupt
chapter.

A clock signal from the PMC (Power Management Controller) is required to drive the

PIO Controller, which was mentioned in the previous chapter. To properly run the PIO
Controller, the clock must be turned on in the PMC. Clock and power control are often

a bit tricky to figure out! If you are working with a peripheral and getting unexpected
results as you try to read and write the peripheral registers, this is a good indication that
the peripheral might not have power and/or a clock. The most obvious clue is seeing that
a peripheral’s registers do not change at all when you write values to them when you're
looking in the debugger. Some user guides are very clear at telling you this. Some don’t
give you any clue at all and you could spend hours trying to figure it out.

5.4.1 e Logic Block Diagram

Microcontroller peripheral descriptions may also include a block diagram of the peripheral
logic to give you a bird’s eye view of how it works. These diagrams can end up being
very useful to see how the registers influence the signal chain in the peripheral. Here is
the main block diagram for the PIO peripheral in the SAM3U2 (See Figure 5-9 on page
171).
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Figure 5-9 1I/0 line control logic diagram

This shows the hardware connected to one pin. In the actual processor, the registers
would be connected to all the pins on a port (up to 32), but each pin has a copy of the
logic hardware. Array notation [] is used to indicate which pin is being referenced. The
block diagram references pin 0.

The effect of a lot of the PIO registers can be predicted without even knowing what they
are. Let’s use an example of the red LED (PB_20_LED_RED). Using the figure below,
trace the impacts of a value in PIOB_OER (Output Enable Register) to see how it sets up
the logic to allow the use of PIOB_SODR and PIOB_CODR (Set and Clear Output Data
Register) to write the logic signal on the pin.
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Figure 5-10 Signal logic propagation through the PIO peripheral

The numbers in squares represent the logic levels that are propagating through
the signal chain from PIO_OER which first sets the value in PIO_OSR.

The numbers in diamonds are the values to control the multiplexers (muxes) in
the steering logic to get the signal. These come from PIO_PSR and PIO_MDSR.

The “X” values are the LED state we want which would be in PIOB_ODSR[20]
depending on what we write to PIOB_SODR[20] and PIOB_CODR[20]. If X is
1, the voltage at PAD will be Vcc (logic high); if X is 0, the voltage at PAD is O
(logic low).

By configuring PIOB_OER[20] to logic 1, we are telling the processor that we want this
pin to be an output. Ultimately this turns on the output buffer at the very end so the PAD
signal is driven high or low depending on what X is at its input.

1.

PIOB_OER[20] is set which produces the logic 1 value into the inverter at the
top left to get a logic 0 at the first mux.

The first mux is set to select path 1 which allows the PIOB_OSR logic 0 signal
through. The complimentary mux here must then allow the PIOB_ODSR[20]
signal through (the current state of the LED we want).

The second pair of muxes are set for path 0 by PIO_MDSR. Therefore, the OR
gate output is 0, and the PIOB_ODSR[20] is allowed to propagate through to
control the output buffer.

The output buffer control sees the 0 from the OR gate which is inverted so it is
turned on. Therefore, the X signal is driven on PAD.

In most cases, you do not have to look so carefully through the logic diagrams of a
peripheral. Configuration values can typically be determined just by reading the register
descriptions. However, understanding these diagrams and being able to trace through
them to determine the register dependencies is really important especially if the
configuration you set up does not work as expected.
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A nice thing about the SAM3U2 micro is that the PIO peripheral registers are all one-to-
one mapping, so no matter what PIO register you are working with if you are playing with
bit “x” you are changing the behavior of pin “x” on that port. The downside of this is that
there are quite a few registers to set up when initializing the processor.

Pl Look at the “User Interface” section of the User Guide in the PIO section. You do not have
[\_'?J to understand what all the registers are used for just yet (and in some cases, never), but
you must get comfortable with how the information is organized and presented. You will
be looking at register sets like this for every single peripheral driver you write in EiE and
any other processor you work with. The register list for a peripheral tells you the
following:

e Offset: the address of the register relative to the base address of the
peripheral. If you skipped the last chapter, go back and read about this.

e Register: the full name of the register that usually doesn’t require any further
explanation about its purpose. However, there may be individual bits that have
special meaning.

e Name: the abbreviated logical name that you should be able to find in the
header file for the processor so you can address the register.

e Access: indicates if you are allowed to read, write or do both operations on the
register. Write-only registers will never change. In IAR version 8, their value is
always WWWWWWWW. In some IDEs, these will show as 0x00000000. If they
are read-only and you try to write to them, nothing should happen other than
asking yourself why you are writing to read-only registers.

e Reset: gives you the defined initial conditions if there are any. If this column
does not have a value, then there is no guarantee that it will start up with any
particular setting, thus you should initialize it if you need to use it. Registers
that are not hardware-initialized should retain their value when the processor
is reset but not power cycled. However, you cannot be sure, so always initialize
the registers you need.

On the SAMU32, registers are often grouped in threes with Enable, Disable, and Status
registers. Similarly, there are Set, Clear, and Status register groups. Almost all the
functionality provided by peripherals on the SAM3U2 are organized in this way. Look at
the first set of these registers for the PIO. We briefly touched on these registers in the
previous chapter.

Figure 5-11 Register grouping example in the PIO peripheral

This register grouping is responsible for assigning whether or not the PIO controller is
operating the pin. If the PIO controller is assigned, the pin is general purpose digital and
can be additionally configured and used as a high or low output for write operations, or
high-impedance input for read operations. If it is not under PIO control, then a different
peripheral controls the pin.

To set a bit in this register and thus assign the PIO controller to the pin, write the pin
mask to the Enable register. To clear a bit and disable PIO control of the pin, write the pin
mask to the Disable register. In both cases, you write the same mask. If you are watching
these actions in the debugger, you will not see any change to the Enable and Disable
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registers because they are write-only. To see the status of any bit, you must read the
PIO_PSR Status register. An example of writing the Enable register and then reading a
copy of the Status register is shown. If you don’t understand the pointer-to-struct register
access, please review the previous chapter about this.

u32 u32PioStatusRegister;
AT91C_BASE_PIOB->PIO_PER = PB_20_LED_RED;
u32PijoStatusRegister = AT91C_BASE_PIOB->PIO_PSR;

The purpose of each bit will be described for each register in the datasheet. For the
SAM3U2, the descriptions follow the register summary table. Continue reading the user
guide to see the detailed register descriptions. Most of the PIO registers operate “bit-
wise” meaning that individual bits correspond to specific functions, but you will also come
across peripheral registers where groups of bits have different functions. There are just
two of these in the PIO register set, PIO_WPMR, and PIO_WPSR.

Figure 5-12 Write Protect status register

5.5 e PIO Registers

Whatever the case, never guess at the purpose of the register settings. It is imperative

to go through each register and understand each bit when first setting up a peripheral.
As you do this, you can build the initialization values for the register and update the
GpioSetup() function. To be complete, all the registers and their init values will be
detailed here. Again, there is a lot of information that needs to be written in the header
file if you follow the EiE documentation rules (over 1000 lines!). A substantial amount of
time can be saved by setting up a template and doing a lot of cutting/copying and pasting
as you fill out the values.
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PIO Enable / Disable / Status (PIO_PER, PIO_PDR, PIO_PSR): assigns the pin to

the PIO controller. All the LEDs and buttons must be under the PIO control as well as
circuit signals like the LCD reset line, and SD card control lines. Any circuit that requires a
communications peripheral such as the LCD, SD and ANT must NOT be under PIO control.
The associated Disable and Status registers are self-explanatory.

#define PIOA_PER_INIT (u32)0x84030007
#define PIOB_PER_INIT (u32)@x@1BFFF57

Output Enable / Disable / Status (PIO_OER, PIO_ODR, PIO_OSR): configures pins as
a digital outputs. All LED pins must be set as outputs as well as any pin that drives a logic
value out to another circuit. Some microcontrollers require pins that other peripherals
output on to have the GPIO output function enabled. This is a good example of where

the pin block diagram can be helpful if the operation is not immediately obvious from the
datasheet. For the SAM3U2, when the pin is controlled by a Peripheral, there is a separate
register that turns on the Output buffer, so the associated OER bit is not required.

#define PIOA_OER_INIT (u32)0x84010001
#define PIOB_OER_INIT (u32)0x01BFFFEQ

Glitch Input Filter Enable / Disable / Status (PIO_IFER, PIO_IFDR, PIO_IFSR): set to
enable an optional built-in hardware filter that can remove fast changing signals. This is

a cool option to have on every input pin to clean up noise in hardware rather than using
firmware routines, but it won’t be used for the EiE board. Features like this are nice to
have as a backup, so don’t forget about it.

#define PIOA_IFER_INIT (u32)0x00000000
#define PIOB_IFER_INIT (u32)0x00000000

Set Output / Clear Output / Output Data Status (PIO_SODR, PIO_CODR,
PIO_ODSR): Sets or clears the output drive on the PINs as long as the required other
registers are configured. ODSR holds the values that are configured but does not
necessarily mean that the pin level will be at that level. The pin voltage could be different
if a different signal is driving the output, or if the pin is an input. Look at the block
diagram to verify. The initialization values should be carefully chosen here so the circuit
starts up correctly. The “Clear” register initialization is not necessarily the inverse of the
“Set” register initialization since these values should only be operating on output pins.

#define PIOA_SODR_INIT (u32)0x88010000
#define PIOA_CODR_INIT (u32)0x30000000
#define PIOB_SODR_INIT (u32)0x01BFFEQO
#define PIOB_CODR_INIT (u32)0x00000000

Pin Data Status (PIO_PDSR): The true logic level on the pins. For pins that are
configured as outputs, ODSR and PDSR should be the same. For input pins, PDSR can be
totally different than ODSR. PDSR should always be used to read inputs.

Interrupt Enable / Disable / Mask / Status (PIO_IER, PIO_IDR, PIO_IMR,
PIO_ISR): Allows any pin signal to contribute to the overall PIO interrupt signal from
the PIO peripheral to the NVIC. More on this in the Interrupt module so it will not be
initialized with the rest of the PIO registers.

Multi-driver Enable / Disable / Status (PIO_MDER, PIO_MDDR, PIO_MDSR): This
is more commonly called “open drain” output and it is brilliant that this is configurable
on all pins of this processor. Some processors only have certain pins that are open-drain
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and if you don’t realize this and connect a regular digital IO to it, you are stuck. From the
block diagram, we see that this allows both a peripheral and the ODSR to drive the output
pin, sort of. In this state, a pull-up resistor would have to be used to get a logic high
because the output buffer is always driving low. That’s the essence of open-drain: only a
low output is forced. To get a high output, the driver is off and in a high-impedance state
so it will float if it is not pulled high. Only special hardware configurations need this. The
EiE hardware requires open drain outputs on the ANT_PWR_EN line and the 12C (TWI)
communication bus.

#define PIOA_MDER_INIT (u32)0x04000600
#define PIOB_MDER_INIT (u32)0x00000000

Pull-up Enable / Disable / Status (PIO_PUER, PIO_PUDR, PIO_PUSR): Used to
connect a built-in weak pull-up resistor after the output buffer on each pin. This can be

a lifesaver if you accidentally need a pull-up on a signal line but forgot to put it on the
PCB. It is also used commonly for open-drain drivers or just to ensure unused lines are
not floating without having to consume board space with external resistors. It is safe to
enable a pull-up resistor on an output line that is driven high or low, but in the low output
state, a small amount of current will be wasted through the pull-up. From the electrical
characteristics in the user guide, the nominal value of the pull-up is 100kOhms. The I2C
lines need pull-ups, but 100k is too weak so external resistors are used. The internal pull-
ups are great for test points to ensure they are not floating. Some processors also have
configurable pull-down resistors.

#define PIOA_PPUER_INIT (u32)0x00000001
#define PIOB_PPUER_INIT (u32)0x000001CO

Peripheral AB Select (PIO_ABSR): used to select which of two available peripheral
outputs are chosen to drive the output when required. This is one of the few PIO registers
that does not have a set/clear/status register group. The register is read-write so

you can configure it or look at it. For every Peripheral-controlled pin used on the EiE
development board, you must read the user guide section for that peripheral to see if

the corresponding pins are mapped to peripheral A or B. There is no particular reason

for either. You should read the user guide to understand where the following INIT values
came from.

#define PIOA_ABSR_INIT (u32)0x7B00000O
#define PIOB_ABSR_INIT (u32)0x00400018

Filter configuration (SCIFSR, DIFSR, SCDR, IFDGSR): These registers configure the
behavior of the hardware filters. The first two select the “glitch” vs. “debounce” filter. The
third allows a configurable time for the debounce. A fourth register, IFDGSR, is for the
status of the current configuration. Even though the development board doesn’t use the
filters, the registers can still be configured. If the filters are required in the future, then it
is easy to simply enable them just by updating the INIT values.

#define PIOA_SCIFSR_INIT (u32)0x00000000
#define PIOB_SCIFSR_INIT (u32)0x00000000
#define PIOA_DIFSR_INIT (u32)0x00000000
#define PIOB_DIFSR_INIT (u32)0x00000000
#define PIOB_DIFSR_INIT (u32)0x00000000
#define PIOB_SCDR_INIT (u32)6x060000000
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Output Write Enable / Disable / Status (PIO_OWER, PIO_OWDR, PIO_OWSR): A
locking function to prevent accidental writes to the output data register. Writing directly to
ODSR allows multiple output lines to change to either a high or low state all on the same
instruction cycle. If you do not have this, it is always a two-step process to use the Set
register to change pins high and then a second instruction to use the Clear register to pull
pins low. If you needed to toggle two outputs simultaneously where one is high and one
is low, you have to be able to write directly to the output register. Though sequential calls
to SODR and CODR would normally involve only a few instruction cycles between them,
that may be enough to cause a problem. A more likely problem would be that an interrupt
(or a task-switch if using an RTOS) would occur between the two register writes and the
pins would be in an undefined state for potentially much longer. This could actually be
catastrophic to certain systems. Having the OWxR registers helps to solve a problem of
messing up other pin IO levels when the write occurs. The EiE board uses this for the LED
pins.

#define PIOA_OWER_INIT (u32)0x00000000
#define PIOB_OWER_INIT (u32)0x001FFCOO

Additional Interrupt Modes Enable / Disable / Mask (PIO_AIMER, PIO_AIMDR,
PIO_AIMMR): This allows further customization of how the input interrupts work. The
customization is configured in the ELSR and FRLHSR registers.

Edge Select / Level Select / Status (PIO_ESR, PIO_LSR, PIO_ELSR): Defines interrupt
behavior on input lines with interrupts enabled. A signal “Edge” is the transition from high
to low (falling edge) or low to high (rising edge). The “Level” is the steady-state value.

Falling Edge or Low Level / Rising Edge or High Level / Status (PIO_FELLSR,
PIO_REHLSR, PIO_FRLHSR): For interrupt configured pins. Selects if the interrupt will
be generated based on signal highs or lows (falling edges / low levels or rising edges /
high levels).

Lock Status / Write Protect Mode / Status (PIO_LOCKSR, PIO_WPMR,

PIO_WPSR): Additional protection / security for IO behavior. Ultra-robust systems could
definitely make use of these types of protection and status. However, we will not use
these as it is beyond the scope of what we want to cover in EiE. The special “key” value is
coded if it is needed later on.

#define PIO_WRITE_ENABLE (u32)06x50494F00

All of the required initialization values are ready. Now they need to be written to their
corresponding registers in the GpioSetup module. Due to the nature of the PIO registers,
the “Enable” register initialization values will always be the bit-wise opposite of the
“Disable” registers. Write the code in GpioSetup. To keep things organized, do all the
PIOA enable/disable registers first, then the PIO single-write registers. Then repeat for
PIOB. Make sure you build and run through the code to check that everything is working.
Most of the checking should be done with Register windows in the debugger, but you
should see all the LEDs turn on. See Figure 5-13 on page 179.

void GpioSetup(void)

{
/* Set all of the pin function registers in port A x/
AT91C_BASE_PIOA->PIO_PER = PIOA_PER_INIT;
AT91C_BASE_PIOA->PIO_PDR ~PIOA_PER_INIT;
AT91C_BASE_PIOA->PIO_OER PIOA_OER_INIT;
AT91C_BASE_PIOA->PIO_ODR ~PIOA_OER_INIT;
AT91C_BASE_PIOA->PIO_IFER PIOA_IFER_INIT;
AT91C_BASE_PIOA->PIO_IFDR ~PIOA_IFER_INIT;
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AT91C_BASE_PIOA->PIO_MDER
AT91C_BASE_PIOA->PIO_MDDR
AT91C_BASE_PIOA->PIO_PPUER
AT91C_BASE_PIOA->PIO_PPUDR
AT91C_BASE_PIOA->PIO_OWER
AT91C_BASE_PIOA->PIO_OWDR

AT91C_BASE_PIOA->PIO_SODR
AT91C_BASE_PIOA->PIO_CODR
AT91C_BASE_PIOA->PIO_ABSR

AT91C_BASE_PIOA->PIO_SCIFSR

AT91C_BASE_PIOA->PIO_DIFSR
AT91C_BASE_PIOA->PIO_SCDR

PIOA_MDER_INIT;
~PIOA_MDER_INIT;

PIOA_PPUER_INIT;
~PIOA_PPUER_INIT;

PIOA_OWER_INIT;
~PIOA_OWER_INIT;

PIOA_SODR_INIT;
PIOA_CODR_INIT;
PIOA_ABSR_INIT;
PIOA_SCIFSR_INIT;
PIOA_DIFSR_INIT;
PIOA_SCDR_INIT;

/*x Set all of the pin function registers in port B x/

AT91C_BASE_PIOB->PIO_PER
AT91C_BASE_PIOB->PIO_PDR
AT91C_BASE_PIOB->PIO_OER
AT91C_BASE_PIOB->PIO_ODR
AT91C_BASE_PIOB->PIO_IFER
AT91C_BASE_PIOB->PIO_IFDR
AT91C_BASE_PIOB->PIO_MDER
AT91C_BASE_PIOB->PIO_MDDR
AT91C_BASE_PIOB->PIO_PPUER
AT91C_BASE_PIOB->PIO_PPUDR
AT91C_BASE_PIOB->PIO_OWER
AT91C_BASE_PIOB->PIO_OWDR

AT91C_BASE_PIOB->PIO_SODR
AT91C_BASE_PIOB->PIO_CODR
AT91C_BASE_PIOB->PIO_ABSR

AT91C_BASE_PIOB->PIO_SCIFSR

AT91C_BASE_PIOB->PIO_DIFSR
AT91C_BASE_PIOB->PIO_SCDR

PIOB_PER_INIT;
~PIOB_PER_INIT;
PIOB_OER_INIT;
~PIOB_OER_INIT;
PIOB_IFER_INIT;
~PIOB_IFER_INIT;
PIOB_MDER_INIT;
~PIOB_MDER_INIT;
PIOB_PPUER_INIT;
~PIOB_PPUER_INIT;
PIOB_OWER_INIT;
~PIOB_OWER_INIT;

PIOB_SODR_INIT;
PIOB_CODR_INIT;
PIOB_ABSR_INIT;
PIOB_SCIFSR_INIT;
PIOB_DIFSR_INIT;
PIOB_SCDR_INIT;

} /x end GpioSetup() */

GPIO setup is a lot of work, especially if you take the time to properly look at and
configure every register in the peripheral. When this all works, it is more reason to truly
celebrate even though the result is barely noticeable on the board. What we have now
is a fully configured development board from the IO perspective that is ready to be
programmed.

5.6 ¢ Adding a New Task

Each driver that is developed in EiE will be a new task. Any application you write should
also be a new task. Adding a new task should never involve having to write or modify
code in any other part of the system beyond the basic inclusions necessary to add the
task in. The only exception is if you are adding to the existing API to provide additional
functionality. For all of EiE, if you think you need to change any of the existing sources
files you're not doing something correctly.
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Figure 5-13 Register window in the debugger

In most cases, a new task is just a source file and a header file. Template files called
user_appl.c and user_appl.h are provided in \firmware_common\application. They have
the basic EiE structure and directions to use them at the top of each file. The intent is that
you copy these files, rename them to the name of your task, and then insert them into
the appropriate place in the project file structure.

Once new task files are added to the project, the task needs to be coupled into a few files
in the system. We'll demonstrate putting in the User Task and then it will be there to use
for all of the chapter exercises.

To add the files in, right-click on the “Application” file group in the Workspace and choose
Add... > Add Files. Find the folder where your new source files are (in this case \firmware_
common\application) and select both the .c and .h files. Drag them into their respective
Include and Source sub-groups.

Figure 5-14 "Application" file group in the Workspace
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Add the call to your task’s initialization function in the appropriate place in the init section
of main(). In the case of this example, we are adding a high-level application so the call
should be made somewhere in the Application initialization section.

/* Application initialization */
UserApplInitialize();

Next, add a call to the task’s “RunActiveState” function inside the super loop. The order
of function calls here usually does not matter. There may be special cases where you
might want a driver function to run before an application function, but if you have coded
something that relies on this, you might want to revisit what you have designed to make
it position-independent. For consistency, use the same order as the initialization
functions.

/* Super loop */
while(1)

{
WATCHDOG_BONE () ;

/* Applications */
UserApplRunActiveState();

/* System sleep */
HEARTBEAT_OFF () ;
do

{
SystemSleep () ;
} while(G_u32SystemFlags & _SYSTEM_SLEEPING);

HEARTBEAT_ON() ;
} /* end while(1) main super loop */

Open configuration.h and add the #include for “user_app1.h” in the appropriate section.

Figure 5-15 Add user_app1l.h header in configuration.h
Build the code and make sure there are no errors. The task is ready to be coded.

Once your task is fully developed, make sure it meets all of the standards for use in the
EiE system. Your code should be carefully documented to indicate what dependencies it
has. For example, if it needs a UART, indicate that in a paragraph at the start of the .c
source file. You do not need to document all of the private resources it needs, though it
would be nice to include a summary of memory usage and any instructions about special
requirements involved in adding the code to a similar system.

Your task should also have a documented API for the functionalities it provides (if any).
A brief summary should be written at the top of the source file. Regenerate the Doxygen
files and make sure that your task appears and has been correctly captured.
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5.7 e The LED Driver

As a designer, your task is to identify a problem, fully understand and describe that
problem, and then create a solution that addresses all aspects of the problem. This is the
essence of engineering, and no matter how big or how small the problem is, good design
follows a careful process. The first driver we will write provides a few functions to manage
LEDs. In this case, the problem is relatively simple, but the solution still needs some
careful planning and probably more work than you’re expecting.

The design is critically important. Designing a task will often take longer than coding it. If
you think through all of the problems and try to predict solutions, writing the code ends
up being much easier. The code will be more efficient and robust, and there will be fewer
surprises that can dramatically distort the amount of time and effort you predicted is
required.

In firmware design, it is important to consider the following:
e What are all the current features and requirements of the program?
e What future features and requirements are reasonable to predict?
e What are the inputs and outputs to the system?
e What data structures can be used to efficiently handle information in the task?
e What hardware or other driver dependencies are there?
e If the task provides an API, what functions should be written?
e How much integration or abstraction is reasonable and worth doing in the task?
e Who or what other functions will use the task?

e How can the task be broken down into independent states or functions that can
be coded?

e Are there any big problems to solve where a flowchart or other documentation
is needed?

This list could go on. Depending on the environment you are working in, the design plan
might be done very formally, or it might be done with basic sketches and rough notes in
your notebook. Designing EVERYTHING up front does not make sense and is sometimes
impossible. The process is likely more iterative with respect to implementing each state or
function, but having an overall picture of what you are going to do and how you are going
to do it is important. Some details are definitely left open and filled in along the way.

With each task described in EiE, the design process will be captured as much as possible.
While it will be presented very sequentially in this book thanks to 20-20 hindsight, the
actual process is likely more chaotic. We like to think that what you read is exactly how
things work every time, but of course, that never happens. The most misleading thing
about doing this is that the really hard problems and bugs that popped up during design
are solved and possibly not even mentioned. You are encouraged to do all of this on your
own as much as possible! If you can take the API summary and design the code yourself,
you should be able to drop in your code to the final EiE firmware suite and any application
should still work.

To get started, add the leds.c and leds.h files in \firmware_common\drivers to your
project the same way that was just described for the user task. Put in the call to
LedInitialize() in a new “Driver initialization” section of main.c. Add the call to
LedRunActiveState() in a new “Drivers” section in the main loop. Don’t forget to #include
leds.h in the configuration.h file. The #include needs to be after the eiefl-pcb-01.h
#include. Build the code to make sure everything has been added correctly.
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So far, we have toggled LEDs by writing directly to port registers, and at some point,

the LED driver functions that are created will do the same thing. Working at the register
level is complicated and requires very specific knowledge of the hardware. A good driver
completely abstracts the hardware and presents an interface to an application that will
function seamlessly without any knowledge of the underlying hardware. Not only does
this make the application programmer happy, it contributes to code portability. An
application written for this development board could be ported to any development board
as long as the driver API remained the same.

For example, if you had 10 different products each with different processors and hardware
configurations and you wanted to write a program to blink a green LED, having a driver
API that supported a function call like LedBlink (GREEN) regardless of the platform would
be extremely handy. Though the driver firmware would be different on each board,

the application would not have to change (it would just have to be recompiled for the
platform in use). While this is a very simple example, you can imagine how that expands
to larger applications and becomes very attractive. The trade-off is that code to enable
this kind of portability will be much longer than directly writing to the port registers. In

a mature line of products, there will be much more time invested in high-level code that
needs to “just work” as the underlying hardware evolves.

The LED driver for EiE will provide basic LED functionality. Defining the API functions
upfront is critical because the firmware design will depend heavily on what the entire
functionality set has to provide. Take a moment to imagine the features of an LED driver.
The basic operations that we want to provide to applications are:

1. Turn an LED on
2. Turn an LED off
3. Toggle an LED
4. Blink an LED

Since development boards likely have more than one LED, we need a way to tell the
functions what LED is being referred to. In the simplest case, you could just use the color
(e.g. LED_BLUE, LED_RED, etc.). That assumes that there is only one LED per color. On
the EiE ASCII development board, there are 8 discrete LEDs and three more in the LCD
backlight. This part of the design has to be board-specific, so a strategy to abstract it as
much as possible was formed. Ultimately, we want the API to provide a simple function
call with an intuitive parameter for the LED of interest.

LedOn (<LED name>) ;

LedOff (<LED name>);
LedToggle(<LED name>);
LedBlink (<LED name>, <rate>);

Where <LED name> will be the constant WHITE, PURPLE, BLUE, CYAN, GREEN, YELLOW,
ORANGE, RED, LCD_RED, LCD_GREEN, LCD_BLUE. The user would be hard-pressed to
ask for an easier interface than that.

The LED functionality we want in the API will work almost identically regardless of the
LED. In this situation, we immediately think “array” to store anything that is LED-specific
so that the same code can run but use an index to get any details that are unique to the
LED at each index. There are three parameters that need to be considered for an LED:
the pin, the port, and if it is active-high or active-low. The address between like registers
in different ports is always a fixed offset. In the case of PORTA to PORTB, this is 0x80.
When working with digital pins, these parameters will always factor into how the code
uses the pin, so it can be generalized.
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In typedefs.h, define two enum types for the port offset and active-high/low parameters
so that these will be self-documenting. Groups of parameters are arranged and stored
nicely in structs, so create a struct type called PinConfigurationType for this information.
The bit position is just u32 type. The enums need to be defined first so they can be used
inside the struct.

typedef enum {PORTA = 0, PORTB = 0x80} PortOffsetType;
typedef enum {ACTIVE_LOW = 0, ACTIVE_HIGH = 1} GpioActiveType;

typedef struct

{
u32 u32BitPosition; /*!< @brief Pin bit position within port */
PortOffsetType ePort; /*x!< @brief Pin port position */
GpioActiveType eActiveState; /*!< @brief Pin hardware active type x/

}PinConfigurationType;

Switch to eiefl-pcb-01.h. To specify an LED and index the configuration array with a
name that makes sense, create an enum type called “LedNameType.” We show the full
comment here because it is important to document the relationship of this typedef to the
LED array. Also, #define a constant for the number of LEDs in the system. This could be
done automatically with the sizeof() function, but since that’s calculated in preprocessing,
it might cause trouble for the compiler if it needs the value before it’s calculated. It’s also
good to make the user more consciously aware of this value.

/!
@enum LedNameType
@brief Logical names for LEDs in the system.

The order of the LEDs in LedNameType must match the order of the definition

in G_asBspLedConfigurations from eiefl-pcb-01.c

*/

typedef enum {WHITE = 0, PURPLE, BLUE, CYAN, GREEN, YELLOW, ORANGE, RED, LCD_RED,
LCD_GREEN, LCD_BLUE} LedNameType;

#define US_TOTAL_LEDS (u8)11 /*!< Total number of LEDs in the system */

The corresponding array is a global const array called G_au32BspLedPinPositions in
eiefl-pcb-01.c which lists all of the LED pins in the same order as LedNameType. By
declaring it const, these values don’t have to sit on the stack consuming RAM.

/*! LED locations: order must correspond to the order set in LedNameType in the
header file. x/
const PinConfigurationType G_asBspLedConfigurations[U8_TOTAL_LEDS] =
{ {PB_13_LED_WHT, PORTB, ACTIVE_HIGH},

{PB_14_LED_PRP, PORTB, ACTIVE_HIGH},

{PB_18_LED_BLU, PORTB, ACTIVE_HIGH},

{PB_16_LED_CYN, PORTB, ACTIVE_HIGH},

{PB_19_LED_GRN, PORTB, ACTIVE_HIGH},

{PB_17_LED_YLW, PORTB, ACTIVE_HIGH},

{PB_15_LED_ORG, PORTB, ACTIVE_HIGH},

{PB_20_LED_RED, PORTB, ACTIVE_HIGH},

{PB_10_LCD_BL_RED, PORTB, ACTIVE_HIGH},

{PB_11_LCD_BL_GRN, PORTB, ACTIVE_HIGH},

{PB_12_LCD_BL_BLU, PORTB, ACTIVE_HIGH}
}s
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Make sure you add the “extern” declaration for G_au32BsplLedPinPositions in leds.c.

There are aspects of this design approach that we don’t like because of the dependencies
of leds.c on the board configuration file. We considered using an API function in leds.c
that would let other tasks “register” LEDs that were available in the system. This would
allow leds.c to be totally autonomous to any board. In a previous version of leds.c, we
also offered the ability for a task to check out an LED so it could be used exclusively by
the task and not have conflicts with other tasks. Both of these features would be nice-to-
haves but given the applications anticipated, the overhead is not worth it.

5.8 e Driver Implementation

Now the fun part: realizing the design in firmware. There are many ways to implement
the driver and like any programming solution, they range from simple, brute-force
methods, to potentially complicated yet elegant solutions.

All tasks in the EiE system must be coded to execute as quickly as possible to minimize
their contribution to the 1ms total loop time. For a lot of the drivers that are written, a
program that uses API functions will cause a change in the behavior of the associated
state machine that will be carried out over multiple main loop cycles. For the basic LED
functions ON, OFF, and TOGGLE, these can happen instantaneously since it is just as fast
to update the LEDs immediately as it would be to queue those changes for the next run
of the LED task. The blinking feature is different, where the API call should set up the
blinking parameters, but the state machine will need to always be updating the timing
and LED state.

State diagrams are really helpful to break down a big problem into smaller problems that
are much easier to solve. States allow you to stop worrying about every detail at once
and just focus on what the task needs to do when certain conditions are true. For the LED
driver, only one state is needed, although you could add other features like a sleep mode
that might involve adding more states. The value of drawing a diagram for a single state
is debatable, but let’s do it to start practicing. Our state diagrams usually show the states
and provide a very brief description of what is happening in that state.

LEDSM
Idle()
- Manage blinking

Figure 5-16 State diagram
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How do we know if an LED is blinking? We can define “LedModeType” enum to track if the
LED is in “LED_NORMAL_MODE" or “LED_BLINK_MODE". Blinking requires a counter to
keep track of the time, and every time the counter reaches 0 it must be reset back to the
original value. This requires a counter variable and a saved starting value. The 1ms loop
time can be used for timing. How will the user know what to specify for the blink rate? It
makes sense to provide some specific values to make it easy, so “LedRateType” enum is
defined, too.

/%!
@enum LedModeType

@brief The mode determines how the task manages the LED %/
typedef enum {LED_NORMAL_MODE, LED_BLINK_MODE} LedModeType;

/*!
@enum LedRateType
@brief Standard blinky values for blinking.

Other blinking rate values may be added as required. The labels are frequencies,
but the values are the toggling period in ms.

*/

typedef enum {LED_OHZ = 0, LED_O_5HZ = 1000, LED_1HZ = 500, LED_2HZ = 250, LED_4HZ
= 125, LED_8HZ = 63} LedRateType;

Since every LED might be running differently, this suggests an array of parameters that
line up with the LED array should be used to track this. The parameters are another
group of information, so define a struct typedef in leds.h to hold this data.

/%!
@struct LedControlType

@brief Required parameters for the task to track what each LED 1is doing.
*/

typedef struct

{
LedModeType eMode; /* Current mode */
LedRateType eRate; /* Current rate */
ul6é ul6Count; /* Value of current duty cycle counter x/

The control data array is global to leds.c so define it in the appropriate section at the top
of the file.

/**************************************************************************
Global variable definitions with scope limited to this local application.

Variable names shall start with "Led_<type>" and be declared as static.
**************************************************************************/

static LedControlType Led_asControl[U8_TOTAL_LEDS];
/*!< @brief Holds individual control parameters for LEDs */

Since we have an array of control data, it needs to be initialized which will be the first
code we add to LedInitialize(). Starting all the LEDs in “normal” mode with LED_OHZ and
the counter at 0 seems to make sense.
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/* Initialize the LED control array x/
for(u8 i = @; i < U8_TOTAL_LEDS; i++)
{
Led_asControl[i].eMode = LED_NORMAL_MODE;
Led_asControl[i].eRate = LED_OHZ;

Led_asControl[i].ul6Count = 0;
}

ﬁ-ﬂ LedOn() is shown here. The other two are nearly identical. When called, the three
functions will always set the LED to normal mode otherwise there could be some
confusion.

Add the function declarations and definition placeholders for the three basic functions.

e
@fn void LedOn(LedNameType eLED_)

@brief Turn the specified LED on.

This function automatically takes care of the active low vs. active high LEDs. The
function works immediately (it does not require the main application loop to be
running) .

Requires:
- Definitions in G_asBspLedConfigurations[eLED_] and Led_asControl[eLED_] are cor-
rect

@param eLED_ is a valid LED index

Promises:
- eLED_ 1is turned on
- eLED_ s set to LED_NORMAL_MODE mode

*/
void LedOn(LedNameType eLED_)
{

The syntax to handle the LED correctly is very low-level. To make the function run
generically, we need to use the active-low or active-high parameter for the LED to choose
the base address to either the set or the clear PIO register. Then the offset between the
two ports is added. Follow the code carefully to see how this works. Indexing the LED

. arrays involves a little bit of a hack in that we typecast eLED since it is not technically a
number that should be used for indexing. Since this enum is carefully documented to be
LED indexes in the array, it's ok. Some people will freak out at this suggestion. The mess
of a value into pu320nAddress also needs to be typecasted for the compiler not to
complain.

u32 *pu320nAddress;

/* Configure set and clear addresses x/
if(G_asBspLedConfigurations[(u8)eLED_].eActiveState == ACTIVE_HIGH)

{
/* Active high LEDs use SODR to turn on */
pu320nAddress = (u32x) (&(AT91C_BASE_PIOA->PIO_SODR) +
G_asBspLedConfigurations[(u8)eLED_].ePort);
}
else
{

/* Active low LEDs use CODR to turn on x/
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pu320nAddress = (u32*) (&(AT91C_BASE_PIOA->PIO_CODR) +
G_asBsplLedConfigurations[(u8)eLED_].ePort);

Once the address is ready, write the LED’s bit mask to it. As a final step, make sure the
,‘_'75 LED is in LED_NORMAL_MODE.

/* Turn on the LED x/
*pu320nAddress = G_asBsplLedConfigurations[(u8)eLED_].u32BitPosition;

/* Always set the LED back to LED_NORMAL_MODE mode x/
Led_asControl[(u8)eLED_].eMode = LED_NORMAL_MODE;

P9l Build the code to make sure everything is working. If errors stating “LedNameType is not
f_“ﬁl defined”, check configuration.h to ensure that the #include for leds.h is AFTER the
#include for eiefl-pcb-01.h. A warning that Led_asControl was set but never used is
expected at this point.

Now do LedOff() and see if you can figure out LedToggle(). Toggling is much easier

because you do not have to worry about active high or low. Instead, you can just XOR the
ODSR register with itself and the LED bit mask. If you copy code as the base for different
code, be very careful to update all of the comments that need to change or else you risk
some very confusing documentation! Try not to forget the function's header file
declarations (you will, and you will get errors).

void LedToggle(LedNameType eLED_)

{
u32%pu32Address = (u32%) (&(AT91C_BASE_PIOA->PIO_ODSR) +
G_asBsplLedConfigurations[eLED_].ePort);

*pu32Address A= G_asBsplLedConfigurations[(u8)eLED_].u32BitPosition;

/* Set the LED back to LED_NORMAL_MODE mode x/
Led_asControl[ (u8)eLED_].eMode = LED_NORMAL_MODE;

} /* end LedToggle() */

short period of time. Since this code runs in the initialization section of main, there are no
timing requirements so the delay can just be a long loop in LedInitialize(). After about
half a second, turn off all the discrete LEDs but leave the LCD backlight LEDs on so the
screen looks alive. Try LedOff() and LedToggle() to turn the lights off to confirm both
functions. To be more interesting, you can use a loop to sequentially turn on the LEDs
with a short delay. This requires another typecast hack to make the loop variable a
LedNameType and avoid a compiler warning. Yes, we know the enum abuse is terrible,
but we're doing it under very controlled conditions.

The LED task can be self-testing if all the LEDs are turned on during initialization for a

for(u8 i = ©; i < US_TOTAL_LEDS; i++)
{

LedOn( (LedNameType)i );

for(u32 j = 0; j < 300000; j++);
}

LedOff (WHITE);
LedOff (PURPLE) ;
LedOff (BLUE) ;
LedOff(CYAN) ;
LedToggle (GREEN) ;
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LedToggle (YELLOW) ;
LedToggle (ORANGE) ;
LedToggle (RED) ;

Hint: if the LEDs are not behaving as expected, check (and adjust) the PIOB_SODR_INIT
value used in GpioSetup. We chose to initialize the LEDs to the ON state with the setup
value, but now that we have an LED driver, it makes more sense to initialize to the OFF
state during GpioSetup and let the LED driver bring up the LEDs.

5.9 e Blinking

Adding the blinking functionality involves a public API function to set up the blinking
parameters, and then the LED Idle state to check each LED to see if anything needs to be
updated. Look at the function header below and then write the code to implement it.

e
@fn void LedBlink(LedNameType eLED_, LedRateType eBlinkRate_)

@brief Sets eLED_ to LED_BLINK_MODE with the rate given.

Requires:
@param eLED_ s a valid LED index
@param eBlinkRate_ is an allowed blinking rate from LedRateType

Promises:
- eLED_ s set to LED_BLINK_MODE at the blink rate specified

*/
The code simply sets up the Led_asControl members for the LED specified in the API call.

void LedBlink(LedNumberType eLED_, LedRateType eBlinkRate_)

{
Led_asControl[ (u8)eLED_].eMode = LED_BLINK_MODE;

Led_asControl[(u8)eLED_].eRate = eBlinkRate_;
Led_asControl[ (u8)eLED_].ul6Count = eBlinkRate_;

} /* end LedBlink() =*/

The Idle state to blink the LED should use a loop to parse through Led_asControl to
find any LEDs that are in LED_BLINK_MODE. For each one it finds, the LED’s counter
value should be decremented. If the counter has reached 0 it’s time to toggle the LED.
LedToggle() cannot be used here because it will change the LED back to LED_NORMAL_
MODE. You can, however, just copy that part of the code from LedToggle() into the Idle
state. Give it a try and check your solution below.

T
@fn static void LedSM_Idle(void)

@brief Run through all the LEDs to check for blinking updates.
*/
static void LedSM_Idle(void)

{
u32 *pu32Address;

/* Loop through each LED to check for blinkers x*/
for(u8 i = 0; i < U8_TOTAL_LEDS; fi++)
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{
/* Check if LED is in LED_BLINK_MODE mode x*/
if(Led_asControl[ (LedNumberType)i].eMode == LED_BLINK_MODE)
{
/* Decrement counter and check for 0 */
if( --Led_asControl[(LedNumberType)i].ul6Count == 0)
{
/* Toggle and reload the LED %/
pu32Address = (u32*) (&(AT91C_BASE_PIOA->PIO_ODSR) +
G_asBsplLedConfigurations[(u8)eLED_].ePort);
*pu32Address "= G_asBspLedConfigurations[(u8)eLED_].u32BitPosition;
Led_asControl[ (LedNumberType)i].ul6Count =
Led_asControl[ (LedNumberType)i].eRate;
}
}
} /x end for(u8 i = 0; i < U8_TOTAL_LEDS; 1i++) x*/

} /* end LedSM_Idle() */

through and turn on your favorite LED color at different blinking rates every 2 seconds.

To test the blinking mode, write a short piece of code in UserApp1SM_Idle to cycle
Lr
Start at LED_8HZ and go to LED_1HZ. Repeat forever.

static void UserApplSM_Idle(void)
{
static u32 u32Counter = 0;

u32Counter++;

if(u32Counter == 2000)

¢ LedBlink (PURPLE, LED_8HZ);
}

if(u32Counter == 4000)

LedBlink (PURPLE, LED_4HZ);

+
if(u32Counter == 6000)
{
LedBlink (PURPLE, LED_2HZ);
}

if(u32Counter == 8000)

{
LedBlink (PURPLE, LED_1HZ);
u32Counter = 0;

}

} /x end UserApplSM_Idle() x/

The counter variable that tracks the time must be static so it persists between calls to the
Idle state. You must be careful to not call the Blinking function every loop cycle. Every
time it is called, the control values are reset. If it is called every time the Idle state runs
(every 1ms), the counters will never move off their 0 values and the LEDs won’t blink.
Understanding the system timing will always be critical in EiE!
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5.9.1 ¢ Map File

The last thing to cover in this chapter is a special file that is output by the linker whenever
the code is built. You can find this in the “Output” folder in the Workspace window. If it's
not there, make sure that “Generate linker map file” is enabled inside Project Options >
Linker > List. Make sure your code has been built and the .map file should appear.
Double-click to open it.

Figure 5-17 Map file location

The .map file is a summary of all of the objects, symbols, code sections, etc. that the
Linker is aware of in putting together the final binary file that will be flashed to your
processor. Not only can this be a powerful debugging tool, it is generally informative in
that it tells you what resources all of the different parts of your program are using. The
“MODULE SUMMARY” is in the middle of the file somewhere. It shows the flash space
used (ro code and ro data where “ro” is read-only), and the RAM used (rw data where
“rw” is read/write). Below is the summary from all the source code that we have built so
far in this chapter.

*%% MODULE SUMMARY
XKk

Module ro code ro data rw data

D:\EiE\EiE Git\eiebook\firmware_ascii\iar_8_10_1\Debug\Obj: [1]

board_cstartup_iar.o 20 188
eiefl-pcb-01.0 720 88
exceptions.o 78

kill_x_cycles.o 14

leds.o 596 72
main.o 88 12
user_appl.o 124 8
Total 1 640 276 92

dl7M_tln.a: [3]
exit.o 4
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rt7M_tl.a: [4]

cexit.o 10
cmain.o 26
cstartup_M.o 12
data_init.o 40
zero_init3.o 64
Total: 152
shb_1l.a: [5]
exit.o 20
Total 20
Linker created 16 4 096
Grand Total: 1 816 292 4 188

The first section covers the code that we have added to the project. It is a total of 1640
bytes of flash memory for code + 276 bytes of flash for data (like the
G_asBsplLedConfigurations array in eiefl-pcb-01.c). 92 bytes of RAM is being used. Try
removing the “const” part of the G_asBspLedConfigurations declaration and see how the
resources change.

The other code usage is from the C-runtime library functions that end up getting compiled
and linked in. If you included libraries like string.h, you would start to see those object
files taking memory, also. The linker is smart enough to strip out any functions or object
files that are not used, so you are not wasting flash or RAM. The 4k “Linker created”
chunk of RAM at the end is from the Stack declaration in the linker file. Since we are not
using any dynamic memory allocation yet, the linker is not allocating any Heap space.

If you have worked on simple 8-bit micros like PICs that sometimes only have 1k or 2k

of flash, consuming all of that for startup code and a little light blinking probably seems
excessive. Perhaps the appropriate proverb at this time is that to fire a bigger bullet, you
need a bigger gun. A complicated 32-bit embedded system will indeed take more memory
to initialize and get started. We are also being very pragmatic in what we are doing. And
of course, every line of assembly code in a 32-bit system requires 4 bytes of memory,
although Cortex processors have many 2-byte instructions.

As your programs get more complicated, your resource usage will indeed rise as well.

If doing nothing costs 1640 bytes, then doing something must cost infinite bytes? That,
of course, is not true. What you will see as you write more complicated firmware is that
there is almost a standard amount of memory usage involved with any new object file,
but the file will grow more slowly than you might expect. Startup code is brute force and
takes space. Clever solutions to problems with careful thought and good coding practices
in a high-level language will assemble down into something much smaller.

All this becomes critically important when you try to build code and get a linker error that
says the code size exceeds the available resources! Embedded designers do not like this
message, but guaranteed you will see it one day. Having the .map file available to see
what pieces of code are perhaps hogging all the memory can help you target efforts to
shrink your code and make it fit. It is often very easy to free up some RAM by (carefully)
shrinking buffer sizes or even (very carefully) reducing the stack size. Freeing up flash
space can be surprisingly easy in some cases if certain functions have been very poorly
written perhaps due to a lack of knowledge about the processor and assembly language.
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5.10 e Chapter Exercise

You now know a lot about GPIO and have an example of how you might build an LED
driver. Obviously, there is a lot of work underneath the API and just to set up the
processor. If you are going to be an embedded systems engineer, the information
presented here is what really matters. We now have a code base and API that completely
abstracts the hardware from any application that needs to use the LEDs. If you have
ever used Arduino or other hobbyist platforms, only now is the point at which you would
normally first start writing code that makes use of libraries that might look similar to the
design of this code.

You should still have some fun at the application level! Try building a 4-bit counter using
the discrete LEDs on the development board. A walk-through of this exercise is available
online. What other fun LED projects can you build?
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Chapter 6 e Interrupts & Button Drivers

6.1 e Interrupts

Interrupts are a fundamental part of an embedded system. Interrupts are something

you must be comfortable with if you are going to be serious about embedded design.

The concept is identical to any interruption you experience in real life. Imagine you're
watching a movie and the phone rings. Your “task” of watching a movie is interrupted

by the phone. You pause your movie task in the middle of whatever it was doing, change
to your “phone answering task” and run that until the conversation is over. Then you
resume the movie. The movie has no idea it was paused and picks up exactly where it left
off.

The idea in code is the same: an event that needs immediate attention triggers the
processor to execute a special function called an interrupt service routine (ISR). To do
this, the processor must stop what it is doing, save any important context information
about what it was working on, and jump to the ISR. When the ISR is finished, the
processor restores the saved context and continues running the code where it was
interrupted in the first place as if nothing ever happened.

Regular Program Flow

Interrupt Service Routine

Figure 6-1 An interrupt occuring 4 times during program executions

The interrupt capability of a processor is much like any other peripheral on the
microcontroller. It has bits and bytes for configuration and status and will provide signals
to the MCU about events that occur. Solid understanding of the interrupt system on a
processor is absolutely critical to creating successful designs. The embedded engineer can
define an entire system driven by interrupts and optimize system performance and power
consumption by using interrupts. You could literally have a main program that is just a
Sleep function call and let interrupts and ISRs do everything.

while (1)
{

Sleep();
}

Though each processor core will have a unique set of rules that define how the interrupt
hardware operates, the fundamentals apply across all platforms. It's even easier in the
ARM Cortex-M world because the main interrupt functionality is part of the core, thus
once you learn it the knowledge applies to any Cortex-M processor. Once you get past the
syntax and understand the critical aspects of the interrupt engine, then you are free to
build your system.
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As you work through the chapters in the book you will see that interrupts are a
fundamental part of the EiE operating system. They have been carefully designed as part
of the overall system to work seamlessly with the main super loop so there are very few
dependencies between the main code and the interrupt handlers. By the time you reach
the end of this book, the system will be full of regular tasks that run in the main loop, and
nearly a dozen interrupt handlers.

Main loop code Interrupt handlers
(runs every 1ms) (run as required)
while(1)

{
LedUpdate()
ButtonRunActiveState()
UartRunActiveState()
TimerRunActiveState()
SspRunActiveState()
TWIRunActiveState()
MessagingRunActiveState()
DebugRunActiveState()
LedRunActiveState()
AntRunActiveState()
SdCardRunActiveState()
UserApplRunActiveState()
UserApp2RunActiveState()
UserApp3RunActiveState()

HardFault_Handler
SysTick_Handler
DBGU_IrgHandler
TWIO_lrgHandler
TWI1_lrgHandler
USARTO_lrgHandler
USART1_IrgqHandler
USART2_IrqHandler
PIOA_IrgqHandler
PIOB_lrgqHandler
TC1_lrqHandler

SystemSleep()

Figure 6-2 Main loop and interrupt handlers

Many interrupts occur for communication peripherals which allow the system to efficiently
handle high-speed communications with other hardware while not disturbing the 1ms
loop time. Even if the processor is sleeping, an interrupt can wake it up to do what it
needs to do such as receive a byte of data, and then the processor will go back to sleep.
The SysTick interrupt will be used to wake up the processor for the next 1ms loop, just
like an alarm clock waking a person up in the morning to start another day. The tick
interrupt will replace the call to kill_x_cycles and automatically adjust for the dynamic
amount of time that each task will take.

6.2 e Interrupts on the SAM3U2

Every microcontroller and microprocessor will have at least a few interrupt sources
that provide control to the firmware system. Not only do interrupts allow signals to be
prioritized to ensure that critical events are handled in a timely fashion, but they also
allow access to unique capabilities of the processor and its peripherals.

When we say, “interrupt source” we are referring to simple binary inputs that the
processor can detect, stop what it is currently working on, address the signal source, and
then resume what it was doing. In the last chapter, we alluded to interrupts from the
PIO controller like a button press. Interrupts can also be enabled from timers when they
expire, from communication peripherals that let you know when new data has arrived,
and almost every peripheral on the microcontroller.

For ARM processors, Interrupts are a subset of Exceptions. Sometimes these two terms
are taken as the same thing which is not totally correct. Technically speaking, an interrupt
is a signal external to the core and one that you can decide to worry about or not. This

is referred to as “maskable.” Exceptions are generated internally by the core when
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something has really broken like a division by zero or an invalid memory access. The
processor must do something in this case, and it doesn’t make sense to try and turn
them off. They are referred to as “non-maskable.”

The key concepts surrounding interrupts on any processor are quite general, but they will
be discussed in the context of the Cortex-M3. Make sure you understand the following
points.

6.2.1 e Interrupts depend on hardware

There is some sort of interrupt control hardware associated with interrupts. It may be
with the core, a peripheral in the microcontroller, or a combination of both. For Cortex-M3
processors, the main interrupt hardware is called the “Nested Vector Interrupt Controller”
(NVIC). Though the NVIC is the same across Cortex-M vendors, the microcontroller
peripherals are hooked up in different ways so you still have to learn a little bit with every
processor. You will learn a lot about the NVIC in this chapter.

The NVIC block can be seen in the SAM3Ux main block diagram.

Figure 6-3 SAM3Ux main block diagram showing NVIC
6.2.2 o Interrupts need to be configured by firmware

An interrupt source must be configured and enabled in order to provide an interrupt
signal that the interrupt controller will recognize. If the interrupt is not enabled, the
interrupt signal (called an interrupt 'flag”) will still be asserted with the event, but the
signal will be ignored by the interrupt controller and will thus not cause the processor
to do anything. This interrupt flag can be polled instead so you can use the interrupt
hardware without actually interrupting the processor — occasionally this is useful.
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INTERRUPT
SOURCE [ |

ENABLE

INTERRUPT

INTERRUPT CONTROLLER
SOURCE e EMNABLE

INTERRUPT
SOURCE [

ENABLE

Figure 6-4 Interrupt sources into the controller

6.2.3 o Interrupts can be enabled and disabled globally

There is usually some sort of global interrupt enable (GIE) bit that must also be set to
allow any interrupts to be active. If the GIE is disabled, the individual interrupt signal will
still be present and an interrupt will be triggered if the GIE is later enabled as long as
the interrupt flag has not been cleared. If there is no GIE, then there will be individual
interrupt bits to enable the various sources.

Figure 6-5 Gobal Interrupt Enable (GIE) diagram

For Cortex-M3, Global control of interrupts from C is handled by intrinsic functions
provided by core_cm3.h:

_enable_irq();
_disable_irq();
_enable_fault_irq();
_disable_fault_irq();

The first two functions most reflect the action of the GIE bit described above because they
globally control all the interrupt sources that can be enabled and disabled. The second
pair of functions controls the entire exception hardware. These would not typically be
used as turning off the exceptions would have bizarre results if the processor experienced
a fault that would normally be handled by an exception. Both are enabled on reset, but
none of the regular interrupt sources are enabled automatically.

6.2.4 o An interrupt forces the processor to run an Interrupt Service Routine

When an interrupt occurs, a function called an Interrupt Service Routine (ISR) is
executed. The ISR that is selected to run is based on the source of the interrupt. Every
interrupt source that is enabled will have its own unique ISR. The initial selection of the
ISR is done in hardware using the Vector Table. ISRs are not “called” by a line of code like
a regular function call.
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For Cortex-M3 processors, an ISR function definition looks no different than any other
function definition. An ISR cannot take function parameters and never returns a value.
A compiler directive that explicitly identifies a function as an ISR is NOT needed for a
Cortex-M processor. This is a big difference from many microcontrollers including the
earlier ARM7 and ARM9 cores before the Cortex-M was released. This is because the
compiler does not need to know what functions are ISRs as it does not have to add

any additional instructions around ISRs to save or restore the system context when the
interrupt occurs. It’s still necessary to save context, but all of it is automatically done in
hardware.

6.2.5 e Interrupts have priorities

Interrupts often have priorities so one will execute before the other. Many processors
have multiple priority levels and allow a lower priority interrupt to be interrupted by a
higher priority interrupt. This is called nesting. The NVIC on Cortex-M3 processors has
16 priority levels of interrupts that may be assigned to different peripherals as required.
There are additional exception priorities that are set in hardware for system-type
interrupts. For Cortex, the lower the number, the higher the priority. Figure 6-6 lists the
16 processor exceptions (1 through 0xF) along with their names, supported cores and
defined priority levels.

R K AT LT

1 Reset MO/M4/M3/M7

2 NMI MO/M4/M3/M7 -2

3 HardFault MO/M3/M4/M7 =1

4 MemManageFault M3/M4/M7 User

5 BusFault M3/M4/M7 User

6 UsageFault M3/M4/M7 User
7-A Reserved

B SvVcCall MO/M3/M4/M7 User

C Debug Monitor M3/M4/M7 User

D Reserved

E PendSV MO/MM3/M4/M7 User

F SysTick MO(optional)/M3/M4/M7 User
10-... IRQO, IRQ1, ... MO: 0x10-0x47 User

(Vendor) M4/M7: IRQ0D-239

Figure 6-6 Cortex-M exceptions

Active interrupts of the same hardware priority will not interrupt each other. The later
one must wait and will execute immediately after the earlier one finishes. If an ISR is
running and a higher priority interrupt occurs, then the lower priority ISR will be paused
while the higher priority ISR executes. There may be several interrupt signals within each
peripheral. If more than one interrupt source triggers the overall interrupt, then the ISR
firmware can decide which to service first.
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6.2.6 o Interrupts can (and will) occur anytime, anywhere

An interrupt can occur at any time and in any place in the code as long as the required
interrupt enable bits are set. This means the program must be able to survive being
interrupted at any point. If there are places where the program simply cannot survive if
it is interrupted, then interrupts must be disabled during that part of the code. This can
be done globally, or just the specific interrupts that could be a problem may be disabled
temporarily.

This is probably the most significant cause of impossible-to-find bugs in a system because
it might be very difficult to repeat the problem. Customers in the field tend to be very
good at doing it, but by the time the device gets back to the lab, everything will be
working properly. The difficulty of the problem is compounded because many
programmers do not realize how many instructions a line of C code may involve.
Interrupts occur at the instruction level, not the high-level programming language level.
If you ever think that you don’t have to disable interrupts because you're just writing one
line of C code, go back and read the Assembly chapter to properly learn how a processor
works.

6.2.7 o Interrupts require context preservation

When an interrupt occurs, the program “context” is saved so that the core resources can
be used to execute the ISR code without destroying values in those locations that may
be overwritten during the ISR. All the context saving and restoring is done in hardware.
When the processor interrupts, it vectors (moves the program counter) to the ISR and
automatically pushes an “exception stack frame” on to the stack with no instruction
cycle overhead. The exception frame is simply a group of registers to save that are in a
particular order. These values include:

e RO-R3, and R12
e Return address
e PSR andLR

The stack frame is the minimum required context saving for interrupts. By saving this on
the stack, multiple interrupts can occur where each context is saved and restored as the
interrupt is serviced.

In some cases, the programmer may need to save additional context in the ISR which can
be done at the start of the ISR as soon as the processor vectors there. Also at the same
time, a special instruction is written to the link register which will properly trigger popping
the stack frame back to restore the pre-exception context. This replaces the more
conventional method of inserting some type of “return from interrupt” instruction in code.

Some processors do not automatically save registers and leave it up to the programmer
and/or the compiler to decide what needs to be saved. If you use other resources that
are shared in the main code and ISR, then those resources must be saved as well. For
example, a scratch register “temp” that is used all the time for temporary storage. If the
ISR uses “temp” as well, then it must be saved first and restored on exit, so the original
value is preserved. Not likely a concern for a 32-bit processor with lots of resources, but it
could be relevant to resource-limited MCU.

If you have global variables that are accessed in interrupt service routines, you need to
be very careful on how these are managed. These should be declared “volatile” since the
compiler cannot properly determine when they will be accessed and may optimize them
incorrectly. Don't forget that peripheral registers are global.
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When the ISR is complete, the system context must be restored. For Cortex cores, the
context that is automatically saved is also automatically restored. The ISR returns and re-
enables interrupts that had been disabled (equal or lower priority). If another interrupt is
waiting to run, it will start executing immediately.

6.2.8 e Interrupts set flags that need to be cleared

Triggering an interrupt happens when hardware sets a flag bit somewhere. This is just a
logic one in a register. If the flag is not cleared in the ISR by the time it exits, then the
processor will immediately vector to the ISR again. Every ISR must take the appropriate
action to clear the interrupt flag that was set in the peripheral to get it there. Very often
the first time you start working with a new interrupt source, you will find that you get
stuck in the ISR because it turns out you are not clearing the flag properly. For Cortex-M,
there is a peripheral flag and the NVIC flag.

Clearing an interrupt flag might be done by explicitly writing to a register, or by just
reading or writing some other register. If it's done by reading a register, be aware that if
you are looking at a register in the debugger, every time the debugger is halted it
effectively reads the registers that are set up for display in the debug window. A debugger
read has the same effect as a regular instruction reading the register, which can cause
unexpected behavior.

6.2.9 e ISRs should be short and fast

An ISR should execute as quickly as possible, especially if it can occur very frequently. If
an interrupt is used to trigger a larger piece of code, a good strategy is to use the ISR to
set a flag, and then poll this flag during normal operation of the task scheduler or main
loop.

6.3 o Interrupt User Guide Resources

How are interrupts configured and used on a processor? First, we need to locate the
details in the user guide. The information about using interrupts on the SAM3U2 is oddly
scattered around several places. Some of the information contains a lot of details that
you don’t need to worry about. The information you do need is summarized here. We
will reference the March 2015 version of the guide (Atmel-6430G-ATARM-SAM3U-Series-
Datasheet_31-Mar-15) as that is the latest release at the time of writing. Previous or
subsequent versions will have similar sections but different section numbers.

Section 12.5 Exception model

This section gives detailed information about the structure of the exception system.
This is really low-level information and not necessary to know to use interrupts with the
processor. However, it becomes necessary as you architect more complicated systems
especially if you are adding an operating system, memory protection, and coding the
most robust system possible.

The Cortex interrupt capability is widely considered exceptional (no pun intended)
amongst processors in the industry. It is remarkably efficient and if you have worked
with other processors and understand interrupts, this section should show that the
Cortex interrupt capability possess some very impressive features. A few sub-sections are
highlighted below.
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Section 12.5.4 Vector table

The first low-level detail you should know about is the Vector Table which was introduced
in the Assembly chapter. The term “Vector” is synonymous with “Address” or, more
accurately, “moving to an address.” This is a specific set of addresses in flash memory
that is programmed with the addresses of all the exception handlers. It is accessed by
hardware when the corresponding exception happens and the addresses stored in these
locations are loaded into the program counter — essentially the same thing that happens
with a function call but this is initiated by hardware. You can see the implementation of
the Vector Table in the board_cstartup_iar.c file. The list in firmware is bottom to top,
while the vector table in the user guide is shown top to bottom.

Figure 6-7 Vector table in user guide (left) and firmware (right)
Section 12.5.5 Exception priorities

The concept of priorities with respect to interrupts in @ microcontroller is no different than
your own priorities. You always do the highest priority activity first, and the processor
does the same. If something of higher priority comes along, you stop what you're working
on, do the higher priority task, then resume what you were doing before. Lower priorities
are ignored until you are finished higher priority work. Think of cooking dinner when
suddenly your child falls and hits their head. You drop everything because your child is a
very high priority. But then if the stove catches fire, that’s even higher priority. Put out
the fire, help the child feel better, then resume cooking dinner.
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Figure 6-8 Properties of the different exception types

Section 12.5.7.5 Exception entry

This is when an interrupt first happens. In many processors, the compiler must pad any
ISR with certain context handling instructions, but all required context saving in a Cortex
processor is handled in hardware so there is actually no instruction overhead and almost
no latency (that’s amazing, by the way). This is also why interrupt service routines coded
in the system do not require a #pragma to identify them as interrupt service routines
which usually triggers the compiler to add the correct context saving code.

Section 12.9 Intrinsic functions

CMSIS provides standard headers for functions that run assembly code where there is no
equivalent C code. These are called Intrinsic functions and there are several specific to
interrupts. This section has the complete list that you should look at.

Section 12.19 Nested Vectored Interrupt Controller

The details of the NVIC are described here. The description is confusing because of the
way the registers are organized. All of the registers are listed with their bit definitions
here. In most cases, we will use intrinsic functions provided in the CMSIS header file to
manage these bits and that’s essentially all you need to know. A nice summary table of
all CMSIS NVIC control functions is provided.
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Figure 6-9 CMIS interrupt control functions

Section 11.1 Peripheral identifiers

The very useful table to determine peripheral numbers that are required for various

interrupt configuration registers. Print this table because you can never find it when you
need it.

Figure 6-10 Peripheral identifiers
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6.4 o Interrupts and C

The C programming language itself does not specifically care about interrupts, nor

does it have any interrupt-specific special features. However, each compiler will have
various mechanisms to allow the developer to code interrupt functionality for the target
processor. The compiler usually needs to know something about interrupt service
routines, and it is also important to consider the stack, heap, and RAM. Remember that
an interrupt can happen ANYWHERE in your code unless you have interrupts disabled for
some or all your program. Understanding the interrupt system on the microcontroller you
are using is extremely important.

To use interrupts for the Cortex-M3, we need to use a combination of the following
elements. Some of this information has been covered previously but is repeated for
emphasis.

6.4.1 e Vector Table

The Vector table is the address map of all the supported exceptions. Each of these
locations is essentially physically attached to the interrupt signaling hardware. The
interrupt signals cause one of the addresses stored in the vector table to be loaded to the
program counter. This is how an interrupt service routine is “called” by hardware.

Open the IAR project for this chapter and find the vector table in board_startup_iar.c.
Also add interrupts.c, buttons.c, and buttons.h from \firmware_common\drivers to the
“Drivers” sub-groups in the project. #include the button header file in configuration.h.

Every line in the vector table corresponds to a “Handler” function. In exceptions.c there
is a definition for all the handlers referenced in the vector table. There must be code
somewhere in the system for these functions or else the code won’t compile since they
are referenced in the vector table. The default handlers are all just while(1) infinite loops
because they are not intended to run. If you purposely enable an interrupt, it is assumed
you will write a proper ISR. If the code seems to be frozen and halting the debugger
shows that it is in one of these loops, then you know that the associated interrupt was
enabled, occurred, and you need to do something about that.

The “WEAK” keyword is supposed to allow the developer to re-define the function
somewhere else and the compiler will automatically use that definition instead of the
WEAK function. This sometimes doesn’t work for us, so you might see several of the
default handlers removed explicitly using #if 0 / #endif.

6.4.2 o Priorities

Interrupt priority levels are decided by the designer and assigned in firmware. The

needs of the system will determine what priority you use and there are some general
rules and best practices. Timing and/or time-critical interrupts should be a high priority.
Interrupts that occur very frequently might be lower in priority unless they deal with
high-speed incoming data where failing to detect an incoming byte could result in missing
the message. As the system gets more complicated, you might end up calculating how
quickly different interrupts can occur to help decide priorities.

There are 30 peripherals in the SAM3U2 which are connected to the NVIC. The NVIC has
16 priority levels available, so if you use all the peripherals with interrupts then some will
have to share priority levels. There are no limits to how many peripherals can be assigned
to a level. Priorities are assigned by writing priority bits to the register location that
corresponds to the peripheral you're setting. 8 bits are used but only the top 4 are used
to select an interrupt priority 0-15.
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For the SAM3U2, there are eight 32-bit priority registers in total, with each one used
to configure 4 peripheral priorities. These registers are arranged as an array, NVIC_
IPR[0...7]. This is where the peripheral number table is required so you know which
interrupt corresponds to the groups of 8 bits in the array. It's a bit confusing, so below
shows how the first 6 peripherals map into the first two NVIC_IPR array elements:

NVIC_IPR[O] bits 0-7: Peripheral © SUPC Supply Controller
NVIC_IPR[O] bits 8-15: Peripheral 1 RSTC Reset Controller
NVIC_IPR[O] bits 16-23: Peripheral 2 RTC Real-time Clock
NVIC_IPR[O] bits 24-31: Peripheral 3 RTT Real-time Timer
NVIC_IPR[1] bits 0-7: Peripheral 4 WDT Watchdog Timer

NVIC_IPR[1] bits 8-15: Peripheral 5 PMC Power Management Controller

For any Cortex processor, the vendor will likely provide a low-level function library to
access the priority levels, but we prefer to define INIT values in a header file and load all
the IPR registers directly just like we do for other peripheral setup registers. This keeps
all the priority information in one place and can easily be changed while seeing what the
other registers are set at.

Open interrupts.h and find the priority level initializations that have been set already.
Unused peripherals have been assigned as the lowest priority even though that shouldn’t
matter as they will never be enabled. The priority levels for interrupts that will be used
have all been assigned and those choices will be described in their respective chapter
discussions.

6.4.3 e Enabling and Disabling Peripheral Interrupt Sources

The maskable (selectable) interrupts are always disabled when the processor first

starts up. As peripherals are configured, their interrupt behavior is set up locally to the
peripheral using the peripheral’s user interface registers. When the local registers are
ready, the final step is to enable that peripheral interrupt source in the NVIC by calling an
NVIC function. A peripheral source may be individually enabled or disabled at any time in
the program.

CMSIS provides two functions for this purpose:
- NVIC_EnableIRQ( (IRQn_Type)x) to enable specific interrupts
- NVIC_DisableIRQ( (IRQn_Type)x) to disable specific interrupts

The argument of the function is the peripheral number. An enum is provided from the
vendor which captures the peripheral numbers for the SAM3U2. For EiE this is stored

in the Type Definitions section of interrupts.h. The typedef is called IRQn_Type and the
values are the peripheral ID numbers captured in a format that will work with the CMSIS
calls.

Peripherals that offer interrupt capability have a single, general interrupt line into the
NVIC, even though the peripheral itself might have many sources of interrupts within the
peripheral that can be individually enabled or disabled. All of those get ORed together
into the single line for the NVIC. The interrupt handler for the peripheral can parse the
individual peripheral flags once the NVIC processes the general flag and vectors the
processor to the handler. The general interrupt flag is typically automatically cleared once
all the peripheral flags are clear. If an NVIC flag needs to be explicitly cleared, there is
another CMSIS-provided function to do this.

- NVIC_ClearPendingIRQ( (IRQn_Type)x) clears an interrupt flag

If a peripheral flag is still set and the interrupt is enabled, the NVIC flag will remain set
even if you try to clear it. That means the processor will keep vectoring to that interrupt
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handler. The handler must ensure that all interrupts are processed properly and clear
their peripheral flags so the NVIC flag will clear.

As with any peripheral, the initialization code should set it up and ensure that it is in the

;28 known state we want. The function InterruptSetup() will be used to load the priorities and
make sure that all interrupt sources are turned off when the processor is booting. This is
done in interrupts.c and is called immediately after GpioSetup() in main()’s initialization
code. The header for InterruptSetup() is shown.

it
@fn void InterruptSetup(void)

@brief Disables and clears all NVIC tinterrupts and sets up interrupt priorities.

Requires:
- IRQn_Type enum is the sequentially ordered qinterrupt values starting at 0

Promises:
- Interrupt priorities are set
- All NVIC fdinterrupts are disabled and all pending flags are cleared

*/

The IRQn_Type enum is sequential so again we’ll abuse enums and use a loop to run
ﬁ% through all the interrupts to disable and clear them. A second loop is used to load in the
INIT values which need to be in an array for this to work.

void InterruptSetup(void)

{
const u32 au32PriorityConfig[PRIORITY_REGISTERS] = {IPRO_INIT, IPR1_INIT,

IPR2_INIT, IPR3_INIT, IPR4_INIT, IPR5_INIT, IPR6_INIT, IPR7_INIT};

/* Disable all interrupts and ensure pending bits are clear */
for(u8 i = 0; i < SAM3U2_INTERRUPT_SOURCES; 1i++)

{
NVIC_DisableIRQ( (IRQn_Type)i );
NVIC_ClearPendingIRQ( (IRQn_Type) 1i);
}

/* Set dinterrupt priorities */
for(u8 i = 0; i < PRIORITY_REGISTERS; i++)

{
((u32*) (AT91C_BASE_NVIC->NVIC_IPR))[i] = au32PriorityConfig[i];

} /* end InterruptSetup(void) *x/

Pl Add a call to InterruptSetup() immediately after GpioSetup() in main. Build the code and
[‘_‘? start the debugger. Activate the “Nested Vectored Interrupt Controller” group in a
Registers window. Put a breakpoint on InterruptSetup() and run the code.
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Figure 6-11 Examining NVIC initialization

and the Disassembly window and look at what happens when you step over the array init.
A runtime library memcpy function is called and all the values get loaded to the stack.
Though this has nothing to do with configuring interrupts, it is a good example to
demonstrate what happens behind the C code. It also is a good demonstration of the
stack usage and debug windows that are available.

Step into InterruptSetup() which will start at the array initialization. Open a Stack view

Stack 1

[cstack  ~|[]

Location Data Yariable Yalue Type Frame
0xFOF000F0 . 110] [0] Interr. p
0x2000102C 0xFOFOFO00O au3zPriorityConfigl] 0... w32 [0] InterruptSety
0x20001030 0x5050F0F0 au32PriorityConfigl?] 0... w32 [0] InterruptSetup
0x20001034 0xF0303050 au3zPriortyConfigl3] 0... w32 [0] IrteruptSetup
0x20001038 0xXFO20FOFO aus2PriorityConfigl4] 0... u32 [0] InternuptSetup
0x2000103C 0x4000F020 au3zPriorityConfigls] 0... w32 [0] InterruptSetup
0x20001040 0xFOFOFO040 au32PriorityConfiglf] 0... w32 [0] InterruptSetup
0x20001044 0x000010F0 au3zPriortyConfigl7] 0... w32 [0] IrteruptSetup
Nw=2NNNTNAR NwverQARANA
| Registers 1 |‘.“,"atth 1 | Watch 2 | Stack1 |
Disassembly
Disassembly
const u32 au32PriorityConfig[PRICRITY REGISTERS] = {IPR0O INIT, I
IPR3 INIT, T
IPRé INIT, I
0x805f0: 0Oxde68 MoV RO, SP
0x805f2: 0x4913 LDR.N R1, [PC, #0x4c] 5 |
0x805f4: 0x2220 VS R2. _#32 ;
0x805fe6: Oxf000 0xf827 | BL aeabi memcpy4d I ;

Figure 6-12 Stack usage and debug window

.-l Rebuild the code and see the difference. In both cases, the INIT values are still stored in
flash memory somewhere as all tables of values must be. But with “static” the compiler
knows that it can reference the table directly in flash instead of copying it to the stack.
This saves a few lines of assembler code and reduces stack usage.

Stop the debugger and change the au32PriorityConfig initialization to “static const.”
Lr

Finish stepping through the code and observe the NVIC_IPRx values updating.
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Figure 6-13 Nested Vectored Interrupt Controller values

6.5 o Peripheral Interrupts

There are many different interrupt sources on the SAM3Ux family of processors. Each can
be enabled individually, and you can have many different interrupt sources active. Every
peripheral that is connected to the NVIC has details about how various sources within the
peripheral are enabled, disabled, set, cleared, and multiplexed into the single peripheral
interrupt signal to the NVIC. No matter what interrupt source you are working with, the
same rules apply to the behavior of that source.

6.5.1 ¢ GPIO Interrupts

Interrupts that come from sources external to the microcontroller are often a key element
in low-power design. The processor can be in sleep mode and use power only for the
interrupt hardware until it is woken up by an external event interrupt. Power consumption
can be sub-microamp in deep sleep on some processors.

Buttons are a simple example. Using a button interrupt source saves you polling for the
button signal and allows user input to be sensed instantly. It also essentially eliminates
the chance of missing an input signal since the signal is detected in hardware and not
cleared until the processor sees it and acknowledges it even if the original signal source
has long-since vanished. Input sources can be extended beyond buttons to things like
encoders, where fast signals can be read from other circuits. Other devices in the system
can provide wake-up or status signals as well on GPIOs.

6.5.2 o Timer / Counter Interrupts

Timer peripherals can be interrupt sources and cause interrupts for various reasons. The
most common use is interrupting when the timer reaches a certain value or overflows.
Though that might not sound like a big deal, timer interrupts enable some of the most
powerful features of an embedded system. For example, a timer interrupt can provide

a system tick that will maintain a very accurate representation of elapsed time in the
system regardless of how busy the system is.

In addition to keeping great time, timer interrupts facilitate low power operation of
embedded systems. Many embedded systems spend most of their time doing nothing
except sleeping. Often a timer peripheral can run independently from the core and by
itself consume much less power. A timer interrupt is going to cure our variable 1ms
system tick problem and allow us to sleep the microcontroller.

6.5.3 ¢ Communication Peripheral Interrupts

Communication peripherals provide interrupt signals to do things like indicating when
receive buffers are full or transmit buffers are empty. They may also indicate various

e 207



Embedded in Embedded: ARM Cortex-M embedded design from 0 to 1

errors or warnings that the system can respond to and make sure data flows properly.
Each peripheral has its own interrupts, so multiple communications peripherals can be
connected to the NVIC. This can provide a nice interrupt-driven system that can manage
many data streams in and out of the processor without any code in the main loop.
Interrupt-driven communications allow high data rates to be maintained without ever
missing a byte. In these cases, it becomes important to ensure ISRs execute very quickly
and are properly prioritized to handle the highest speed data.

6.5.4 o Other Peripheral Interrupts

There are many other interrupt sources available on a microcontroller. Though timers,
communications, and GPIO typically make up most interrupt sources, there are always

a few unique interrupts available that can be helpful. Whenever you begin working with
a microcontroller that you have not had experience with, reading and understanding

the available interrupts and how the processor manages those interrupts is extremely
important. Developing a good interrupt strategy as part of the overall system design is a
critical planning step before starting to code.

6.6 o Button Driver Overview and Setup

This chapter focuses on the GPIO interrupts from the buttons, so we need to start talking
about the button driver to determine how interrupts will help us. The goal of the button
driver is to provide easy control over the momentary switches on the board. To ensure
fast response without missing any signals, button inputs will trigger interrupts to detect
press and release. The driver will provide much more than just indicating if a button is
pressed or not. From experience, we know some additional features would be helpful.

6.6.1 ¢ Debouncing

Debouncing is required for all mechanical switches to eliminate multiple signals that
happen very quickly just as the button contacts make or break their connection. Some
buttons are very good and rarely bounce, but others can turn on and off several times
when they are pressed and released before the signal is stable. Interrupt-driven button
drivers would register all these transitions if not for debouncing.

The worst-case contact bounce period is typically specified on the button datasheet so
you know how long to debounce for. If in doubt, 5ms is a good rule of thumb. The scope
trace shown is from releasing a button on the EiE development board. There are a total of
4 signal edges over 300us.
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Figure 6-14 Contact bounce when a button is released

6.6.2 e Button history or edge detection

Very often a task is interested in the single transition of a button state. In other words,
edge detection. Imagine a task running in the 1ms system loop. If the task checked if the
button was currently pressed and acted in some way, then that action would be taken
again every time the task ran since the task has no way of determining if the button was
released and pressed again since last time it checked. Therefore, it would be up to the
task to monitor the button to wait until the button was released and then pressed again.
Add debouncing to this and it can be a lot of code to manage.

If you have a long state in your program or just a fast button press that might be missed
by a polling function, it would be nice to be able to check if a button had been pressed
since last time you checked it even if it is no longer pressed. Multiple tasks in the system
may also need to access this kind of button information.

6.6.3 e Button held

An interrupt indicates when a button is first pressed, and after it is debounced a flag

can be set to indicate the button is currently pressed or was pressed since last time it
was checked. But what if you need to determine if the button is being held down? Long-
press checking is very common especially when there are a limited number of inputs to a
system. Long presses can be used to accept conditions, choose different options, or even
access special functionality.

Timing out a button press takes resources and may be difficult across states of a task. If
several tasks are waiting for buttons to be held, those duplicated resources are wasted.
Having this information provided automatically is a great feature.

6.7 e Button Operation

We know all the services that we want to provide with the button application, now we
must implement the firmware to do it. There are two main problems to solve:
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1. Hardware connection to buttons (interrupt handlers and debouncing).

2. API functions to work with buttons that have been debounced and are either on
or off.

The design will be a hybrid between interrupt-driven and a regular state machine. Below
is a flowchart that shows how the button application will work for each button in the
system to sense the signal interrupt and debounce the input.

BUTTOMx
Mot Pressed

BUTTOMx Interrupt
Y

Disable interrupt;
Wait Debounce
Period

Debouce period done

Re-enable Button
Intermipt Pressad?
A
Y
Change button state;
Start hold timer;

Flag new bution press;
Re-enable interrupt

Y

Button still
Yes pressed?

Mo

9

Wait Debounce
Period

Button
Fressed?

Figure 6-15 Buttom operation flowchart

Change button - No
state

In words, the button system works like this:

1. Assume that buttons always start off. Even if a button is held when the system
starts up, the application will work as soon as the button is released and
pressed again. During this time, the button interrupts are enabled waiting to
see the falling edge when a button press occurs.

2. As soon as a button is pressed and the interrupt occurs, the interrupt is
disabled so bouncing does not cause multiple interrupts and the system time is
captured for the particular button.

The button application waits for the debounce time to expire.
4. The state of the button is checked again by reading the PIO line associated

e 210



Chapter 6 e Interrupts & Button Drivers

with the button. If it is still low after the debounce time, then we conclude that
a valid button press has occurred. The button state is changed in memory so
we know it is currently pressed, the current system time is logged so we know
when the button press started, and the Boolean flag to indicate a new button
press is set. If the button state is high, that means it was not a valid button
press, so we go back to state 1. In both cases, the interrupt is re-enabled so
we can detect the next transition.

5. If a pressed button is released, then a new button debounce period is started
(release requires debouncing, too) and the process repeats.

When there are no buttons pressed, the button application code can execute quite quickly
as all it needs to do is check the debounce flags. As more buttons get pressed, the
application will need to do more work to monitor all the buttons, though it is still relatively
efficient in the way it is coded. The state diagram is shown.

IDebounceActive
- ButtonSM ButtonSM
Buttoninitialize() Idle() ButtonActive()
DebounceActive
'DebounceActive DebounceActive

Figure 6-16 Button state diagram

Each button will need to be tracked individually. If at least one button is active then the
button task will be in the Active state. As soon as no buttons are debouncing, the SM can
return to Idle. With multiple buttons doing the same thing, an array of data will be used
so it can easily change for different platforms, and all code can index through with the
same function.

6.7.1 e Button Typedefs

Before we do the interrupts, the bones of the button task need to be set up. The first part
is almost identical to the LEDs. Type definitions for PortOffsetType, GpioActiveType, and
PinConfigurationType are already in typedefs.h from the LED task. We just need a few
new button-specific types.

Pl Open eiefl-pcb-01.h and add similar information that was done for the LEDs. Define an
enum ButtonNameType where the list is BUTTONO through BUTTON3. There are four total
buttons defined as U8_TOTAL_BUTTONS. For interrupt parsing, create two symbols
GPIOA_BUTTONS and GPIOB_BUTTONS that are the button pin locations on each port

ORed together. You will see why shortly.

/%!
@enum ButtonNameType
@brief Logical names for buttons in the system.
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The order of the buttons in ButtonNameType must match the order of the definition
in G_asBspButtonConfigurations from eiefl-pcb-01.c

*/

typedef enum {BUTTON® = O, BUTTON1, BUTTON2, BUTTON3} ButtonNameType;

#define US_TOTAL_BUTTONS (u8)4 /x!< Total number of Buttons 1in the system */

/*! All buttons on each port must be ORed together here: set to © if no buttons x/
#define GPIOA_BUTTONS (u32) ( PA_17_BUTTONO )
#define GPIOB_BUTTONS (u32) ( PB_OO_BUTTON1 | PB_01_BUTTON2 | PB_02_BUTTON3 )

£y A global variable for the button configurations is required in eiefl-pcb-01.c just like the
L‘#‘ LED definition.

/*! Button locations: order must correspond to ButtonNameType in the header file. */
const PinConfigurationType G_asBspButtonConfigurations[U8_TOTAL_BUTTONS] =
{ {PA_17_BUTTON®, PORTA, ACTIVE_LOW},
{PB_0O0_BUTTON1, PORTB, ACTIVE_LOW},
{PB_01_BUTTON2, PORTB, ACTIVE_LOW},
{PB_02_BUTTON3, PORTB, ACTIVE_LOW},
}s

A button could be pressed or released at any given time, and we want to be able to time
how long a button is held for. First, create an enum called ButtonStateType with

RELEASED and PRESSED as options in buttons.h. Create a status structure type that will
hold the information necessary for each button: the current state, a new state, timestamp
for the button hold, and a flag to indicate if the press is “new” to the system.

/!

@enum ButtonStateType

@brief Self-documenting button state type */
typedef enum {RELEASED, PRESSED} ButtonStateType;

/%!
@struct ButtonStatusType
@brief Required parameters for the task to track what each button is doing.

x/

typedef struct

{
ButtonStateType eCurrentState; /*!< @brief Current state of the button */
ButtonStateType eNewState; /*1< @brief New state of the button x/
u32 u32TimeStamp; /*!< @brief Time when button was pressed */
bool bNewPressFlag; /x!< @brief TRUE if press not acknowledged */

} ButtonStatusType;
Create a local global array of ButtonStatusType in buttons.c.
static ButtonStatusType Button_asStatus[U8_TOTAL_BUTTONS];

Setup the calls to ButtonlInitialize() and ButtonRunActiveState() in main.c, and make
sure buttons.h is included in configuration.h. Build the code to check for any input errors.
Ignore warnings about unused variables.

6.8 e PIO Interrupts

PIO interrupts from buttons are a good place to demonstrate interrupts since they will
only occur as the result of the physical act of pushing a button. Starting with an interrupt
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signal that is much faster like the 1ms SysTick timer can be difficult because the interrupt
happens continuously and very quickly.

The basic interrupt behavior of the button inputs can be defined without discussing the
details of the button driver yet. All we need to know is that we want to configure the
system to provide an interrupt whenever a button is pressed and released.

The interrupt handlers will be kept in interrupts.c because they are general to the PIO
peripheral and could service PIO interrupts from any of the hardware attached to the PIO
controllers. Since there are buttons on PIOA and PIOB, we will set up both handlers. Start
by adding the PIOA handler function in interrupts.c using the following example. The only
code so far is to clear the IRQ flag. This handler will be completed entirely and then can
be copied for PIOB.

@fn ISR void PIOA_IrgHandler (void)
@brief Parses the PORTA GPIO -interrupts and handles them appropriately.

Note that all PORTA GPIO interrupts are ORed and will trigger this handler,
so any expected interrupt that is enabled must be parsed out and handled.

Requires:
- The button IO bits match the interrupt flag locations

Promises:

- Buttons: sets the active button's debouncing flag, clears the dinterrupt
and initializes the button's debounce timer.

*/

void PIOA_IrgHandler (void)

{

/* Clear the PIOA pending flag and exit */
NVIC_ClearPendingIRQ(IRQn_PIOA);

} /* end PIOA_IrgHandler() */

Interrupt configuration for the button signals will take place in ButtonlInitialize() since only
the button task needs to worry about these signals. First, initialize the Button_asStatus
array.

/* Setup default data for all of the buttons 1in the system */
for(u8 i = 0; i < U8_TOTAL_BUTTONS; i++)

{
Button_asStatus[i].bNewPressFlag = FALSE;
Button_asStatus[i].eCurrentState = RELEASED;
Button_asStatus[i].eNewState = RELEASED;
Button_asStatus[i].u32TimeStamp = 0;

}

Enable the PIO peripheral interrupts in the PIO. They are not enabled yet in the NVIC. The
two button masks GPIOx_BUTTONS can be written to the PIO controller’s PIO_IER
(interrupt enable) register. This will set just those bits. To make sure no interrupts are
currently set, read the PIO_ISR registers which is how the PIO peripheral documentation
indicates to clear the interrupt flags (remember that). For this operation, you can do
anything that causes the processor to read the values in the registers and it does not
need to really do anything. It can be tricky to do this without getting a compiler warning
or having the code removed by an optimizer. The solution below works.
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/* Enable PIO interrupts x/
AT91C_BASE_PIOA->PIO_IER
AT91C_BASE_PIOB->PIO_IER

GPIOA_BUTTONS;
GPIOB_BUTTONS;

/* Dummy code to read the ISR registers and clear the flags */
u32Dummy = AT91C_BASE_PIOA->PIO_ISR;
u32Dummy |= AT91C_BASE_PIOB->PIO_ISR;

Lastly, clear the NVIC PIO flags and enable the PIOA and PIOB interrupts. Set the Button
task state pointer to the Idle state. Build the code and fix any errors.
/* Configure the NVIC to ensure the PIOA and PIOB interrupts are active %/
NVIC_ClearPendingIRQ(IRQn_PIOA);
NVIC_ClearPendingIRQ(IRQn_PIOB);
NVIC_EnableIRQ(IRQn_PIOA);
NVIC_EnableIRQ(IRQn_PIOB);

/* Init complete: set function pointer and application flag %/
Button_pfnStateMachine = ButtonSM_Idle;

An important problem to solve is how data will be linked between the interrupt handler
and the button task while maintaining abstraction between the two. Interrupts can be

a big problem and major bug contributor due to their unpredictable nature. One of the
most common problems are variables that are accessed both by an ISR and another
piece of code. The odds are quite high of regular code being in the process of writing to a
variable when an interrupt occurs and accesses the same variable to change it. This can
sometimes be fatal to an embedded system.

In the case of the button task, the interrupt service routine will trigger when a button is
pressed. This is the general PIO interrupt. The ISR then needs to determine which button
was pressed by looking for the pin-specific interrupt flags and then tell the button task
that the button is debouncing. That means the ISR needs to know where the buttons are,
and then have a way to report the information.

If we treat this in the Object-Oriented world, button-specific information should be private
to the button task and public member functions would be made available to access any

of the private data. A function would be required for the ISR to query if a particular bit
belonged to the buttons. If that returned true, then another function could be called

to flag the debouncing information. Alternatively, we could use globally accessible
information that the ISR could read and write.

Both methods require the PIO ISRs to be written specifically for the system, but the OO
approach provides more flexibility and is truer to the goal of this system to be as OO-
esque as possible. For the longest time, the button task code used global variables, but
for the final version of the code for this book, it was changed to the way it really should
be. To make things slightly less complicated, the ISR will be allowed to use the GPIOA_
BUTTONS and GPIOB_BUTTONS to mask out PIO interrupt flags that are not due to
buttons. Then we only need a single function to queue the debounce information.

'l To make this work, add two additional members to the ButtonStatusType definition. The

|_\=i-?;l first is a Boolean flag that will be set if a button’s debounce time is active, and the second

is the start time of that debounce period. Go to ButtonlInitialize() and add initialization to
the two new parameters.

typedef struct
bool bDebounceActive; /* TRUE by ISR if a button interrupt occurs */

bool bNewPressFlag; /* TRUE if the press has not been acknowledged =*/
ButtonStateType eCurrentState; /* Current state of the button x/
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ButtonStateType eNewState; /* New state of the button x/

u32 u32DebounceTimeStart; /* Time loaded by ISR when interrupt occurs */

u32 u32TimeStamp; /* System time when the button was pressed */
}ButtonStatusType;

The order of the members in the typedef is reorganized for 4-byte alignment. We have
not talked about byte-alignment, but data structures like structs should be built by
members where the total bytes used is evenly divisible by 4 bytes. This gets complicated
with enumerated types because the compiler will decide what native type they are. The
enums and Booleans (which in C are just enums) should be single bytes, so four of them
together are 4-byte aligned. Alignment is maintained even if the enums are 16 or 32 bits.

The function to update the debounce information from the ISR will be placed in the

“protected” section of buttons.c since it’s not something that any regular task would use,
but it is called externally. The ISR needs to indicate what bit position it is working with,
and what port the pin is at. Write the function based on this header.

e e
@fn void ButtonStartDebounce(u32 u32BitPosition_, PortOffsetType ePort_)

@brief Called only from ISR: sets the "debounce active" flag and debounce start time

Requires:
- Only the PIOA or PIOB ISR should call this function

@param u32BitPosition_ is a SINGLE bit for the button pin to start debouncing
@param ePort_ s the port on which the button is located

Promises:

- If the dindicated button is found in G_asBspButtonConfigurations, then the
corresponding interrupt is disabled and debounce information is set in Button_as-
Status

x/

When implementing the code, we found it necessary to add a “NOBUTTON"” entry to the
ButtonNameType enum. This was placed at the end of the enum list so it would not
Y interfere with the indexing functionality of the enum. The function code ends up being
L_ﬁ-l straight-forward. Using “break” in a for-loop is debatable. It adds extra code and in this
case, there are not very many buttons, so the processor time is negligible. It was kept in,
though.

void ButtonStartDebounce(u32 u32BitPosition_, PortOffsetType ePort_)

{
ButtonNameType eButton = NOBUTTON;

/* Parse through to find the button x/
for(u8 i = 0; i < U8_TOTAL_BUTTONS; i++)

{
if( (G_asBspButtonConfigurations[i].u32BitPosition == u32BitPosition_) &&
(G_asBspButtonConfigurations[i].ePort == ePort_) )
{
eButton = (ButtonNameType)i;
break;
}
}

/* If the button has been found, disable the interrupt and update debounce status */

if(eButton != NOBUTTON)
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AT91C_BASE_PIOA->PIO_IDR |= u32BitPosition_;

Button_asStatus[(u8)eButton].bDebounceActive = TRUE;

Button_asStatus[ (u8)eButton].u32DebounceTimeStart = G_u32SystemTimelms;
}

} /* end ButtonStartDebounce() x/

The button ISR and the button task are now reasonably abstracted from each other.

We have not directly addressed the possibility of issues arising from the ISR accessing
Button_asStatus at the same time as the regular button code. Even though the member-
access function is being used, there is still a potential conflict. In this case, though, the
interrupt is turned off before the button task access, and it will not be turned on until the
button task has finished writing to the shared variable. It is safe to say there is nothing to
worry about here.

Write the ISR next. The key things that must be done:
e Mask out only the button PIO interrupts
e For each flag set, call ButtonStartDebounce()

The biggest trick is reading the PIO interrupt flags from PIO_ISR. As soon as this is done,
the PIO flags are cleared as long as the source of the interrupt does not continue to set
the flag. Since the button interrupts are edge-triggered, that should be the case.

The trickier part is that the flag values read from PIO_ISR needs to be used a few times

fé‘ during the ISR, so PIO_ISR needs to be saved in a different variable. You can use
GPIOA_BUTTONS to mask out the flags of interest. Remember that halting the debugger
when the PIO registers are open in a Register window constitutes reading the registers,
so don’t ever put a break at the start of the ISR before your code reads PIO_ISR.
Checking the button flags can be done with a bit mask to look at each bit and call
ButtonStartDebounce using the current bit mask if a set bit is found. Write the function
and then compare your solution.

Figure 6-17 Button interrupt code

LS Build the code and start the debugger. Even though the rest of the button driver is not

finished, the interrupt function and ButtonStartDebounce() can be verified. Put a
breakpoint inside the PIOA ISR after reading the interrupt flags. Run the code. Wait for a
few seconds to make sure the board finishes booting. During this time the ISR should not
run. Then press BUTTONO which should trigger the interrupt and stop at the breakpoint.
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Open a Registers window with the PIOA group and find the PIOA_IMR and PIOA_ISR
registers. Open a watch window and look at u32GPIOInterruptSources and
u32ButtonInterrupts. Make sure you view them in “hex” format. Single step the code so
u32ButtonInterrupts gets loaded and then stop to understand everything that is going on.

[ main.c [ eieflpcb-01.c | buttons.c [ leds.c [ interruptsc* x [ main.h | ~ | Registers 1

PIOA_IrgHandler() 0| | s

109 void PIOA_ IrgHandler (void =

a5 M - (roid) FIOA Value

111 u3Z u32GPIOInterruptSources; PIOA IER WA

112 u3Z u3Z2ButtonInterrupts; PIOA IDR WWWWWIWWW

113 132 u32CurrentButtonLocation; 3 PICA IMR 0x00020000

114 = PIOA ISR 0200000000

116 ua2ePioTnterruatauices < AISLe baes. PronsEto_tone o ¢ |[[3 BIOA MDER T

u nterruptScurces = ~ ; —

10 e S ~ PIOA MDDR WHAWRWHI

118  /**#%*x¥** DO NOT set a breakpoint before this line of the ISR | Registers 1 [Watcn 1 Twateh 2 [stack1 |

119 will "read" PIO ISR and clear the flags. ok skokok ok f Watch 3

120

121 /* Examine button interrupts */ Expression Walue
@& 122 132ButtonInterrupts G_u32SysternTime1ms 4713

123 u32GPIOInterruptSources 0x80822000

124"} /* Check if any port A buttons interrupted */ 4 u32Buttoninterrupts 0x00020000
% 125 [if (u32ButtonInterrupts)|

Figure 6-18 Stepping through the ButtonInterrupts code
The screenshot above is numbered for the following explanation:

1. Breakpoint is here. This is the earliest place a breakpoint can be set if the
PIOA_ISR register is in view. The u32GPIOInterruptSources variable has safely
captured the interrupt flags. When the code is here, PIO_ISR will not be cleared
yet as there is one instruction latency before the register updates in the debug
window.

2. u32ButtonlInterrupts now holds just the flag bits for button interrupts. By this
time, PIOA_ISR will clear any button-related interrupts.

3. PIOA_IMR shows the PORTA interrupts that are currently active. A bit in PIO_
ISR should have been set that lines up with the bit set in PIO_IMR when the
breakpoint was hit. Since the code has just been stepped, PIO_ISR now clears.

4. u32ButtonInterrupts is ready to be processed. A single bit is set as expected.
This bit lines up to the BUTTONO pin position, PA_17_BUTTONO. You can see
that quite a few PIOA interrupt flag bits are set in u32GPIOInterruptSources.
These are for other peripherals that we may use later but other than the
button interrupts, these interrupt flags are not enabled so they do not cause an
interrupt.

The essence of interrupts is shown here. If you don’t understand this, you must go back
and review the notes to this point. It is assumed that this part of interrupt functionality is
understood going forward.

Interrupt functionality generally does not work very well if you are single-stepping in
code, especially for catching an interrupt on the way into the ISR. Once in an ISR, it is
probably ok, and stepping out of an ISR usually works. There are ways to use breakpoints
and other variables to debug interrupts if necessary. Remember this point if you are
trying to debug interrupts and single-stepping is producing unexpected results.

Continue single-stepping through the code to see how it works including the bitmask to
parse the interrupt flags. If you understand what is happening, set a breakpoint on the
call to ButtonStartDebounce since the button is in bit 17 and single stepping all the way is
tedious.
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Figure 6-19 Debounce code highlighted

Step into ButtonStartDebounce and watch the array get updated. You can change to a
new watch window and add eButton, G_asBspButtonConfigurations, and Button_asStatus.
Expand the [0] position in the two arrays to see BUTTONO information. In the figure
below, the following should be visible once the button information has been updated. Be
careful you don’t step out of the function yet as that will clear the button local variable
information as it goes out of scope.

1. The BUTTONO interrupt has been disabled (bit is no longer set in PIOA_IMR)
2. The button of interest has correctly been identified as BUTTONO.

3. G_asBspButtonConfigurations has the expected BUTTONO configuration
information which was done at initialization.

4. Button_asStatus has been updated so bDebounceActive is now TRUE and the
debounce start time is the current system time.

Registers 1

Walue
WWWWWWWW
WAWWWWIWW
0x00000000
0x00000000
WAWWWIWWW
WWWWWWWW
[ Registers 1 [Watcn1 [watch 2 [stack1 |
Watch 4
Expression Walue
gButton BUTTONO
7 G_asBspButtonConfigur.. <array>
(@ <struct>
u32BitPosition 0x0002000
ePort PORTA
eActiveState ACTIVE_LOW
1] <struct>
2] <struct>
L@ [3] <struct>
= Button_asStatus <array>
[ <struct>
bDebounceActive TRUE 4
bMewPressFlag FALSE
eCurrentState RELEASED
eMewState RELEASED
u32DebounceTimeSt . 2864
u32TimeStamp 0

Figure 6-20 Button debugger information

It looks like the functions and ISR are working well. Notice that the ISR does not
distinguish between a rising edge or falling edge interrupt. The state of the button will be
handled by the button task.

The other buttons don’t work yet because they are on PIOB. Copy and paste the whole
PIOA ISR and update the information for PIOB. Always be extremely careful when copying
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and pasting code as this is most often where updating comments can be missed that can
lead to confusion. It is less likely but more harmful to miss updating a line of code. In
most cases, the resulting bug would be found quickly, but there are instances where a
bug like this could make it through to a release since the code may accidentally work all
the time on the bench. It's a good idea to use “find and replace” and double check that
any reference to PORTA data has been updated to PORTB in the copied code.

The rest of the button task can be written now. The job of the Idle state is to check if any
of the buttons have started debouncing since the button task will manage that. All that's
required is looping through Button_asStatus to check for debounce flags. If at least one
flag is set, then the state machine should advance to the ButtonSM_ButtonActive state.

@fn static void ButtonSM_Idle(void)

@brief Look for at least one button to enter debouncing state
*
séatic void ButtonSM_Idle(void)
t for(u8 i = 0; i < US_TOTAL_BUTTONS; i++)
¢ if(Button_asStatus[i].bDebounceActive)

{
Button_pfnStateMachine = ButtonSM_ButtonActive;
break;
}
}

} /* end ButtonSM_Idle(void) */

The job of ButtonSM_ButtonActive is to monitor the buttons that are debouncing. Until
the debounce period is over, the button level cannot be determined. All button statuses
are initialized to RELEASED, but even if the button is held on power up, this will get
sorted out when the button is released the first time. In this case, the button will not be
registered as PRESSED when the code boots, so the button task cannot be used to look
at buttons on power-up. If you need to detect if a button is being held when the board
powers on, you need to use direct GPIO access.

Like all the button task functionality, ButtonActive will loop through and run the same
code on each individual button. All it needs to do is check if the debounce time is up and
then verify if the new state of the button is still different than the old state of the button.
If the old state was RELEASED and the new state is PRESSED, then the “new press” flag
can be set. Once a button changes to the PRESSED state, the system time is logged to
the button to facilitate the button hold function.

On a quick side note: Very often a programmer is interested in the amount of time that
has passed in the system. When a system tick is available, the process of checking how
much time has passed is easily done by saving the tick time at the start of an event and
then subtracting that from the current time. If you are looking for a certain amount of
time to elapse, then the subtracted value is compared to the value in time of interest.

This happens a lot in a system. One of the things to watch out for is if the system tick
timer overflows. While this doesn’t happen very often, it could happen often enough that
there could be big problems when it does. Always check for that overflow. If the total tick
period was very, very short, then a different strategy would have to be used since the
timer could overflow many times. If the longest period of time is always less than the tick
period, it should be fine.
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The 1ms counter overflows every 49 days, so any period that the EiE system needs to
time is safe from multiple rollover problems but still should handle single rollovers. There
is enough code there to justify writing a function for it, so a “utility” function called
IsTimeUp() is added that can be used to safely check periods of time. This function is in a
source file called utilities.c where other useful, general functions that don’t really belong
anywhere else will be added.

Add utilities.c and utilities.h to the project. Put the #include in the “Common header files”
area of configuration.h. Review the function description for IsTimeUp(). A pointer is used
to pass the saved time variable as this function used to have the option of automatically
resetting that variable.

We can resume coding the button task and will make use of IsTimeup(). The ButtonActive
state is what implements the lower part of the flowchart that was introduced at the start
of the chapter. The code for each button will do the following:

e Check if the current button is debouncing.
e Check if the debounce period is over.

e Read PIO_PDSR register to get the new state of the button. The code must
handle the ACTIVE_LOW and ACTIVE_HIGH states separately here.

e Check if the new state is different than the saved state and update the saved
states accordingly.

e If the new state is PRESSED, then the new press flag must also be set.
e Re-enable the interrupt for the button which could be on PIOA or PIOB.

A lot of array indexing of G_asBspButtonConfigurations and Button_asStatus will be
required. Write the outline of the code with a comment about each section.

static void ButtonSM_ButtonActive(void)
{
/* Check for buttons that are debouncing x/
for(u8 i = ©; i < U8_TOTAL_BUTTONS; i++)
{
/* Check if the current button 1is debouncing */
if( Button_asStatus[i].bDebounceActive )

/* Check if debounce period is over x/
if( IsTimeUp(&Button_asStatus[i].u32DebounceTimeStart, U32_DEBOUNCE_TIME) )
{
/* Active low */
if(G_asBspButtonConfigurations[i].eActiveState == ACTIVE_LOW)
{
/* Read PIO_PDSR to get the actual input signal (new button state) */
}
/* Active high x/
else
{
/* Read PIO_PDSR to get the actual input signal (new button state) */
}

/* Update if the button state has changed */
if( Button_asStatus[i].eNewState != Button_asStatus[i].eCurrentState )
{
/* If the new state is PRESSED, update the new press flag x/
if(Button_asStatus[i].eCurrentState == PRESSED)
{
}
}
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/* Regardless of a good press or not, clear the debounce active flag
and re-enable the 1dinterrupts */

} /* end if( IsTimeUp...) */
} /* end +if(Button_asStatus[i].bDebounceActive) x*/
} /* end for (u8 i = 0; i < US_TOTAL_BUTTONS; i++) */

} /* end ButtonSM_ButtonActive() */

is to assume that the code will go back to Idle, but change that if a button is found to be
debouncing still. Perhaps the trickiest part is accessing the PIO_PDSR and PIO_IER
register bits generically in a loop since buttons can be on PIOA or PIOB. To make this
work, define two variables pu32PortAddress and pu32InterruptAddress and use them to
save the address of these registers based on the current button. With the state machine
update and the address loading, the top part of the state code looks like this:

Code to return to the Idle state is also needed. An easy way to update the state machine
Lr

static void ButtonSM_ButtonActive(void)

{
u32 *pu32PortAddress;
u32 *pu32InterruptAddress;

/* Start by resetting back to Idle in case no buttons are active x/
Button_pfnStateMachine = ButtonSM_Idle;

/* Check for buttons that are debouncing */

for(u8 i = 0; i < US_TOTAL_BUTTONS; i++)

{
/* Load address offsets for the current button x/
pu32PortAddress = (u32x) (&(AT91C_BASE_PIOA->PIO_PDSR) +

G_asBspButtonConfigurations[i].ePort);
pu32InterruptAddress = (u32*) (&(AT91C_BASE_PIOA->PIO_IER) +
G_asBspButtonConfigurations[i].ePort);

/* Check if the current button is debouncing */
if( Button_asStatus[i].bDebounceActive )

{
/* Still have an active button x/
Button_pfnStateMachine = ButtonSM_ButtonActive;

The code inside the /* Active low */ branch should read PDSR and check if the
corresponding button bit in G_asBspButtonConfigurations is set. Since this is the ACTIVE_
LOW case, the PDSR bit will be 0 if the button is pressed. The value read from PDSR can
be inverted with the ~ operator and then bit-wise ANDed with the button's bit position.
The ACTIVE_HIGH case is identical but without the inversion of PDSR.
/* Active low */
if(G_asBspButtonConfigurations[i].eActiveState == ACTIVE_LOW)

{
/* Read PIO_PDSR to get the actual input signal (new button state) */
if( ~(xpu32PortAddress) & G_asBspButtonConfigurations[i].u32BitPosition )

Button_asStatus[i].eNewState = PRESSED;
}

else

{
Button_asStatus[i].eNewState = RELEASED;
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The button state change code simply compares the saved new and current states (by this
ﬁi time, “current” is old). Once the update is made, the new press information is updated if
the button has changed to PRESSED.

if( Button_asStatus[i].eNewState != Button_asStatus[i].eCurrentState )
{

Button_asStatus[i].eCurrentState = Button_asStatus[i].eNewState;

/*x If the new state is PRESSED, update the new press flag */
if(Button_asStatus[i].eCurrentState == PRESSED)
{
Button_asStatus[i].bNewPressFlag
Button_asStatus[i].u32TimeStamp
}

TRUE;
G_u32SystemTimelms;

3

L2 The last step is to clear the debounce active flag for the button and re-enable the
[_‘?—I interrupt. Dereference pu32InterruptAddress like any regular pointer and write the bit

location.

/* Regardless of a good press or not, clear the debounce active flag and re-enable
the interrupts */

Button_asStatus[i].bDebounceActive = FALSE;

*pu32InterruptAddress = G_asBspButtonConfigurations[i].u32BitPosition;

Build the code. There should be a warning about the unused ButtonSM_Error state. The
button task does not require an error state, so use a #if 0 and #endif directive to remove
it. That way if it is ever needed it is easy to put back. Take some time to test the
operation of the code to make sure everything works. If there are parts you don’t
understand, step through them carefully. Always try to predict what you think will happen
before stepping through each line of code. If you predict incorrectly, figure out why.

6.9 e Button API

Now that the button application is working, API functions can be provided so that other
applications can use the button app. All the hard work is already done. These functions
simply provide easy access to the data that is already present within the button task. We
want a few simple functions:

1.

IsButtonPressed(): returns TRUE if a button is currently pressed (reads
Button_asStatus.eCurrentState)

WasButtonPressed(): returns TRUE if a button was pressed since last time it
was checked, even if the button is no longer pressed at that moment (reads
Button_asStatus.bNewPressFlag). If so, we need a function to acknowledge
that we have received the information and clear the flag. ButtonAcknolwedge()
will do this.

IsButtonHeld() - returns TRUE if a button has been held for a certain amount
of time. This function must check if the button is currently pressed, and then
access Button_asStatus.u32DebounceTimeStart and compare it with the
current system time. Remember we have the IsTimeUp() function to do this
easily.

The full code for IsButtonPressed() is shown below. Try to write the function yourself and
iﬁ compare with the solution shown. If you need a hint, read the function header. It is up to
you to implement the other three functions. They will require just a few lines of code
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each. Only use existing parameters of the button data structures and return the correct
Boolean value where applicable. You do not need to write any code outside of these
functions, but you do need to understand how button information is stored.

e
@fn bool IsButtonPressed(ButtonNameType eButton_)

@brief Determine if a particular button 1is currently pressed at the moment in time
when the function is called.

Requires:
- Button_asStatus[eButton_] is a valid index

@param eButton_ is a valid button

Promises:

- Returns TRUE if Button_asStatus[eButton_].eCurrentState is PRESSED
- Otherwise returns FALSE

x/

bool IsButtonPressed(ButtonNameType eButton_)

{
if( Button_asStatus[(u8)eButton_].eCurrentState == PRESSED)

{
return(TRUE) ;

3

else

{
return(FALSE) ;

3

} /* end IsButtonPressed() x/

test the new button API functions.

static void UserApplSM_Idle(void)
{

Make sure your code builds without errors. In user_appl.c, write some quick functions to

if(IsButtonPressed (BUTTONO))

{
LedOn (WHITE) ;

3

else

{
LedOff (WHITE) ;

3

if(WasButtonPressed (BUTTON1))

{
ButtonAcknowledge (BUTTONL) ;
LedBlink (PURPLE, LED_2HZ);
}

if(IsButtonHeld (BUTTON2, 2000))

{
LedOn (BLUE) ;
}

else

LedOff (BLUE);
}

} /* end UserApplSM_Idle() */
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Again, we have shown that adding seemingly simple functionality requires a lot of
thought, design, and careful implementation. The button task now gives easy access to
the button hardware and all board-specific details have been abstracted for the end user.

6.10 e Chapter Exercise

The online chapter exercise is all about using the button (and LED) APIs to solidify your
understanding of the functionality that is available on the development board at this
point. These functions will be used extensively so you must be comfortable with what
has been covered up to now. Understanding the difference between IsButtonPressed
and WasButtonPressed is fundamental, especially when it comes to conditioning code
execution based on user input from the buttons.
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Chapter 7 e Sleep, System Tick and Timer Peripheral

“It’s all about timing.” You have likely heard that expression before, though maybe not
in the context of electronics. A huge part of embedded system design has to do with
timing. We have already looked at clocking the processor and the EiE development
board is equipped with both a high-speed and low-speed crystal source. Basic clock
configuration has been completed, and we have a 1ms system tick albeit with a brute-
force, instruction-consuming loop. Timing concepts in embedded systems extend into
power optimization, using sleep modes, and taking advantage of time